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1 Introduction
This document specifies a proposal to address the SSPN Interface cluster requirements for IEEE 802.11u.

1.1 Background

The purpose of this work is to address interworking issues between an IEEE 802.11 access network and an external network to which it is connected.

The scope of this proposal is to address TGu requirements as referred to in reference [1].

1.2 Definitions

Network Access Identifier (NAI) – The user identity submitted by the client during network access authentication. See Error! Reference source not found..

Realm – The part of the NAI after the “@” symbol.

Realm-based routing – The use of the realm to determine an AAA server to send the request to.

2 SSPN Interface

2.1 Background and basic architecture

The interworking architecture defines the scope of SSPN interface. The interface is provided by the IEEE802.11 MAC to the external network. With TGu’s scope, this proposal contains only parts concerning the MAC layer. 
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Figure x.1
In an interworking scenario, the IEEE802.11 AN is operation in infrastructure mode. Therefore, IBSS cases are not considered in the proposal.  As shown in the Figure x.1, between the IEEE802.11 AN and the SSPN, there is at least one connection to support Authentication, Authorisation, and Accounting (directly or indirectly). 
As shown in the basic architecture, the AAA Agent in the WLAN receives information elements from the SSPN through the AAA Interface. The information is transferred over the AAA Interface to the AAA Agent as defined by the external network standards, e.g. 3GPP/2. However, these information elements are not defined in the IEEE802.11 language. For example, some of the information elements are of no concern to the IEEE802.11 MAC. Therefore, certain interpretation, filtering, and mapping will be carried out by the AAA Agent. The AAA Agent then configures the AP (and the corresponding STA, e.g. the STA2) through the interface defined here (the SSPN Interface). 
It is not the intension of this proposal to define SSPN Interface itself, which could be implementation specific. Instead, the proposal defines a list of the basic information elements that must be supported by the SSPN Interfce. These information elements are crucial for the operation of the AP to deliver service to STAs that have credential from SSPN.  This could be, for example, for the AP admission control, scheduling, DS operation, etc.  
In this sense, the SSPN Interface Information Elements depend on two aspects: the AAA Interface definition and the MLME_SAP & PLME_SAP  for the STA in AP. The first aspect is essentially the control knobs the SSPN operator would like to have on the IEEE802.11 AN, and the second aspect is what the control IEEE802.11 MAC can provides. The SSPN interface is an abstract superset of the elements defined by theAAA Interface (defined by external network), in IEEE802.11’s context.
The impacts of this proposal on the current IEEE802.11 standard (potential amendments) are three folds. Firstly, the SAPs defined, e.g. MLME_SAP and PLME_SAP, should be amended to support exchange such information between the MAC function and the SME at AP (in turn to the AAA Agent in the basic architecture). Secondly, description should be provided in the standard regarding how the information should be utilized in the AP MAC operation for providing interworking service to the STA. Thirdly, storage and maintanece of the information at AP, e.g. a MIB definition, should be provided. 
[Note: 

The AAA Iinterface is provided to the external network from IEEE802.11 AN. Certain external network standards, e.g. 3GPP IWLAN, 3GPP2 IWLAN, etc, should be considered. Since the TGu is not for interworking with a specific external network, the definition of the AAA Interface actually includes all the possible elements from different external networks.
A definition of the MIB for these information elements transferred over SSPN interface are left to the later stage of the proposal development.
Extension of the AAA Interface protocols, e.g. Diameter/RADIUS maybe necessary in IETF.]

2.2 Defintion of the SSPN Interface information elements

Information elements defined here only include those may require changes to the existing MAC. (e.g. encryption keys from SSPN as a result of the authentication is not shown in the table)

These information elements must be exchanged between the AP MAC and AAA Agent (in the Figure x.1) during proper procdures. Therefore, when they information is avaialbe is also important. 
	Information element Name
	From IEEE802.11 AN to SSPN
	From SSPN to IEEE802.11 AN

	STA MAC
	Y
	N.A.

	User Identity
	N.A.
	Y

	Authorized priority
	N.A.
	Y

	Authorized Max. Bandwidth 
	?
	Y

	Session Alive Time
	N.A.
	Y

	IWLAN access type
	N.A.
	Y

	Session Termination Cause
	?
	Y

	STA Location Information
	Y
	N.A.

	STA state Information 
	Y
	N.A.

	Link Layer Encryption Method
	Y
	N.A.

	
	
	


- STA MAC:

This is the MAC address of the STA requested by the 3GPP operation. How this is provided may be impacted by the Protection Cluster MAC address anonymity soluiton..
- User Identity


This is the user identity allocated by the SSPN. It would be useful for consequent operation request from the SSPN, e.g. user removing, authorization information update, etc.

- Authorized priority


This is for the admission control purpose. Depends on the subscription of the service plan, certain user may not be allowed to claim certain priority using the QoS schemes of WLAN. 

- Authorized Max. Bandwidth


This is also for the admission control at the AP. User will be allocated a maximum resource limit based on his/her subscription. 


[Note: It is up to discussion if this is enough for the QoS requirements from the SSPN. It depends whether the SSPN wants the WLAN AN to allocate resource statically or dynamically. For example, other than the static limit indicated by user subscription, there may be different QoS limit set by the SSPN based on the service the STA requested. Do we want/need to support this?]

- Session Alive Time


This dedicates the length of the service period that a successful authentication/authorization guarantees. If no subsequent successful authentication/autorization happened during this period, disassociation would be initiated by the AP.

- IWLAN access type


This indicates how the traffic from the STA of concern should be routed. In 3GPP [TS23.008 v6.6.0 sect 3B.5.6], there are two types: WLAN 3GPP Directly Access, and WLAN 3GPP IP access. This may affect how the AP enforces the Integration service, e.g. VLAN tagging, tunneling. 

- Session Termination Cause


This is some information that could be provided by the SSPN. This may need to be delivered to the STA. Since no EAP exchange may happen when tearing a connection with the STA, this information may need to be delivered nagitvely with IEEE802.11 frames.

- STA Location Information


This is the location information of the STA that can be gathered from the MAC of the AP.

-  STA state information


This indicates whether STA is Awake or Doze. 
-Link Layer Encryption Method

TS33.234 used to have a section on visibility and configurability (section 5.4). If this information is available to the SSPN, the operator would be able to have better control of the STA access, e.g. barring access to 802.11 networks if NULL encryption is used.


Possible values are (e.g.):


NULL; WEP; WPA; WPA2, etc 


[Note: need to verify if this is avaialbe with current 11 MAC SAPs] 
2.3 Usage of the SSPN Interface elements by MAC 
Here defines how the information is used by the MAC layer in its operation. 
2.3.1 Use of the information in (AP) MAC
Some additional explanation of how the information elements would be used in AP MAC for the operation, e.g. how certain information would be supported by the MLME_SAP, how certain information would be used by the AP MAC for admission control, etc. 
[Note: This part will contain the details regarding  the information elements are agreed upon.]
2.3.2 Update of the information

SSPN Interface information element may be updated due to the SSPN decisions. This type of updated may affect the service leval to be provided to the STA. However, it does not necessary mean a re-establishment of connection. Enforcement of certain information needs to be initiated by the STA, e.g. the QoS scheme as defined by IEEE802.11e. In this case, an indication of the information update should be provided to the STA from AP. This could be achieved by placing an extra information element in the existing management frame. 
[Note: For example, in the 3GPP procedures [TS29.234 v6.5.0], the authorisation information update will trigger a re-authetnication procedure. However, this does not necessary trigger the re-establishment of the whole session at Layer 2. For example, the QoS session establishment is usually always initiated by the STA. In this case,there are two options:

1. To include the extra IE in the management frame that triggers the re-authentication (from AP to the STA). So that, when the authorisation information is updated, it should also trigger the STA to issue, e.g. ADDTS.request, so that the new parameters could be enforced. The STA can decide what are the actual actions to take once it know about the update of the authorisation information, not limited to QoS update.

2. To allow the AP to send the ADDTS.response action frame  to the STA when it sees a change in the authorisation information. The modification necessary is then to allow STA to receive such an action frame without solicitation. 

Comparing the two options, the first one is more extensible. It can support other type of operation than QoS that may require STA to initiate. However, option 2 requires fewer changes. And, at this moment, no other actions to be initiated by the STA other than QoS is identified. ]
3 Open Issues
How the solution interacts with other WG’s solution needs to be considred:

· Does this proposal need to be compatible with TGr, since it is about an ESS (as shown in the Figure x.1). The initatial thought is that the information defined here may serve as part of the context to be carried by TGr schemes.

· Does a mesh network architecture should be considered, e.g. TGs. Further investigation of the impact of the architecture on the solution should be done. At this stage, only the infrastructure mode operation is considered.
4 References
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5 Annex Informative Section

5.1 Requirements Conformance - Self Evaluation

5.1.1 SSPN Interface

This propsla covers three requirements of the SSPN Interface cluster: S1, S2, and S3. 
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Abstract


This document specifies a proposal to address the SSPN Interface cluster requirements for IEEE 802.11u. The proposal has been produced by the WiNOT (Wireless NetwOrking Technology) consortium.
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