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Updates based on Draft 1.0
The MICs have to be computed over different fields for the Authentication Sequence (over-the-air resv) and for the Action Frame sequence (over-the-DS resv).  

So, the following changes are proposed that cover 
Section 8.5.2, Page 30, line 60-65

Change: “Otherwise, when the EAPOL-Key is encapsulated as an EAPKIE in a management frame, the MIC protects most of the 802.11 header as well as information elements provided in the management frame commencing with the Count IE through and including the EAPKIE. The EAPKIE MIC includes protection of the 802.11 header with the following exceptions:”

With: “Otherwise, when the EAPOL-Key is encapsulated as an EAPKIE for transport in an Authentication management frame and if MIC is calculated, the MIC protects most of the 802.11 header as well as all the contents of the Authentication frame body.  When the EAPOL-Key is encapsulated as an EAPKIE for transport in an Action management frame and if MIC is calculated, the MIC protects the entire content of the Action frame body.  When the EAPKIE includes protection of the 802.11 header, the following exceptions shall apply:”

Replace: Table 13 title from “Authentication Frame Body” to “Pre-Reservation Frame Body”

Section 7.4.6.1, page 26

Change: ‘Figure 85H – Fast Transition request action frame format’

With : ‘Figure 85H – Fast Transition request action frame body format’

Change: ‘Table 32P – Fast Transition request action frame body’

With: “Table 32P – Fast Transition request action frame body IEs’

Page 26 Line 40

Replace “succeeding IEs up through and including the EAPKIE).”

With: “succeeding IEs)
Page 26 Line 44

Replace “…in Table 32P”

With: “…in Table 32P, which is a subset of IEs in Table 13, pre-reservation frame body”
Section 7.4.6.2, page 27

Change: ‘Figure 85I – Fast Transition response action frame format’

With : ‘Figure 85I – Fast Transition respone action frame body format’

Change: ‘Table 32Q – Fast Transition response action frame body’

With: “Table 32Q – Fast Transition response action frame body IEs’

Page 27 Line 38

Replace “succeeding IEs up through and including the EAPKIE).”

With: “succeeding IEs)
Page 27 Line 41

Replace “…in Table 32Q”

With: “…in Table 32Q, which is a subset of IEs in Table 13, pre-reservation frame body”
Section 7.4.6.3, page 28, 29

Change: ‘Figure 85J – Fast Transition confirm action frame format’

With : ‘Figure 85J – Fast Transition confirm action frame body format’

Change: ‘Table 32R – Fast Transition confirm action frame body’

With: “Table 32R – Fast Transition confirm action frame body IEs’

Page 28 Line 43

Replace “succeeding IEs up through and including the EAPKIE).”

With: “succeeding IEs)
Page 28 Line 47

Replace “…in Table 32R”

With: “…in Table 32R, which is a subset of IEs in Table 13, pre-reservation frame body”
Section 7.4.6.4, page 29, 30

Change: ‘Figure 85K – Fast Transition acknowledgement action frame format’

With : ‘Figure 85K – Fast Transition acknowledgement action frame body format’

Change: ‘Table 32S – Fast Transition acknowledgement action frame body’

With: “Table 32S – Fast Transition acknowledgement action frame body IEs’

Page 29 Line 52

Replace “The Count IE specifies the number of Information Elements protected by the MIC in the EAPKIE (the Count Information Element itself, and succeeding Information Elements up through and including the EAPKIE).”
With: “The Count IE specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs)”.

Page 29 Line 56

Replace “…in Table 32S”

With: “…in Table 32S, which is a subset of IEs in Table 13, pre-reservation frame body”
Section 7.4.6.3, page 29, line 5 in Table 32R

Replace: “authenticate all fields. commencing with the Count IE and including the EAPKIE.”

With: “authenticate the entire Fast Transition confirm action frame body, as shown in Fig 85J and Table 32R.”

Section 7.4.6.4, page 30, line 22 in Table 32S

Replace: “authenticate all fields commencing with the Count Information Element and including the EAPKIE.”

With: “authenticate the entire Fast Transition acknowledgement action frame body, as shown in Fig 85K and Table 32S.”

Section 8.5A.8, Page 39 Table 35A

Remove Table 35A, all references to this table should refer to Table 13.

Section 8.5A.8.1, Page 39, lines 57-63

Replace: “Fast Transition Request is used by the TSTA to initiate a Fast BSS Transition when RSNA is enabled. The TSTA shall, in the FTIE, include the corresponding key names of the key hierarchy it is using to generate the

PTK. By including the key names and their respective key holders, the target TAP can use this information to

ensure it has the corresponding PMK-R1 or initiate a request for the appropriate PMK-R1. Additionally, the

TSTA shall also include the SNonce as its random contribution to ensure the derivation of a fresh PTK.”

With: “Fast Transition Request is used by the TSTA to initiate a Fast BSS Transition when RSNA is enabled. The

TSTA shall include the PMK-R1 key name it is using to generate the PTK, in the RSNIE.  By including the key names and their R0KH-ID, the target TAP can use this information to ensure it has the corresponding PMK-R1 or initiate a request for the appropriate PMK-R1. Additionally, the TSTA shall also include the SNonce as its random contribution to ensure the derivation of a fresh PTK.”

Section 8.5A.8.1, Page 40, line 1
Replace: “The MAC address of the TSTA shall be asserted in the SA field of the message header, or (when the FT Authentication frame is being relayed over-the-DS to the target TAP) in the TSTA Address field of the FT

Action frame.”

With: “The MAC address of the TSTA shall be asserted in the SA field of the message header.”

Page 40, line 6

Replace: “The BSSID of the target TAP shall be asserted in the DA field of the message header, or (when the FT

Authentication frame is being relayed over-the-DS to the target TAP) in the Target TAP Address field of the

FT Action frame.”

With: “The BSSID of the target TAP shall be asserted in the DA field of the message header.”

Add at line 10: “The following IEs are a subset of the IEs in Table 13, pre-reservation frame body”.

Section 8.5A.8.2, Page 41, line 1

Replace: “The BSSID of the Target TAP shall be asserted in the SA field of the message header, or (when the FT

Authentication frame is being relayed over-the-DS to the target TAP) in the TAP Address field of the FT Action frame.”

With: “BSSID of the Target TAP shall be asserted in the SA field of the message header”.

Page 41, line 6

Replace: “The MAC address of the TSTA shall be asserted in the DA field of the message header, or (when the FT

Authentication frame is being relayed over-the-DS to the target TAP) in the TSTA Address field of the FT Action frame.”

With: “The MAC address of the TSTA shall be asserted in the DA field of the message header.”

Add at line 10: “The following IEs are a subset of the IEs in Table 13, pre-reservation frame body”.

Section 8.5A.8.3, Page 42, line 3
Replace: “The MAC address of the TSTA shall be asserted in the SA field of the message header, or (when the FT

Authentication frame is being relayed over-the-DS to the target TAP) in the TSTA Address field of the FT Action frame.”

With: “The MAC address of the TSTA shall be asserted in the SA field of the message header.”

Page 42, line 8

Replace: “The BSSID of the target TAP shall be asserted in the DA field of the message header, or (when the FT

Authentication frame is being relayed over-the-DS to the target TAP) in the Target TAP Address field of the

FT Action frame.”

With: “The BSSID of the target TAP shall be asserted in the DA field of the message header.”

Add on line 12: “The following IEs are a subset of the IEs in Table 13, pre-reservation frame body.”
Section 8.5A.8.4, page 43, line 1
Replace: “The BSSID of the Target TAP shall be asserted in the SA field of the message header, or (when the FT

Authentication frame is being relayed over-the-DS to the target TAP) in the TAP Address field of the FT Action frame.”

With: “The BSSID of the Target TAP shall be asserted in the SA field of the message header.”

Page 43, line 6

Replace: “The MAC address of the TSTA shall be asserted in the DA field of the message header, or (when the FT

Authentication frame is being relayed over-the-DS to the target TAP) in the TSTA Address field of the FT Action frame.”

With: “The MAC address of the TSTA shall be asserted in the DA field of the message header.”

Add on line 10: “The following IEs are a subset of the IEs in Table 13, pre-reservation frame body.”
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Abstract


The document provides updates to provide MIC calculations for Action Frames and FT Authentication Frames, which carry pre-reservation requests over-the-DS and over-the-air, respectively.
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