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1. Overall Description:

3GPP SA3 welcomes the opportunity to take part in the review of the requirements document from IEEE 802.11 Task Group u, Interworking with External Networks.

The document has been reviewed comments are provided in the following table.  SA3 has only considered areas where the requirements may have a direct impact on the secure interworking of IEEE 802.11 technology with 3GPP networks and services. 

3GPP SA3 working group is responsible for end-to-end security architecture of 3GPP systems and looks at IEEE 802.11 TGu requirements from this perspective. 3GPP SA3 requests IEEE 802.11 that while considering solutions, it takes into account how end-to-end security solutions can be built.  3GPP SA2 kindly asks IEEE 802.11 to inform SA3 about solution proposals for above requirements, as well as the final solutions. 3GPP SA3 will need to review and may need to make changes to 3GPP SA3 specifications in order to interwork with the new 802.11 mechanisms. The latest version of TS33.234 “Wireless Local Area Network (WLAN) interworking security” is attached.  

3GPP SA3 appreciates the invitation to the January meeting of the IEEE and an SA3 delegate will be attending to answer any questions that you may have. 

SA3 looks forward to further cooperation with IEEE 802.11 Task Group u in the future. 

2. Actions:

3. Date of Next 3GPP SA3 Meetings:




SA3#42
7 – 10 February 2006

Asia TBD

SA3#43
4 - 7 April 2006

Athens

4   Comments from SA3 using the table headings (2.1 etc) from IEEE 802.11u Requirements Document

2.1 On line Enrollment cluster

	Ref.
	Requirement 
	Notes (informative) 
	Proposal From 3GPP SA3

	R3E1
	Define functionality by which the STA is able to determine what online enrolment (also called online subscription) methods are supported by the network.

Required
	Some networks allow users to enroll “over the air” – for example, the Wi-Fi alliance has defined such functionality based on browser capture, as part of the Universal Access Method – (UAM) concept.  The idea is to allow a STA to determine whether a network supports such functionality (and if so which one).  If the network does not support enrolment, then the user must already be in possession of security credentials (e.g. as determined by the EAP method in use) unless the network provides open access.
	There is no online enrolment in 3GPP. The User Equipment is assumed to have access to a SIM or USIM, embedded in a smart card.


2.2
Network Selection Cluster

	Ref.
	Requirement 
	Notes (informative) 
	Proposal From 3GPP SA3

	R3N2
	The mechanism described in requirement R3N1 must allow a STA that has multiple credentials with an SSPN to select the correct credentials when authenticating with a Local Network.

Required
	This requirement considers the case where a user has more than one set of credentials associated with a single SSPN user identity.  It is assumed that the AP will be able to provide some piece of information that allows the mechanism of requirement R3N1 to provide this to the STA, and for the STA to then use it to select the correct credentials to use.  There has been a fair amount of debate about whether this is a realistic scenario, but all a proposal has to do is describe how the information (if existing) would be delivered to the STA.
	Only SIM or USIM may be used as credentials in 3G-WLAN interworking. Which of them is selected is specified in TS 33.234, section 6.1 and Annex F.


2.3
Protection Cluster

	Ref.
	Requirement 
	Notes (informative) 
	Proposal From 3GPP SA3

	R3P1
	Define STA behavior when it is in possession of suitable credentials to use an 802.11 AN, but a candidate AP that claims to be part of that 802.11 AN does not have security enabled.

Not Required – Out of Scope
	This requires a definition of STA policy that is outside the scope of 802.11.  Even if it were in scope for 802.11, it’s not a new problem for External Networks, so it would still be out of scope for this TG.
	TS 33.234 states in section 5.2 and 5.3 that "Confidentiality and integrity protection in the WLAN AN link layer is required." Consequently, a STA must not establish a connection with security disabled.  

	R3P2
	Define functionality to prevent hijack of MAC addresses.

Required
	TGi does not require an 802.1X authentication to include the MAC address (some authentication mechanisms are intended to allow a user to use any machine) and so are open to a session being hijacked by an authentication through a different AP with the same MAC address.  This is a much more serious problem in this environment where the user does not have any relationship with other users of the network, and so is much less willing to trust them.
	3GPP requires the MAC address to be presented to the AAA server  - TS33.234 has:  “The 3GPP AAA server receives the EAP Response/Identity packet that contains the subscriber identity. The identifier of the WLAN radio network, VPLMN Identity and the MAC address of the WLAN-UE shall also be received by the 3GPP AAA server in the same message”

However 3GPP also recognised that any control mechanism built around this has its limitations. TS33.234 has:    

“The control of simultaneous sessions in WLAN direct IP access can be performed, under some circumstances, using the MAC address of the user’s device. After a number of successful authentications, if a subsequent authentication attempt is being performed by another device, the MAC address will be different and the AAA server will be able to detect it. However, this mechanism has some limitations. One of them is that if the two devices are accessing two different WLAN access points (assuming that a WLAN access point has a independent control of MAC address space), the MAC address of one of them can be spoofed and made equal to the other one. This is a fraud situation the home network should avoid. However, it may happen that the user is accessing other WLAN access point and a pre-authentication is performed in this new access point. In this case there is no fraud attempt. Then, in this situation (same MAC addresses, different WLAN radio networks) the AAA server will not be able to distinguish between a legal and a fraud situation and shall not reject the authentication process”

Therefore, while it is certainly outside the scope of 3GPP to define such functionality, it would be very welcome if 3GPP could rely on such functionality. The reason is that there may be a case of fraud when a user uses one (U)SIM associated with a flat rate tariff to enable access for multiple mobile stations with the same MAC address. Such sharing of a subscription may not be allowed by the operator, but the operator may not be able to fully prevent it. We do not understand how session hijacking, i.e. access by an attacker without the consent of the bona fide user, may be achieved, as the attacker would not be in possession of the necessary cryptographic keys. Nor did we understand why it mattered whether a user had a trust relationship with other users. We would appreciate if you could elaborate in case you feel an explanation may be useful for 3GPP SA3.

	R3P3
	Provide functionality for MAC Address Anonymity.

Required
	It’s a standard feature of modern cellular networks that observers can not determine the real identity of a phone, and so the phone can not be used to track a person (without legal intervention!).  The same level of protection should be extended to 802.11.
	In 3GPP I-WLAN temporary identities may be used for EAP-SIM and EAP-AKA to protect against passive, but not active, attacks. 

TS33.234 has:     “Temporary Identities (Pseudonyms or re-authentication identities) are generated as some form of encrypted IMSI. Advanced Encryption Standard (AES) (see ref. [17]) in Electronic Codebook (ECB) mode of operation with 128-bit keys is used for this purpose ( see section 6.4 of TS33.234”

MAC Address Anonymity would certainly be a welcome feature as the use of temporary identities in the EAP-SIM and EAP-AKA protocols in 3GPP specifications could be made pointless if the user's identity was revealed through the MAC address. But the provision of such functionality is outside the scope of 3GPP.


	R3P4
	Provide functionality so that illegal APs can not masquerade as real ones.

Not Required – Out of Scope
	This is a problem for all APs, whether they are used to access an External Network or not.  It would appear to be fair and square in the middle of TGw’s scope.  We’ll continue to liaise with them when we have clearer requirements in this area (i.e. when we have an accepted proposal).
	This seems to be addressed by R3P1, the EAP methods selected by 3GPP, as they provide mutual authentication, and the STA behaviour defined by 3GPP not to accept communication with link layer security disabled.

	R3P5
	Define the way in which the mechanism as defined in REQ R3N1 can be secured, so that an AN can not pretend to provide access to a SSPN.

Not required - Optional


	It’s difficult to see how this would be done in advance of 802.1X authentication (which should so this for all sensible EAP methods), but if anyone can come up with a method we’ll listen to it.
	It is not clear to us why this mechanism would have to be secured. Who would gain in which way from a compromise of this mechanism? Certainly, in the 3GPP case, after a successful EAP exchange involving the 3G AAA server the AN has shown that it provides access to the home network, i.e. the SSPN.


2.4
Authentication Cluster

	Ref.
	Requirement 
	Notes (informative) 
	Proposal From 3GPP SA3

	R3A1
	A STA shall be able to authenticate with different SSPNs simultaneously, in order to gain simultaneous access to multiple Destination Networks.

Required
	None.
	There is a threat in simultaneous access to the same home provider, as explained in SA3’s reply to R3P2 above. But if a user had other subscriptions with different home providers, SA3 would see no threat when the user gained simultaneous access to his multiple home providers simultaneously.




2.7
Miscellaneous

	Ref.
	Requirement 
	Notes (informative) 
	Proposal From 3GPP SA3

	R3M3
	All proposals (whichever requirements they address) shall describe the security impact of the functions they propose.

Required
	This is an important issue, and we want to ensure that all proposals have at least considered it.
	If IEEE 802.11u feel that the security of 3G-WLAN interworking may be impacted in any way by a proposal, 3GPP SA3 would be happy to review such proposal.

	R3M4
	Define IEEE 802.11TM functionality which would be required to support an Emergency Call (e.g. E911) service as part of an overall, multi-layer solution. Specifically:

Capability Advertisement

Authentication issues

Required
	Note that location information is not included in this requirement.  It is believed that TGk and possible TGv are working on this.

“Multi-layer” indicates the expectation that any E911 solution will not be achieved solely at layer 2 – co-operation with other groups will be required.
	3GPP SA3 would be happy to review the security impact of such functionality on 3G-WLAN interworking, if any.


Notice: This document has been prepared to assist IEEE 802.11. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s).  The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.
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