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Monday September 19, 2005
1:30pm

Call to order

· Agenda – document 11-05/920r2
· TGr “To do list” document – document 11-05/853r3

· Review operating rules for a Task Group.

· Review IEEE 802 policies and procedures for Intellectual Property.

· Approve minutes from the July session – document 11-05/670r0
Minutes are approved unanimously.
· Approve minutes from the Teleconference sessions – document 11-05/841r2
Minutes are approved unanimously.
· Discussion on Agenda – Results of the discussion will be updated as document 11-05/920r3
Agenda is approved unanimously.
· Discussion on document 11-05/858r1 by Bill Marshall.

The only controversial comment is listed as number 97. Jon Edney will be making a submission later in the week.
MOTION: To accept the recommended changes in document 11-05/858r1 and incorporate them into the TGr draft.
By: Bill Marshall

Second: Nancy Cam-Winget

Discussion:

· None.

Result: 16 – Yes; 0 – No; 8 – Abstain. Motion Passes

· Discussion on document 11-05/860r0 by Kapil Sood.

There is a reference to the “target TAP” in 7.4.7.1 and 7.4.7.3 that should say “target address”.

MOTION: To instruct the technical editor to incorporate the changes in document 11-05/860r0 into the TGr draft, as well as changing “target TAP” to “target address” in section 7.4.7.1 and section 7.4.7.3. 
By: Kapil Sood
Second: Michael Montemurro
Discussion: 
· None.

Result: 19 – Yes; 0 – No; 6 – Abstain. Motion Passes

· Discussion on document 11-05/875r0 by Kapil Sood.

The wording “need not” means that it may be advertised in the beacon, but must be advertised in the probe response.

If probes are not allowed, you do not get fast transitions.

If you passive scan, you could issue a probe after you see a beacon. There are some regulatory domains that do not allow active scanning.

In older days, the information in the beacons is the same as the probe response.

In IEEE 802.11e, the EDCA information element is only available in the probe responses. So TGr is not breaking new ground. 

This text needs to be normative text. Now it is simply informative text.

Clause 7 should only contain frame descriptions, not a description of when to use them. 
We need a better description of what is meant by the wording “need not”.

This document was a clarification on the Key Holder IE. 

· Discussion on document 11-05/884r0 by Kapil Sood.

Using Option 1 does give you additional key separation. It is more architecturally in line with the existing TGr mechanisms.
In Option 2, how do you address the R0 key and key holder? There would need to be some additional protocol changes to make it work.

In Option 2, we need to determine how the R1 key is installed.

There are more steps involved in getting option 2 to work.

Should PSK be addressed by TGr? The general feeling is yes.

STRAW-POLL: Interest in pursuing a recommended option for treating pre-shared keys in TGr?

Result: 27 – Option #1; 0 – Option #2; 0 – Neither;

· Discussion on document 11-05/928r0 by Nancy Cam-Winget

The changes in slide 6 overlap with changes in document 11-05/858r0. They are already done.
Other time measurements in the standard are in TU’s. They should be expressed in units of 1024 micro-seconds. This proposal keeps them in absolute measurements.

Do you need a millisecond precision on a re-association deadline? Is there any race condition associated with re-association?
All of the discussion around roaming was in millisecond precision. Nobody would expect to see all bits set. For voice applications, transition time budgets ranged from 15 ms to 50 ms.

The IE defined in this document is bound to the establishment of the PTK. We could bind lifetimes to the GTK, for example.

The reassociation deadline is defined as the lifetime of the resource reservation and the PTK resources. Milliseconds are the most appropriate time to be used.

The behaviour of the timer needs to be described in Clause 8. This document does not cover that description – we will need a new work item on the to-do list.
MOTION: To instruct the technical editor to incorporate the changes in slide 5 of document 11-05/928r0 changing “milliseconds” to “TUs” into the TGr draft.
By: Nancy Cam-Winget
Second: Kapil Sood
Discussion: 
· None.

Result: 20 – Yes; 0 – No; 1 – Abstain. Motion Passes.
MOTION: To instruct the technical editor to produce a new draft incorporated the changes that have been accepted by the Task Group.
By: Chris Durand

Second: Johnny Zweig

Discussion: 
· None.

Result: Motion passes unanimously.

· Recess until the Tuesday 8am session.

Tuesday September 20, 2005

8:00am

· Call to order.

· Discussion of document 11-05/866r1 by Michael Montemurro

The TGr editor may use his disgression in positioning the Mobility Domain IE in the Beacon and Probe Response messages.

We need to clean up Clause Q in the TGr draft. It will be added to the TGr “To-Do” list document.

Element id’s will also have to be added, it is editorial change

In section Q.2, change first bullet from SMD-ID to Mobility-Domain-ID
MOTION: To instruct the technical editor to incorporate the changes given in document 11-05/867r0 into the TGr draft.
By: Michael Montemurro

Second: Bill Marshall

Discussion: 
· None.

Result: 14 – Yes; 0 – No; 0 – Abstain. Motion Passes.

· Discussion of document 11-05/903r0 by Michael Montemurro

This illustrates another problem with the TGr draft. There is no way of changing the R1KeyHolder ID during the 4-way message exchange.
We need to clean us 8.5A.8 need to clarify “who” the AP is. It will be added to the “to do” list.

You can’t combine this with the Count IE because the FT IE is used in messages where the count does not exist.

MOTION: To instruct the technical editor to incorporate the changes given document 11-05/900r0 into the TGr draft.
By: Kapil Sood

Second: Bill Marshall

Discussion: 
· None.

Result: Motion Passes Unanimously.

· Discussion of document 11-05/875r1 by Kapil Sood

None.
MOTION: To instruct the technical editor to incorporate the changes given document 11-05/875r1 into the TGr draft.
By: Kapil Sood

Second: Nancy Cam-Winget

Discussion: 
· None.

Result: Motion Passes Unanimously.

· Discussion of document 11-05/925r0 by Jon Edney

In state 3, you are still connected. However the 802.1X control port is closed.
The original intention of state 3 is that you are connected and you can pass data to the network.

TGi describes Authentication as the EAP Authentication; this submission describes Authentication as the 4-way handshake.

Authentication in this submission refers to both the EAP Authentication and the 4-way handshake.

Pre-authentication frames are not used for TGr.
If the STA does not issue the Open Authentication, then the AP knows that the STA is a TSTA 

STRAW POLL: Should we prepare normative text to address the three recommendations as presented in document 11-05/925r0.

Result: 19 – Yes; 0 – No.

· Discussion on the “To-Do” list document 11-05/853r3
We do not need “come back later”. However that will depend on whether reservation is allowed “over the air”.

We’ve defined 802.11r authentication and the reservation messages over the air. There are other issues with “over the air” reservation.

FBT state machine for Authentication (item 9). In section 8.5A.9, we define 4 messages. However, we also have a mechanism that involves a 6 message transition. We need to address how the state machine behaves under error conditions (under MIC failures, for example).

Extended capability element is not needed at this time.

We are defining an Ethertype which implies that we have defined a protocol that will work over the DS. This will address the “over the DS protocol” work item.
Kapil Sood will look afer key lifetime and PSK.

The document will be cleaned-up and posted as document 11-05/853r4

· Discussion of document 11-05/672r4 by Michael Montemurro

The text that describes the Ethertype should state that the Ethertype would only be used when the frame is passed over an L2 network. Jon Edney will make a ballot comment to address this topic.
MOTION: To instruct the technical editor to incorporate the changes given document 11-05/672r4 into the TGr draft.
By: Michael Montemurro

Second: Kapil Sood

Discussion: 
· None.

Result: Motion Passes Unanimously.

· Recess until the 10:30am session.
Tuesday September 20, 2005

10:30am

· Call to order.

· Discussion on document 11-05/883r0 by Kapil Sood.
What is the usage of the TGk Neighbor Report? It is understood that the format is a request/response mechanism.

This concept is similar to the Neighbor Report in TGk. You still have to scan to determine the wireless link properties of the access point to get its RF characteristics. It may allow you to reduce the number of channels you scan.

This work should really be done in TGk. It should be merged with the neighbor report in TGk.

Broadcasting information is more efficient than querying for information. Is all of this information required for making a roaming decision?

The TSTA needs an FT IE in order to roam. If you are going to query the TAP anyway, perhaps this query is not useful.

This saves the TSTA the work of going off-channel. 

The TSTA could send the Mobility Domain IE rather than a list of BSSID’s.

This presentation is a good idea and it should really be done as part of TGk.

We need to determine whether the neighbour report would be optional in TGk.
STRAW POLL: Is the group interested in pursuing an approach such as described in document 11-05/883r0 for advertising fast transition policy and service IE’s.

Result: 22 – Based on TGk mechanism; 
1 – Based on new mechanism; 

1 – Work is not worth pursuing.

Based on this decision, we could prepare text in our document that would modify the work currently done by TGk. If TGk is delayed, we will need to take up more work to introduce the neighbor report.

· We need to work our way through content of the Beacon and Probe Response. That would best be done in adhoc mode.
· Recess into adhoc mode until 2:30pm to work on Beacon and Probe Response content.

Tuesday September 20, 2005

2:30pm

· Call to Order

· Discussion of document 11-05/956r0 by Nancy Cam-Winget
The document should be updated to include the conditions under which the IE’s should be included for Beacon, and Probe Response.

The MDIE needs to be added to the Reassociation Request
· Discussion of document 11-05/966r0 by Nancy Cam-Winget

The Fast Transition Request can appear in an Authentication message.
These changes may affect other task groups. It simply states that Association messages are able to be generated in state 1. There is no way of addressing this topic without assigning the Association frame to state 1.

MOTION: To instruct the technical editor to produce a new draft incorporated the changes that have been accepted by the Task Group.
By: Nancy Cam-Winget

Second: Frank Ciotti
Discussion: 
· None.

Result: Motion passes unanimously.

· Recess until Wednesday at 8am.

Wednesday September 21, 2005

8:00am

· Call to order.
· Discussion on document 11-05/956r1 by Nancy Cam-Winget
None.
MOTION: To instruct the technical editor to incorporate the changes given in document 11-05/956r1 into the TGr draft.
By: Nancy Cam-Winget

Second: Bill Marshall

Discussion: 
· None.

Result: Motion passes unanimously.


· Discussion on document 11-05/966r1 by Jon Edney

None.
MOTION: To instruct the technical editor to incorporate the changes given in document 11-05/966r1 into the TGr draft.
By: Jon Edney

Second: Nancy Cam-Winget

Discussion: 
· None.

Result: 12 – Yes; 0 – No; 4 – Abstain. Motion passes.
This submission did not address first contact. Another submission will be included to address this issue.

· Discussion on document 11-05/819r0 by Kapil Sood

This submission only deals with the two reservation messages for the over-the-air BSS-transition.

IT policy is required for reservation. Reservation needs to be configured across the network.

The purpose of reservation is to ensure that resources are available to a STA when it transitions to a new AP.

The AP’s have to advertise the Mobility Domain regardless of the reservation or transition mechanism.

Eliminating “over-the-air” is a basic principal of 802.11. It’s fundamental to how “over the air” is designed.

It’s not within scope within TGr to address the reservation over-the-DS. The specification of the protocol between the AP’s is outside the scope of 802.11.
When we say “over the DS”, we mean that the STA is sending a frame to its current AP; and the AP forwards the frame to the target AP. We should really use the term “over the external network”.
We have a bit defined to advertise that “over the DS” mechanisms are supported.

The term “over the external network” is a more precise.

We have two options for “over the air” and two options for “over the DS”. At the moment, the specification is consistent. If you eliminate an option, you make the specification more complex.

Making “over the air” reservation optional in the standard would satisfy requirements.
Making “over the air” would be optional for the STA, but it should be mandatory for the AP.

The only way you could do it would be to force the AP to support both mechanisms.

It would nice to have a standard without optional features for a change.

If you have a stable link to an AP that is really slow, and there was another AP available that was lightly loaded; it may make sense to use an over-the-air mechanism to transition to the new AP.
In an example of a home situation, there may not be a network available to do an “over the DS” reservation prior to transition.

There are three aspects to this presentation:

Is reservation useful?

Is “over the DS” better than “over the air”?

Should we eliminate “over the air”?

The only statement which justifies removing “over the air” is that it is too complex. If you remove “over the air” reservation, you could argue that the standard more complex.

“over the air” is no  more complex to deploy than “over the DS”

Removing “over the air” reservation does not decrease the size of the draft.

“over the air” reservation should be left in to get feedback from the working group in a letter ballot.

STRAW POLL: Is there interest in removing the “over-the-air” reservation mechanism from the TGr draft.
Result: 2 – Yes; 21 – No.
If you change “Over the DS” to “over the external network”, you will get even more letter ballot comments.
We always send messages “to an AP”

We could use the term “over the infrastructure”.

In section 5 of the 802.11 specification describes the connection between the AP’s as the DS. 

The frames are terminated at the Access Point. So the frames are not transmitted over the DS.

The message is sent “to” the access point; not “through” the access point.

The term “backbone” is used by 802.16.

“over the DS” is consistent with the understanding of the 802.11 standard.

The message is an “end to end” mechanism because it is MIC’d. Just the transport mechanism changes.

STRAW POLL: Should “over the air” in any way be made optional?

Result:  3 – Yes; 20 – No.

· Annex Q is informative and contains elements of the JIT and TAP proposal that not has been included in the normative text.
There are two kinds of sentences: those that are normative and those that are informative. There is no normative text in Annex Q. Annex Q for instance, maps key holder to network components.

The content of Annex Q is not consistent with the rest of the document. Either we should update it or remove it.

There is currently a description of the binding of the keys.

We should remove the current content of Annex Q and request another submission.
MOTION: To instruct the technical editor to remove Annex Q from the TGr draft.
By: Michael Montemurro

Second: Jesse Walker

Discussion: 
· This is a technical motion.

Result: 13 – Yes; 0 – No; 12 – Abstain. Motion passes.

MOTION: Section 11.3.1, point (a), change “…the STA shall execute the authentication mechanism described in 8.2.2.2” to “… the STA shall: 

· If the Authentication Algorithm is “Shared Key” or “Open System” then execute the authentication mechanism described in 8.2.2.2

· If the Authentication Algorithm is “Fast Transition” then execute the Authentication mechanism described in 8A.2”

Section 11.3.2, point (a), make same change as 11.3.1.

Section 11.4.3, point (a), change “If the state variable is in State 1,” to “If the state variable is in State 1 and this reassociation is not part of a Fast BSS Transition,”
Fix two incorrect cross-references in 11ma D4.0 11.3 and 11.4, from 5.5 to 5.6.
By: Bill Marshall

Second: Jesse Walker

Discussion: 
· This is a technical motion.

Result: Motion passes unanimously.

MOTION: To instruct the technical editor to produce a new draft incorporated the changes that have been accepted by the Task Group.
By: Jesse Walker

Second: Nancy Cam-Winget

Discussion: 
· None.

Result: Motion passes unanimously.

· Recess until Thursday 8am session.

Thursday September 22, 2005

8:00am

· Call to order.

· Discussion on the “To-Do” list – Document 11-05/853r6

There is still a debate as to whether “come back later” is required.

We need to decide whether we want to address the state machine changes for First Contact

Issues 31 and 8 are the same. They should be combined.

The document will be updated as Document 11-05/853r7

· Discussion on document  11-05/997r0 by Bill Marshall

None.

MOTION: To instruct the technical editor to incorporate the changes given in document 11-05/997r0 into the TGr draft.
By:  Bill Marshall

Second: Jon Edney

Discussion: 
· None.

Result: Motion passes unanimously.

· Discussion on document 11-05/1002r0 by Jon Edney

If the key lifetime expresses the lifetime for the entire key hierarchy. We need to explicitly state this in the text.
We need to define a new key lifetime, which implies the PTK lifetime. We need to decide whether we need two key lifetimes: one for the PMKSA and one for the PTK.

If R0 or R1 expire, then the entire key hierarchy expires.

You could provision the new PMKSA while you are still using your existing PTK.

Currently there is no specification in 802.11 or EAP to communicate the lifetime to the client.

We can bind PMK and PTK lifetime; or split PMK lifetime and the PTK lifetime.

We transmit the lifetime in the Confirmation key message.

If TKIP or AES are comprised, we would have to re-key and generate a new PTK more frequently.

When the R1 key expires, the whole key hierarchy must expire.

If you have to re-associate to the same access point, you must go through the Fast Transition.
As soon as you issue the FT Request to the AP you are connected to, you have to stop sending data with that AP.

This condition could occur if the PTK expires.

This problem would only occur if there was a separate PTK lifetime from the PMK lifetime.

If you split the PMK and PTK lifetimes, then you are essentially in the same state as 802.11i.
You should be able to maintain your existing security association while rekeying.

This comes from TGw. In those discussions, we were trying to be clean to establish what actions you take when you issue an Authentication or Association.

When you do an association or re-association, you are coming in new. This implies at least a refresh of the PTK.

We should discuss whether we could maintain data connection while going through the re-association sequence.

You could use the replay counter and use the Anonce and Snonce. 

We could alter the way that we protect re-association.

A successive re-association could use the reply counter.

The issues addressed in this discussion will be added to the “To-Do” list.
· How does a STA know when to rekey once security has been compromised?

If you key has been compromised, how does the STA gain knowledge in a secure environment.

This problem it exists today with 802.11i. This item will be added to the “to-do” list.

We need to add an action item to change neighbor report. This item will be added to the “to-do” list. 

· Discussion on the next steps for TGr:
Our plan of record is to put Draft 0.09 for a 30 day Task Group review. We would use the existing letter ballot comment document for collecting comments.

After the 30 day review, we would not have time to process comments.
We made need an adhoc meeting to address letter ballot comments.

We could have a 15 day review and use teleconferences to address comments.

We will skip the teleconference on September 28th and have our next teleconference on October 12th. 

MOTION: To instruct the technical editor to produce a new draft incorporated the changes that have been accepted by the Task Group.
By: Bill Marshall

Second: Michael Montemurro

Discussion: 
· None.

Result: Motion passes unanimously.

· Adjourn until the November plenary session.
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