September 2005

doc.: IEEE 802.11-05/0867r00

IEEE P802.11
Wireless LANs

	Mobility Domain Definition and Description 

	Date:  2005-09-19

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Michael Montemurro
	Chantry Networks
	1900 Minnesota Cr, Suite 125. Mississauga, ON. L5N 3C9
	+1-905-363-6413
	michael.montemurro@siemens.com

	Kapil Sood
	Intel
	2111 NE 25th Ave, JF3-206, Hillsboro OR 97124
	+1-503-264-3759
	Kapil.sood@intel.com

	Jon Edney
	Nokia
	
	
	Jon.edney@intalk.co.uk





The following document describes detailed changes to the TGr draft to add Mobility Domain. The recommended  changes are based on TGr draft 0.05.
Modify Section 3.132 on Page 3 as follows:

3.132 Resource Mobility Domain: A set of BSSs, within the same ESS, identified by a Mobility Domain Identifier that provide the following assurances to the STA:

· fast transition is possible between any two BSSs using either "over the DS" or "over the air” procedures;
· a common key infrastructure is accessible at all BSSs;
· access to common network services through all BSSs.

 AP’s in the same mobility domain advertise the same Mobility Domain Identifier.
Delete Security Mobility Domain in Section 3.134 on Page 3

Delete Security Mobility Domain Identifier Modify Section 3.135 on Page 3
Delete SMD and SMD-ID in Section 4 on Page 4

Modify Section 5.4.5.3 on Page 8 as follows:
Change the Mobility Domain description in paragraph 3 to the following:
BSS-Transition services define where a STA can roam. Fast BSS Transitions can only take place within a mobility domain, within an ESS. In a secure environment, the transition candidates for a STA are limited to APs that advertise the same Mobility Domain identifier, and also advertise the R0KH-ID with which the intitial contact was performed.  In some infrastructures, resource policies may limit the STA to a subset of APs as transition candidates defined by the Mobility Domain..

Modify Section 7.2.3.1 on  Page 11 as follows:
Insert the additional rows as follows in the proper order in Table 5 

	Table 5- Beacon frame body

	Order
	Information
	Notes

	TBD
	Mobility Domain IE
	An IE containing the Mobility Domain Identifier


Modify Section 7.2.3.9 on Page 13 as follows:
Insert the additional rows as follows in the proper order in Table 5 

	Table 5- Beacon frame body

	Order
	Information
	Notes

	TBD
	Mobility Domain IE
	An IE containing the Mobility Domain Identifier


Delete Resource Mobility Domain identifier in Section 7.3.2.40 on Page 18

Delete Security Mobility Domain identifier in Section 7.3.2.41 on Page 19
Add the following description for the Mobility Domain Information Element in Section 7.3.2.?? where appropriate:
7.3.2.39 Mobility Domain Information Element

The Mobility Domain information element contains a Mobility Domain Identifier. The Access Point uses the Mobility Domain Information Element to advertise that it is included in the group of AP’s that make up the Mobility Domain. All AP’s in the mobility domain must be part of the same ESS. The format for this information element is given in Figure 1.
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Figure 1 Mobility Domain Information Element
Replace 8.5A.6 title with “PMK Distribution within a Mobility Domain”

Replace Paragraph 1 of Section 8.5A.6 on Page 33 with the following:
A mechanism has been defined for caching and distributing PMKs, using the above described logical key hierarchy. A TSTA first acquires PMK-R0 keys for use in fast transitioning ("first contact") via the authenticator of the AP with which it associated. A TSTA may transition to any of the AP’s which are part of the same Mobility Domain and advertise the same PMK-R0 Key Holder. 

Remove “The logical key hierarchy…” sentence and Figure 121C

Replace Paragraph 2 of Section 8.5A.6 on Page 34 with the following:

When the 802.1X AKM is used to establish keys, the PMK-R0 key holder acquires the PMK-R0 keys from the AAA server from its role as the AAA Client.

Replace Paragraph 3 of Section 8.5A.6 on Page 34 with the following:

Each PMK-R0 Key Holder is responsible for deriving PMK-R1 for its own use (as PMK-R1 key holder) as well as deriving any other PMK-R1 keys for other R0KHs (NAS clients), and securely transmitting the derived PMK-R1 keys to the appropriate R0KHs (NAS Clients).

Add the following paragraph to Section 8A.4.3.1 on Page 50 after the first paragraph. 
The Resource Request SAP allows AP’s that are part of the same Mobility Domain to exchange information over the DS. AP’s which advertise the same Mobility Domain Identifier will be reachable over the DS.
Change the title of Section Q.1 on  Page 71 to Example Deployments using multiple Security Domains 
Replace SMD with Mobility Domain in paragraph 3 of Section Q.1.1 on Page 71

Replace SMD with Mobility Domain in paragraph 3 of Section Q.1.2 on Page 72

Replace SMD with Mobility Domain in the title of Section Q.2 on Page 72
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