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From: 
Stuart J. Kerry (stuart.kerry@philips.com ), Chair IEEE 802.11 Working Group

To: Aaron Falk (irtf-chair@irtf.org ), IRTF Chair

CC: MOBOPTS Research Group Co-Chairs: William Arbaugh (waa@cs.umd.edu ) and Rajeev Koodli (rajeev@iprg.nokia.com ).

Title: Review of MOBOPTS MPA document, draft-ohba-mobopts-mpa-framework-00.txt
Purpose: Provide review comments and information on referenced IEEE 802.11 Task Groups 

Dear Aaron,

The work of IEEE 802.11 Task Group u, Interworking with External Networks is referenced in MOBOPTS internet draft: "A Framework of Media-Independent Pre-Authentication (MPA)" http://www.ietf.org/internet-drafts/draft-ohba-mobopts-mpa-framework-00.txt. The purpose of this letter is to provide comments on the work referenced in the mpa internet draft, and to provide information regarding other relevant IEEE 802.11 activities.
The following comments refer to draft-ohba-mobopts-mpa-framework-00.txt:

1. Section 5.1, second paragraph states “IEEE 802.11u is considering issues such as discovering neighborhood using information contained in link-layer.  However, if the link-layer management frames are encrypted by some link-layer security mechanism, then the mobile node may not able to obtain the requisite information before establishing link-layer connectivity to the access point.”
Comment: Currently, IEEE 802.11 link layer management frames are not encrypted. IEEE 802.11 Task Group w (TGw), formed in March 2005, is drafting an amendment to the IEEE 802.11 standard to support protection of management frames. TGu and TGw are aware of the parallel development, and are expected to work together, to ensure that the goals of both groups are accomplished.  The presence of link layer encryption need not prevent the acquisition of the required information.  Please let us know if additional information on the work of either TGu or TGw is required.
2. Section 5.1, second paragraph states “In addition this may add burden to the bandwidth constrained wireless medium.  In such cases a higher layer protocol is preferred to obtain the information regarding the neighboring elements."
Comment:  Please clarify which aspect of the “bandwidth constrained wireless medium” is of concern.  In IEEE 802.11 systems, there are message length constraints associated with use of beacon management frames, potentially limiting the amount of neighbor node information that could be included in beacon frames.  However, probe response frames are less constrained, and the IEEE 802.11k, Radio Resource Measurement Ammendment draft introduces new management action frames to carry neighbor/site information. Information carried over the wireless medium, whether in action frames or data frames will use the wireless medium.  It is not clear that the IEEE 802.11 wireless medium is constrained for the purpose of obtaining neighbor element information.

We look forward to additional discussions, and invite you to send a representative to an IEEE 802.11 face-to-face meeting to discuss draft-ohba-mobopts-mpa-framework-00.txt, and this response.  The next two IEEE 802.11 meetings are during the weeks of September 19-23, 2005 (Garden Grove, CA, USA) and November 13-18, 2005 (Vancouver, BC, Canada).  A teleconference can also be arranged.

For IRTF reference, ANSI/IEEE Std. 802.11(-1999, as amended by IEEE Std. 802.11a, IEEE Std. 802.11b, IEEE Std. 802.11b-COR1, IEEE Std. 802.11d, IEEE Std. 802.11g-2003, IEEE Std. 802.11h-2003, IEEE Std. 802.11i-2004, IEEE Std. 802.11j-2004 is the current version of the IEEE 802.11 Standard.

Please contact Stuart J. Kerry, IEEE 802.11 Working Group chair, together with Stephen McCann, IEEE 802.11u Task Group chair and Dorothy Stanley, IEEE 802.11/IETF Liaison with any questions.

Best Regards,

Stuart J. Kerry

Contact information: 

Stuart J. Kerry

stuart.kerry@philips.com  

+1 408 474 7356

Stephen McCann

stephen.mccann@roke.co.uk
+44 1794 833341

Dorothy Stanley

dstanley@agere.com
+1 630 979 1572

Notice: This document has been prepared to assist IEEE 802.11. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s).  The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.
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Abstract


The IRTF MOBOPTS research group internet draft-ohba-mobopts-mpa-framework-00.txt specifically refers to the activities of IEEE 802.11u.  This document contains comments on the mpa (Media-Independent Pre-Authentication) Internet draft, developed by the IEEE 802.11u Task Group on behalf on the IEEE 802.11 Working Group.
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