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3 Overview of Transition Mechanism

3.1.3 Base Mechanism

The message sequence for the base mechanism BSS-Transition is as follows:

· Reassociation Request from STA to next AP, including

· TSPEC information elements

· Optimized 4-way handshake message #2
· Expiration Time and Synchronization Validation information

· Reassociation Response from AP to STA, including

· TSPEC information elements

· Status

· Optimized 4-way handshake message #3

Upon choosing a handover target, a STA precomputes the PTK and formulates message #2 of the 4-way handshake.  The message is included inside the reassociation request.  The STA also includes an expiration time in the request to provide session liveness.  The message flow is depicted in Figure r1.
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Figure r1 – Message flow for a BSS-Transition

4 Frame Formats

4.1 Beacon frame format

The contents of the Beacon frame include the information shown in Table r1.
	Order
	Information
	Notes

	23
	Beacon Random Value (BRV)
	Information element enabling validation of synchronization.


Table r1 – Beacon frame body
4.4 Reassociation

4.4.1 Reassociation Request Frame Body

The contents of the Reassociation Request frame include the information shown in Table r2.
	Order
	Information
	Notes

	9
	Handshake
	Message handshake components.


Table r2 – Reassociation Request frame body

4.5 Management Frame Body Components 

4.5.1 Information Elements

New element identifiers are defined in Table r3.

	Information Element
	Element ID

	Beacon Random Value
	TBD

	Handshake
	TBD


Table r3 – Information Element Summary

4.5.4 Status Codes

The status codes are defined below:

	Status Code
	Meaning

	52
	Message Expired

	53
	Synchronization Invalid

	54-255
	Reserved


Table r4 – Status Codes
4.5.7 Beacon Random Value

An information element is defined to include a random value in beacon and probe response frames.  

The Beacon Random Value IE is defined in Table r4.

	Order
	Size (Octets)
	Description

	1
	1
	Element ID: TBD

	2
	1
	Length (set to 2)

	3
	2
	BRV


Table r5 – Beacon Random Value information element
The BRV subfield contains a random value of length 2 octets.

4.5.8 Handshake
An information element is defined to enable a handshake message.  The IE must be present in a reassociation request message.
The TSF Validation IE is defined in Table r6.

	Order
	Size (Octets)
	Description

	1
	1
	Element ID: TBD

	2
	1
	Length (set to 13)

	3
	8
	Expiration Timestamp

	4
	2
	BRV 

	5
	3
	Synchronization Time Reference


Table r6 – Handshake information element

The Expiration Timestamp subfield contains the value of the frame destination’s TSF timer at the time that the message encapsulating the Handshake IE expires.  The length of the Expriation Timestamp subfield is 8 octets.

The BRV subfield contains the BRV that was included in the Beacon Random Value IE in the beacon or probe response that the frame’s source used to synchronize to the frame’s destination.

The Synchronization Time Reference subfield provides a reference to the time of synchronization with the frame’s destination.  The synchronization is referenced based on the target beacon transmission time (TBTT) of the beacon containing the BRV received by the frame’s source.  The subfield indicates the duration of time, in TU, between the TBTT and the expiration time specified in the Expiration Timestamp subfield.  If the calculated duration includes a fractional TU, that value is rounded to the next higher integer.  The subfield is coded as a positive integer.  The length of the subfield is 3 octets.
5 Protocol Mechanisms
5.1 Base Mechanism
The base mechanism optimizes the 4-way handshake messages into a two message exchange that is initiated by the STA.  The messages are included as part of the reassociation request and response.  
If both the STA and the AP are configured to support RSNA, the STA will pre-compute the PTK and transmit a modified version of message #2 of the 4-way handshake as part of the reassociation request.  The STA precomputes the PTK using the ANonce and the PMKSA.  The reassociation request includes a Handshake information element to provide an assurance of liveness to the AP.  The STA will calculate the MIC for the EAPOL message across all IE’s in the reassociation request as well as the 4-way handshake message.

The AP uses the reassociation response to send a modified version of message #3 of the 4-way handshake to the STA.
6 Security
6.3 Optimized 4-way Handshake

6.3.1 Messages

The 4-way handshake is optimized by eliminating the first and last messages in the 4-way handshake protocol, during re-association.  [The ANonce value is predetermined, eliminating the need for the first message.]  The reassociation request contains the second message of the 4-way handshake, and the reassociation response contains the third message.
The optimized 4-way handshake procedure requires that the STA include an expiration timestamp when sending the reassociation request containing the second message of the 4-way handshake.  The expiration time provides an assurance of liveness to the AP.  The expiration time is protected from modification due to the inclusion of a MIC in the handshake message.  The expiration time is contained in the Handshake information element.
The 4-way handshake messages 2 and 3 are changed slightly from the definition in IEEE 802.11i.  The 4-way handshake messages 1 and 4 are not used. 

Message #2 is changed in the following manner:

· EAPOL-Key Frame – Key Replay Counter: The STA assigns a fresh value n since there is no message #1.

Message #3 is changed in the following manner:

· EAPOL-Key Frame – Key Replay Counter: The value is n+1, incremented from the same field in message #2.
To prevent the over-the-air race condition resulting from message 4 of the 802.11i 4-way handshake being lost, and due to the elimination of message 4 from the optimized protocol, the PTK behavior is modified.  Specifically,

· The STA’s Supplicant pre-computes the PTK and plumbs the pairwise TK prior to transmitting the reassociation request message.

· The AP’s Authenticator computes the PTK and plumbs the pairwise TK prior to transmitting the reassociation response message.

The following list describes steps taken by the STA and AP to implement the optimized handshake protocol:

· STA behavior prior to reassociation request

· STA scans next AP and performs TSF synchronization

· STA obtains PMKID

· STA computes PTK and plumbs PTK

· STA builds list of TSPEC and TCLAS information elements

· STA constructs Handshake information element with message expiration time.  STA constructs handshake message #2.

· STA constructs reassociation request message containing these information elements, and transmits to the next AP.

· AP behavior upon receiving reassociation request

· AP validates TSPEC and TCLAS information elements
· AP validates expiration time

· AP validates handshake message #2

· AP calculates PTK

· AP verifies MIC

· AP generates TSPEC response and allocates resources

· AP generates handshake message #3

· AP plumbs PTK

· AP transmits reassociation response message containing handshake message #3

· STA behavior upon receiving reassociation response

· STA verifies MIC in handshake message #3
6.3.2 Algorithms

6.3.2.1 Creation of Beacon Random Values

An AP includes a random value in each beacon it sends, allowing a STA to demonstrate that it has synchronized with the AP, and not an attacker.  When generating a beacon, an AP shall create a unique random value that is 2 octets in length.  The random value must be unpredictable, having no correlation with any other field in the beacon frame or with past or future random values.  (A cryptographic quality random number would satisfy this property; see Annex section H.5 of the 802.11i standard amendment and its reference to IETF RFC 1750.)  The random value is included in the Beacon Random Value information element, in the BRV subfield.  The information element is included in the beacon frame.
A Beacon Random Value is defined as being valid for a period of time, measured on the AP’s TSF timer, beginning at the value of the TSF timestamp included in the beacon frame containing the Beacon Random Value, and ending at the value of the TSF timestamp included in the subsequent beacon frame.   (This definition of validity is used when the AP processes STA requests.)
When constructing a probe response frame, the AP shall determine the random value sent in the most recently transmitted beacon frame, and include the value in the BRV subfield of the Beacon Random Value information element.  In other words, the AP includes the Beacon Random Value that is currently valid.  The information element is included in the probe response frame.
6.3.2.2 STA Construction of Reassociation Request to demonstrate liveness
When preparing to reassociate with an AP, and after synchronizing with the AP, a STA determines the expiration time of the request message, measured with respect to the TSF timer of the AP.  To determine the expiration time, the STA may predict the origination time of the request message and add to it an allowed message lifetime dot11RequestLifetime.  The expiration time is included in the Expiration Timestamp subfield of a Handshake information element.
The STA likewise includes the information captured from an AP’s beacon or probe response in the Handshake information element.  In the BRV subfield of the Handshake information element, the STA includes the contents of the Beacon Random Value information element received in an AP’s beacon or probe response.  Additionally, the STA includes a time reference N based on the TBTT of the AP’s beacon containing the BRV.   The STA calculates the integer N as the number of TUs in the duration between the TBTT and the expiration time included in the Handshake information element.  If the duration includes a fractional TU, that value is rounded to the next higher integer to determine N.  The value N is included in the Synchronization Time Reference subfield of the Handshake information element.  The value N is described in a 3-octet field, restricting the duration referenced to 224 TUs or about 286 minutes.
When constructing the Reassociation Request message, the STA includes the Handshake information element.  The information element shall be protected through the use of a MIC.

6.3.2.3 AP Processing of Reassociation Request to determine liveness

Upon receiving a reassociation request with a Handshake information element, an AP may determine that the frame’s source is live by examining the contents of the information element.  The contents of the information element may be evaluated only if they are protected by a MIC.
The AP examines the contents of the Expiration Timestamp subfield of the Handshake information element and compares it to the value of its TSF timer at the time that the reassociation request message was received.  If the Expiration Timestamp is less than (earlier than) the TSF timer value, then the message may be a replay and is invalid.  Otherwise, the AP shall verify the STA’s synchronization.
To verify synchronization, the AP determines the time of synchronization by examining the contents of the Synchronization Time Reference subfield to obtain N.  Synchronization occurred in an interval of time beginning N TUs prior to the Expiration Timestamp and ending N-1 TUs prior to the Expiration Timestamp.  The AP determines which Beacon Random Values were valid during this interval (see 6.3.2.1); either one or two will be valid.  If the contents of the BRV subfield of the Handshake information element match a Beacon Random Value that was valid during the interval of synchronization, then the STA’s synchronization is verified.  Otherwise, the AP may not use the expiration time to verify the liveness of the STA, and the message may be a replay.
If the reassociation request message is invalid due an included expiration time that is earlier than the time of reception, the AP shall send a reassociation response message to the STA with a status code (52) indicating “Message Expired.”  If the reassociation request message is invalid due to the STA’s synchronization not being verified, the AP shall send a reassociation response message to the STA with a status code (53) indicating “Synchronization Invalid.” 
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Abstract


A modification to the base transition mechanism being considered by JIT/TAP is proposed.  





The document uses the format of the JIT-TAP proposal text.
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