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Abstract

Meeting notes from the IEEE 802.11i meeting in Chicago, April 20-21, 2004.
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Henry Ptasinski

Tim Moore
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Thomas Maufer

Clint Chaplin

Fred Haisch

Nanacy Cam-Winget

Sandy Turner

Dorothy Stanley

Tursday, April 20, 2004

9:00 AM

Chair called Meeting called to order.

CH: Purpose of this meeting is to review comments received. Note that the requirements for proceeding forward include that no new “no” votes exist. Right now we have no new “no” votes. We are under 802 procedure 10 rules for going to Revcom.

C: Discuss Clint’s submission, 04/458. We should fix security errors and interop issues if any.

CH: Yes. If we make changes, would probably move ratification to September from June, since a confirmation ballot is required. The rules requiring a confirmation ballot were just updated.

C: If there are editorial comments, we can provide them to the IEEE staff, but there’s no guarantee that the comments will be taken. Michelle Turner, IEEE editorial staff submitted comments. There is one comment – asking that the draft be marked as an unapproved draft. Michelle said that all of her other comments could be fixed by IEEE staff in the editing/publication process. 

Agenda:

Go through the comments, mark up the spreadsheet – 04/453

Contact all “NO” voters, hear their concerns – Fixed time of 1pm Tuesday

Go through Clint’s submission of learnings from the WPA2 plugfest – 04/45

CH: Any objection to the agenda?

No objection.

C: There are three “NO” voters: Keith Amaan, Dave Bagby, Dan Bailey. Chair has attempted numerous times to contact Keith, without success. Dan Bailey voted on the first SB, has not returned calls, and his e-mail bounces. Have been in contact with Dave Bagby, and have scheduled a conference call with him at 1:00pm today. I will continue to try to contact Keith and Dan to see which of their comments are still issues.

Make an additional effort to hear and understand comments. There may still be disagreement on technical solutions, but ensure that we’ve been pro-active in understanding and responding to the comments.

All- Discussion - Comment resolution – see updates to the spreadsheet. Comments begin on line 4 of the spreadsheet, after the header info.

Comment 4 – Commenter can live with the resolution. Accept.

Comment 5 – Editorial, wording – yes, should be fixed. Depending on how we proceed, we can either ask the IEEE editorial staff to fix, or include the fix in a Draft 10.0.

Comment 6 – Editorial wording – yes, should be fixed 

Comment 7 – Editorial – spacing/alignment incorrect – yes, should be fixed

Comment 8 – Technical – reject. The STAKey SA is unidirectional since only one mechanism was desired. It is possible to create a solution for a bi-directional SA using two uni-directional ones, but not the other way around. 

Comment 9 – Technical – reject, mechanism out of scope, since only the security protocol is specified here. 

Comment 10 - Editorial, wording – yes, should be fixed, was accepted before.

Comment 11 – Editorial – an observation only. Reject. Frame doesn’t generate the line numbering easily.

Comment 12 – Editorial note – final document name will be set by IEEE editing staff – don’t make change here. - reject

Comment 13 - Editorial wording – yes, should be fixed

Comment 14 - Editorial wording – yes, should be fixed

Comment 15 – Editorial note – change requested to be made by IEEE editing staff

Comment 16 – Editorial – figures all need to be in the correct format – already done by the editor. Accept

Comment 17 – Editorial – name of bit is clear from the context. Reject.

Comment 18 – Editorial – use of the bits is already specified in 8.5.2. Reject.

Comment 19 – Editorial – Accept. Same as comment 7.

Comment 20 – Editorial – Lower and upper case – Reject, meaning is clear.

Comment 21 – Editorial – Meaning is clear from the text – Reject.

Comment 22 – Editorial – Meaning is clear from the text – Reject.

Comment 23 - Editorial wording – yes, should be fixed

Comment 24 – Editorial – Meaning is clear in the text – Reject.

Comment 25 – Editorial – Meaning is defined in 8.5.2 text – Reject.

Comment 26 – Editorial – Meaning is defined in 8.5.2 text – Reject.

Comment 27 – Editorial – Meaning is defined in 8.5.2 text – Reject.

Comment 28 – Editorial – Note from commenter, no change requested.

Comment 29 - Editorial Change was already accepted, but not made – yes, should be fixed

Comment 30 - Editorial Change was already accepted, but not made – yes, should be fixed

Comment 31 - Editorial Change was already accepted, but not made – yes, should be fixed

Comment 32 - Editorial – Change was already accepted, but not made. Should be fixed.

11:30 Recess for Lunch

1:00 Discussion with Dave Bagby

CH: Purpose of discussion to make sure that Dave Bagby’s comments have been heard and understood.

C: First comment relates to TGi and US exportability. When .11 did original WEP, exportability was an issue. Now, the rules are relaxed. Looking for confirmation of that.

C: Rules in place now reflect a change in export regulations. The rules are regulation, not law. Can be changed again. Can only act on what exists today. 

C: Just want to make sure that it’s not a problem.

C: The TG believes that there won’t be problems exporting from the US to non-T-7 countries.  On a case-by-case basis, there may be problems importing into specific countries, e.g. China and France.

C: Include a comment with this information, and record this comment as satisfied.

C: Next comment was about Annex C and the SDL. Didn’t ask to update the SDL. Concern that the simple sentence causes changes to sections beyond the scope of TGi. The comment added to the text appears to address the whole spec. Don’t have a problem with not updating the SDL for IEEE 802.11i. 

Ch: The term “security behavior” attempts to limit the scope.

C: Interesting comment. Intent is correct. Perhaps additional text would clarify?

Ch: Can you live with the qualifier “security behavior”? 

C: Would like to make it more precise, perhaps add an exhaustive list, or more complete description.

C: Annex C has precedence over text. When something is not covered in the Annex, the text applies.

C: Understand the logic, need to think about it further.

C: Where is the sentence that discusses the precendence of Annex C over the text?

C; Had a number of discussions with others about SDL. It’s the formal description. All of the text is normative, except where it is called out to not be normative.

C; How likely is it that someone reading the draft will be confused about what is and is not security behavior? Probably not very likely.

C: Ok. Commenter agrees that the terminology “security behavior” limits the scope of the added comment to Annex C. The comment can be recorded as satisfied.

Ch: The last comment concerns authentication and association sequence.

C: Core issue is that you really didn’t have to do it in the order chosen, for example data frames in .11 and in Ethernet. Could have done the same by sending those frames through the DS as authentication, prior to association. 

Ch: First part of comment asked “could we”? We did look at setting up keys prior to association. Looked at what we were trying to protect, and the architectural model. Wanted to re-use 802.1X, as are other groups, such as 802.1 linksec. Want a supplicant to work with any media. 

C: Wired has differences from wired, wireless further along. Don’t need to have them the same.

Ch: Also looked at threat models, probably should have looked at them sooner. Looked at localized attacks, versus attacks from a distance. Can’t prevent many localized attacks – e.g jammer, sending an ACK frame, or protecting the SIFS time. No compelling case for protecting many of the management frames. 

C: Spec is evolving. Now have more management frames, as introduced by 802.11k for example.

Many of the proposals coming in are more complex than they need to be. 

Ch: Yes, there are TGs coming along with new needs. There were TGh frames, and TGh didn’t see a need to protect the frames. Now TGk is looking at protecting their new management frames. TGi members are now attending TGk to contribute to their new needs. Hard to envision/anticipate all new needs, creating new PARs address this. New TGs will come up with new needs. TGi has highlighted the need to continue security related work in the future. Security needs are a moving target. 

C: Is TGi likely to make the changes that I’ve requested?

C: It is unlikely at this point. We have considered the request. There are ongoing groups, such as fast roaming that might look at doing this.

C: Not sure that this impacts roaming. Not a roaming centric problem.

Ch: Some of TGk work describes neighbor APs in an ESS. Want to be able to facilitate fast roaming. 

C: There is a roaming issue – TGi impacts speed of roaming. Side effect is that TGk work is part of the solution. LB comment is different. Issue is that there is no protection of the management frame. 

Ch: One argument is that if TGs are interested in protecting frames, then put them in data frames.

C: If put the data in data frames, then, need to wait until the association is completed.

C: Need the security association first.

C: Reality is that the group and I will disagree. Go ahead with the document. Concerned that this will cause problems in the future. Agree to disagree, have discussions in the future, but cut off the discussion at this point. Have there been any other comments on this point?

C: No additional comments.

C: Ok, Commenter and TGi agree to disagree. Commenter will retain this comment.

C: SB process documentation uses 802 process documentation.

C: Document belongs to the sponsor – Paul N. He presents to Revcom. List concerns, have the positions been fairly aired, recommend that the document go forward.

CH: package to enter SB – conflicting feedback – make it understandable verus do not modify any of a commenter’s text. Had a cover letter, with the detailed text as background. 

C: I am forcing you to respond to this comment. 

CH: We will need to document your unresolved comments. Confirm today’s discussion by sending an e-mail saying that all but one of the comments are resolved.

C: Can do this. Only the one last comment remains unresolved. 

Afternoon: Continued comment resolution

Comment 33 – Editorial – Meaning is clear and correct in the text – Reject 

Comment 34 – Editorial – Meaning is clear and correct in the text – Reject

Comment 35 – Editorial – No, only applies to the pairwise key. Reject. 

Comment 36 – Editorial – Mechanism to compare or validate need not be specified, as long as usage is consistent within an implementation. Reject

Comment 37 – Editorial – Change was previously approved, but change not included. Yes, should be fixed.

Comment 38 – Editorial – Change was previously approved, but change not included. Yes, should be fixed.

Comment 39 – Editorial – Change was previously approved, but change not included. Yes, should be fixed.

Comment 40 – Editorial – Change was previously approved, but change not included. Yes, should be fixed.

Comment 41 – Editorial – Change was previously approved, but change not included. Yes, should be fixed.

Comment 42 – Editorial – Value can indeed be zero, e.g. upon initialisation and first use. Reject.

Comment 43 – Editorial – Change was previously approved, but change not included. Yes, should be fixed.

Comment 44 – Editorial – Change was previously approved, but change not included. Yes, should be fixed.

Comment 45 – Editorial – Change was previously approved, but change not included. Yes, should be fixed.

Comment 46 – Editorial – The STAKey security protocol must be used within the context of the STA-sta establishment protocol, not defined here, and out of scope for TGi. Reject.

Comment 47 - Editorial – Change was previously approved to be included but change not included. 

Comment 48 - Editorial – Change was previously approved to be included but change not included.

Comment 49 – Editorial – A supplicant controlled port is in fact not required by the 802.1X-REV PICs. Reference added. Reject.

Comment 50 – Editorial – Change was previously approved, but change not included. Yes, should be fixed.

Comment 51 – Editorial – Figure position. Varies between commented and non-commented versions. Reject.

Comment 52 – Technical – Meaning is clear. Reject.

Comment 53 – Technical – Asking for different definitions. The group has gone back and forth on this and has decided to use the standard definitions from 802.1X-REV. Reject.

Comment 54- Technical – Duplicate figures – Just the way it printed. Reject.

Comment 55 – Editorial – It is not in the PAR to fix the base spec – not security related for this case. Reject.

Comment 56 – Editorial – Wording clarification for accuracy. Accept.

Comment 57 – Editorial – Reject. Current meaning is clear.

Comment 58 – Editorial - It is not in the PAR to fix the base spec – not security related for this case. Reject.

Comment 59 – Editorial – Wording, grammar – Accept.

Comment 60 – Editorial – The statement is accurate in the context of security, and in the security related section. Reject.

Comment 61 – Addressed by the discussion with Dave Bagby.

Discussion: Completed nearly all the comments. Begin to look at Clint’s list.

5:00pm, recess for the day

Wednesday, April 21, 2004

9:00 am Chair calls meeting to order

Ch: We went through the comment spreadsheet, except for 2 comments, and then started going through Clint’s submission 04/458. Do we want to continue to go through these, or decide about going to re-circ.

C: Have a vote.

C: Finish going through the comments first?


C: Yes, need to decide a direction first.

C: Can do a re-circ with Draft 9, or produce Draft 10. If we do re-circulate  Draft 9, then any questions would be resolved through the TGm process in the future. . Are we ready for a motion?

C: Many of these comments we wouldn’t address in a modified draft anyway.

Ch: Go through the comments to determine if there are any that must be addressed.

Ch: First one. PSK and PMKID case not fully addressed.

C: Intent was clear in the document that this is to be supported. Clause 8.4.1 was interpreted differently. Leave for interpretation requests.

Ch: Second case – some APs include the PMKID even if the STA didn’t include one. 

C: Mandatory cacheing is zero or more.

Ch: Third one – is already addressed in an editorial request.

C: Next – WDS and no group key. Could be added. We discussed “open” option at length in the past and decided not to include it.

Ch: EAPOL replay mechanism with replies, message 4 will never be resent. 

C: Has been discussed for nearly 2 years, proposed solution.

C: Have proposal here – don’t increment on retries. Potential race condition. Doesn’t seem to bother most people. Message 4 question – was ok when had group key handshake to fall through to. The retry one – we have never found reason to fix it before. Don’t know how big the problem is on message 4.

C: Next – priority of EAPOL messages – out of scope. Efficiency potentially impacted, not interoperability.

C: Next – versioning. The statement is correct. EAPOL spec – should accept higher versions. Well specified behavior in 802.1X. Out of scope. D9. 7.5.7, item d.

C: Next – Informative note text - optional behavior – need a way to force an authentication and keep connectivity. Intent was to clarify other text, not put in new info. Conflicts with .1X – don’t ignore EAPOL-START. Supplicant has to react to the AP behavior. Machine and user can authenticate. If machine in logged in, then must spend. Need a way to force a new credential to the AP.  AP behavior needs to be specified. Should be specified, is specified in other text, but this informative text is not correct.

C: Next – policy across an ESS – not specified, out of scope. No requirement that we can enforce.

C: BSSID over multiple interfaces – need to use the same authenticator across the BSSID. Implicit in the way pre-auth is defined. Defined in the spec already.

Ch: Have gone through the list. When UNH did their first interop testing, and Wi-Fi tests, experience shows that issues do arise – e.g. mapping of .3 packets into .11 not defined in the spec. Now documented in RFCs. People found a way to move forward even when specific items were not defined. Suggestions for IEEE staff – may be taken, may not be. Have IEEE 802.11m process. 802.1X went immediately to maintenance PAR and a revision. 

Part of the normal standards development process.  Is a way forward, pass these comments to the IEEE editor, and to 802.11m. If there are more items found, could form another PAR. 

Ch: How does work in .11m proceed? Issues come from a variety of places – request for interpretations, developers. Bob O’Hara is pro-active, looking to respond to people’s requests.

Ch: Now, what is the fastest approach going forward? Continue forward.

C: If issue a new draft, could be able to not use procedure 10. If get rejected in June, would have to do procedure 10 again.

Ch: Also a risk that new comment comes in and that old issues are raised. Need to declare completion and take issues through. 

C: If believe that draft is mature enough now, then won’t draw comments again.

C: People generally look at only their comments in a new draft.

C: Timing – how soon do those changes need to be put into a standard? When publication occurs – make changes now.

C: Want to minimize any publicity problems with mistakes in the draft.

C: At some point need to draw the line and declare that this group is finished. Have come a long way from the first drafts. Have stability. Are over 90% approval. What’s to say more issues don’t appear? 

C: Are at the 3 yard line, is this close enough?

C: Concern about new comments – include .11k, etc features.

C: Is the quality level there? Concern about losing procedure 10.

C: If re-issue another draft, ballot closes on or around the 9th of May. Need another ballot with no changes. That ballot wouldn’t finish before the 14th, when it’s needed for REVCOM. In July vote to go to revcom. Thus bumped to September. Other path – go forward with process, revcom would return the ballot. At end of June – make changes. 

C: If make a draft 10, could have a new no vote. 

Ch: For the 3 remaining no votes, document the history of the comments. Dave Bagby – one comment, Keith Amaan has more than one.

C: Yes, just worried that some of no voters come back with more issues. 

C: Have always accepted some and rejected others. 

C: Could retract compromises.

C: Plugfest – interop issues. Believe that there are no major issues. If there are major issues are found at plugfests, then have failed.

C: Pre-auth has not been interop tested.

C: If feel that there are no major interop issues, then market will judge on interoperability. Have we closed the problems that we know about?

C: TCP was published in 1991. Attack found yesterday. The TCP spec is being fixed. In the era in which the spec was defined, the attack couldn’t be mounted.

C: What about known imperfections?

C: Are these comments sufficient to not stop?

C: If you look at the results of last week, the draft is good enough to move ahead.

Motion by Jesse Walker

Move to send IEEE 802.11i Draft 9.0 to Sponsor Ballot re-circulation.

Seconded: Clint Chaplin

Discussion: No discussion

Vote: 6-3-0 Motion fails. Chair rules the motion as a technical motion.

C: Determine a very limited set of editorial changes. 

Ch: Look at procedure 10 again. For forwarding a draft into and out of sponsor ballot, require that no technical changes were made in the confirmation ballot. 

C: Informational notes – are editorial.

C: Draft 10 could include only editorial comments. Need to check this – have been told that no changes must be made.  Deleting text that is unclear. No normative changes. Look at the spreadsheet again. Address Michelle’s comments – 13,14.

Motion by Jesse Walker

Instruct the editor to incorporate the editorial changes specified in 04/453r1 to address comments 

5, 6, 7, 10, 13, 14, 19, 23, 29, 30, 31, 32, 37, 38, 39, 40, 41, 43, 44, 45, 47, 48, 50, 56, and 59 into

TGi draft 9.1.

Seconded: Clint Chaplin

Discussion: None

Vote: 9-0-0 Motion passes

Motion: Tim Moore

Instruct the editor to delete the following informative note from clause 8.4.6:

"NOTE (informative): When a STA (re)associates with an AP without a PMKSA in the PMKSA cache, the AP’s Authenticator will force a full IEEE 802.1X authentication. In the case where the STA has recently pre-authenticated with the AP and the AP has the PMKSA in the PMKSA cache, the AP’s Authenticator may proceed directly to key management in response to the STA’s Supplicant’s EAPOL-Start."  
Seconded: Thomas Maufer

Discussion: None

Vote: 9-0-0

Motion: Fred Haish

Instruct the editor to insert the following sentence into the Introduction, prior to the sentence beginning “At the time this standard was revised, the working group had the following membership:”:

“This project was balloted using individual balloting.”
Seconded: Nancy Cam Winget

Discussion: None

Any objection? None

Motion passes.

Work in an ad-hoc fashion while the editor incorporates the changes.

Motion: Clint Chaplin

Move to instruct the editor to create IEEE 802.11i Draft 10 and send IEEE 802.11i Draft 10 to Sponsor Ballot re-circulation, to close by May 9th, 2004. 

Seconded: Henry Ptasinski

Discussion: None

Vote: 10-0-0 Motion Passes

Ch: Any objection to adjourning?

No Objection. 

Meeting adjourned.
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