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Abstract

Clarification of the term STA, when referring to an AP and a non-AP STA.
Comment:
I believe my comment Chaplin/3 in the previous ballot was misinterpreted.  My original complaint was that the text that I am pointing out contains the following text, "STA (including an AP)", which implies that a STA does not include APs.  The very definition of STA in the base standard includes APs, therefor the parenthetical remark is redundant and not needed.  Many other places in the draft refer to a STA as if the definition of STA does not include APs, which is incorrect.

As a second data point, p28, line 21 in section 7.3.2.9.3 talks about "A non-AP STA" as part of the discussion of pre-authentication.  I suspect that, in many other places, this term should be used when just "STA" is currently used.  Or, perhaps TGi wanted to keep open the possibility that the device that is associating with an AP in a BSS is itself another AP?  If so, then this particular reference needs to be changed.

Proposed Change:

What I asked for in the original comment was to go through the draft and, wherever the term "STA" is used to refer to an entity that does not include APs, to reword the text to fit the base specification definition of STA.
In Clause 3 replace,
Key Counter: A 256-bit (32-octets) counter that is used in the Pseudo-Random Function to generate IVs. There is a single Key Counter per STA (including an AP) that is global to that STA.
With:

Key Counter: A 256-bit (32-octets) counter that is used in the Pseudo-Random Function to generate IVs. There is a single Key Counter per STA that is global to that STA
In Clause 5.2.2.2 replace
The first component is an IEEE 802.1X Port Access Entity (PAE). PAEs are present on all STAs in an RSNA and control the forwarding of data to and from the MAC. An AP always implements an Authenticator PAE and implements the EAP Authenticator role, and a STA always implements a Supplicant PAE and implements the EAP Peer role. In an IBSS, each STA implements both an Authenticator PAE and a Supplicant PAE, and both the EAP Authenticator and Peer roles. 

A second component is the Authentication Server (AS). The AS is an entity that participates in the authentication of two or more STAs, including APs. It may authenticate the elements of the RSNA itself i.e., the STAs and APs or it may provide material that the RSNA elements can use to authenticate each other. The AS communicates through the IEEE 802.1X Authenticator with the IEEE 802.1X Supplicant on each STA, enabling the STA to be authenticated to the AS and vice versa. An RSNA depends upon the use of an EAP method that supports mutual authentication of the AS and the STA. In certain applications, the AS may be integrated into the same physical device as the AP, or into a STA in an IBSS.
With

The first component is an IEEE 802.1X Port Access Entity (PAE). PAEs are present on all STAs in an RSNA and control the forwarding of data to and from the MAC. An AP always implements an Authenticator PAE and implements the EAP Authenticator role, and a non-AP bSTA always implements a Supplicant PAE and implements the EAP Peer role. In an IBSS, each STA implements both an Authenticator PAE and a Supplicant PAE, and both the EAP Authenticator and Peer roles. 

A second component is the Authentication Server (AS). The AS may authenticate the elements of the RSNA itself i.e., the non-AP STAs and APs or it may provide material that the RSNA elements can use to authenticate each other. The AS communicates through the IEEE 802.1X Authenticator with the IEEE 802.1X Supplicant on each STA, enabling the STA to be authenticated to the AS and vice versa. An RSNA depends upon the use of an EAP method that supports mutual authentication of the AS and the STA. In certain applications, the AS may be integrated into the same physical device as the AP, or into a STA in an IBSS.
In Clause 7.3.1.4 replace

STAs (including APs) that include the RSN IE in Beacons and Probe Responses shall set the Privacy subfield to 1 in any frame that includes the RSN IE.

With

STAs that include the RSN IE in Beacons and Probe Responses shall set the Privacy subfield to 1 in any frame that includes the RSN IE.

In Clause 7.3.2.9.3 replace

Bit 2-3 – PTKSA Replay Counter

A STA or AP sets the Number of PTKSA Replay Counters subfield (Bits 2 and 3) of the RSN Capability Information field to the value contained in dot11RSNAConfigNumberofPTKSReplayCounters. The least significant bit of dot11RSNAConfigNumberofPTKSAReplayCounters is put in bit 2. See Clauses 8.3.2.3.4 and 8.3.3.4.3. The meaning of the Number of PTKSA Replay Counters is defined in Table 4.

With

Bit 2-3 – PTKSA Replay Counter

A STA sets the Number of PTKSA Replay Counters subfield (Bits 2 and 3) of the RSN Capability Information field to the value contained in dot11RSNAConfigNumberofPTKSReplayCounters. The least significant bit of dot11RSNAConfigNumberofPTKSAReplayCounters is put in bit 2. See Clauses 8.3.2.3.4 and 8.3.3.4.3. The meaning of the Number of PTKSA Replay Counters is defined in Table 4.

In Clause 7.3.2.9.3 replace

Bit 4-5 – GTKSA Replay Counter
A STA or AP sets the Number of GTKSA Replay Counters subfield (Bits 4 and 5) of the RSN Capability Information field to the value contained in dot11RSNAConfigNumberofGTKSAReplayCounters. The least significant bit of dot11RSNAConfigNumberofGTKSAReplayCounters is put in bit 4. See Clauses 8.3.2.3.4 and 8.3.3.4.3. The meaning of the Number of GTKSA Replay Counters is defined in Table 4.

With

Bit 4-5 – GTKSA Replay Counter
A STA sets the Number of GTKSA Replay Counters subfield (Bits 4 and 5) of the RSN Capability Information field to the value contained in dot11RSNAConfigNumberofGTKSAReplayCounters. The least significant bit of dot11RSNAConfigNumberofGTKSAReplayCounters is put in bit 4. See Clauses 8.3.2.3.4 and 8.3.3.4.3. The meaning of the Number of GTKSA Replay Counters is defined in Table 4.

In Clause 8.4.2 replace
A STA (including an AP) prepared to establish RSNAs shall advertise its capabilities by including the RSN IE in Beacon and Probe Response messages. The included RSN IE shall specify all the authentication and cipher suites enabled by the STA’s policy. A STA shall not advertise any authentication or cipher suite that is not enabled.
With

A STA prepared to establish RSNAs shall advertise its capabilities by including the RSN IE in Beacon and Probe Response messages. The included RSN IE shall specify all the authentication and cipher suites enabled by the STA’s policy. A STA shall not advertise any authentication or cipher suite that is not enabled.

In Clause 8.4.7 replace
A STA (including an AP) makes available protected Data frames to both the IEEE 802.1X Controlled Port and the IEEE Uncontrolled Port. A STA (including an AP) makes available unprotected Data frames to only the IEEE 802.1X Uncontrolled Port.
With

A STA makes available protected Data frames to both the IEEE 802.1X Controlled Port and the IEEE Uncontrolled Port. A STA (including an AP) makes available unprotected Data frames to only the IEEE 802.1X Uncontrolled Port.
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