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Abstract

Motions drafted to address Sponsor Ballot re-circulation Comments on Clause 7 of 802.11i draft 8.0.

Clause 7

Comment 112 - Accept
In Clause 7.1.3.1.9, replace:

in a frame of type Data, the Frame Body field is protected utilizing the cryptographic encapsulation algorithm selected during association or reassociation and expanded as defined in Clause 8.
With:

in a frame of type Data, the Frame Body field is protected utilizing the cryptographic encapsulation algorithm and expanded as defined in Clause 8.

Comment 113 - Accept
In Clause 7.2.2, replace:

These frame types shall be checked to verify that the frame body is null, and, if not discard the frame without indication to LLC.

With:

These frame types shall be checked to verify that the frame body is null, and if not, discard the frame without indication to LLC.

Comment 36 - Accept
In Clause 7.2.3.10, replace:

Only Authentication frames with Authentication Algorithm set to Open System authentication may be used within an RSNA. RSNA STAs shall not associate if Shared Authentication was invoked prior to RSN association.

With:

Only Authentication frames with the Authentication Algorithm set to Open System authentication may be used within an RSNA. RSNA STAs shall not associate if Shared Authentication was invoked prior to RSN association.

Comments 9, 50, 114 - Accept
In Clause 7.3.1.4, replace:

APs set the Privacy subfield to 1 within transmitted Beacon, Probe Response, Association Response, and Reassociation Response management frames if a Data Privacy Protocol is required for all data type frames exchanged within the BSS. If a Data Privacy Protocol is not required, the Privacy subfield is set to 0. STAs within an IBSS set the Privacy subfield to 1 in transmitted Beacon or Probe Response management frames if WEP encryption is required for all data type frames exchanged within the IBSS. If WEP encryption is not required, the Privacy subfield is set to 0.
With:

APs set the Privacy subfield to 1 within transmitted Beacon, Probe Response, Association Response, and Reassociation Response management frames if a data confidentiality protocol is required for all data type frames exchanged within the BSS. If a data confidentiality protocol is not required, APs set the Privacy subfield to 0 within these management frames.
Non-AP STAs in an ESS set the Privacy subfield to 0 within transmitted Association Request and Reassociation Request management frames. APs ignore the Privacy subfield within received Association Request and Reassociation Request management frames.
STAs within an IBSS set the Privacy subfield to 1 in transmitted Beacon or Probe Response management frames if a data confidentiality protocol is required for all data type frames exchanged within the IBSS. If a data confidentiality protocol is not required, STAs set the Privacy subfield to 0 within these management frames.

In Clause 7.3.2.9.1, replace:

Informative note: If the STAs can support CCMP then there is no need for a weaker data privacy protocol. 

With:

Informative note: If the STAs can support CCMP then there is no need for a weaker data confidentiality protocol. 

Comment 10 - Accept
In Clause 7.3.1.4, replace:

Comment 37 - Accept
In Clause 7.3.1.7 Table 18, replace:

Group key update timeout 

With:

Group Key Handshake timeout 

Comment 2 - Accept
In Clause 7.3.2.9, replace the first paragraph:

The RSN Information Element (RSN IE) contains authentication and Pairwise cipher suite selectors, a single group cipher suite selector, an RSN Capabilities field, the PMKID Count and PMKID List. All STAs implementing RSNA shall support this element. The size of the RSN IE is limited by the size of an information element which is 255 octets. Therefore the number of pairwise ciphers and PMK IDs are limited.

With:

The RSN Information Element (RSN IE) contains authentication and Pairwise cipher suite selectors, a single group cipher suite selector, an RSN Capabilities field, the PMKID Count and PMKID List. All STAs implementing RSNA shall support this element. The size of the RSN IE is limited by the size of an information element which is 255 octets. Therefore the number of Pairwise cipher suites, AKM suites and PMK IDs are limited.

Comments 13, 38 - Accept
In Clause 7.3.2.9.4, replace the list item 3:

(3)
A PMKSA derived from an PSK for the target AP.
With:

(3)
A PMKSA derived from a PSK for the target AP.
Comment 115 - Accept
In Clause 7.3.2.9.1, replace Table 2:
	Cipher Suite Selector
	GTK, IBSS
	GTK, IBSS
	Pairwise Key

	Use Group Key
	No
	No
	Yes

	WEP-40
	Yes
	Yes
	No

	WEP-104
	Yes
	Yes
	No

	TKIP
	Yes
	Yes
	Yes

	CCMP
	Yes
	Yes
	Yes


With:

	Cipher Suite Selector
	GTK
	PTK

	Use Group Key
	No
	Yes

	WEP-40
	Yes
	No

	WEP-104
	Yes
	No

	TKIP
	Yes
	Yes

	CCMP
	Yes
	Yes


Comment 68 - Accept
In Clause 7.3.2.9.2, replace the second paragraph:
The Authentication and Key Management Suite List contains a series of Authentication and Key Management Suite selectors contained in the RSN IE.
With:

The Authentication and Key Management Suite List contains a series of Authentication and Key Management Suite selectors contained in the RSN IE. Note that in an IBSS, only a single AKM Suite selector may be specified since STAs in an IBSS must use the same AKM suite and there is no mechanism to negotiate the AKMP in an IBSS (see Clause 8.4.4).
Comment 98 - Accept
In Clause 7.3.2.9.3, replace the first paragraph:

The RSN Capabilities field indicates requested or advertised capabilities. The length of the RSN Capabilities field is two octets. The format of the RSN Capability Information field is as illustrated in Figure 10.
With the following two paragraphs:

The RSN Capabilities field indicates requested or advertised capabilities. The value of each of the RSN Capabilities fields shall be taken as 0 if the RSN Capabilities is not available in the RSN IE.
The length of the RSN Capabilities field is two octets. The format of the RSN Capability Information field is as illustrated in Figure 10.

In Clause 7.3.2.9.3, replace the Reserved list item:

Bit 6-15 – Reserved

The remaining subfields of the RSN Capabilities field are reserved and shall be set to zero on transmission and ignored on reception. 
The value of each of the RSN Capabilities fields shall be taken as 0 if the RSN Capabilities is not available in the RSN IE.
With:
Bit 6-15 – Reserved

The remaining subfields of the RSN Capabilities field are reserved and shall be set to zero on transmission and ignored on reception. 
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