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Abstract

This document contains comment resolution proposals for IEEE 802.11i Sponsor Ballot Re-circulation 1. Contributors to this document are Clint Chaplin, Fred Haisch, Mike Moreton, Henry Ptasinski, Dorothy Stanley.

Comment 44 – Accept wording change

Clause 8.4.1.2. in the paragraph following the second list item 3:
Change from

The MLME-DELETEKEYS.request primitive destroys the TKs established for the security association, so that they cannot be used to protect further IEEE 802.11 traffic.

To

The MLME-DELETEKEYS.request primitive destroys the TKs established for the security association, so that they cannot be used to protect subsequent IEEE 802.11 traffic.
Comment 99

Clause 8.4.3.1

Last paragraph in the section:

Change from

If an AP operating within a TSN receives a (Re)Association Request without an RSN IE, it shall allow communications only if a WEP key has been configured.

To 

If an AP operating within a TSN receives a (Re)Association Request without an RSN IE, its IEEE 802.1X Controlled Port shall initially be blocked. The SME shall unblock the IEEE 802.1X Controlled Port when WEP has been enabled.
Comment 45

Clause 8.4.4  - grammar/clarification
Change from

When an IBSS STA’s SME wants to setup a security association with a peer STA, it must first obtain the 

peer’s  security  policy  using  a Probe Request  if  necessary. The SME  entities  of  the  two STAs  select  the pairwise cipher suites using one of the 4-Way Handshakes. Each pair of STA’s SMEs within an IBSS may use  the  EAPOL-Key  4-Way  Handshake  to  select  a  pairwise  cipher  suite.  As  specified  in  Clause  8.5.2,  Messages  2  and  3  of  the  4-Way  Handshake  convey  an  RSN  IE. The Message  2  RSN  IE  includes  the selected pairwise cipher suite, and Message 3 includes the RSN IE would send in a Probe Response.  

To

When an IBSS STA’s SME wants to setup a security association with a peer STA, it must first obtain the 

peer’s  security  policy  using  a Probe Request  if  necessary. The SME  entities  of  the  two STAs  select  the pairwise cipher suites using one of the 4-Way Handshakes. Each pair of STA’s SMEs within an IBSS may use  the  EAPOL-Key  4-Way  Handshake  to  select  a  pairwise  cipher  suite.  As  specified  in  Clause  8.5.2,  Messages  2  and  3  of  the  4-Way  Handshake  convey  an  RSN  IE. The Message  2  RSN  IE  includes  the selected pairwise cipher suite, and Message 3 includes the RSN IE which the STA would send in a Probe Response. 

Comment 19, 46

8.4.4.1 – Clarify “judgement”
If  an  RSNA  STA’s  SME  instead  identifies  a  possible  IBSS  member  on  the  basis  of  a  received 

broadcast/multicast message, via MLME-PROTECTEDFRAMEDROPPED.indication primitive,  it  cannot  

make  this  judgment directly. The SME  can  attempt  to obtain  the peer STA’s  security policy via  a Probe Request.

If  an  RSNA  STA’s  SME  instead  identifies  a  possible  IBSS  member  on  the  basis  of  a  received 

broadcast/multicast message, via MLME-PROTECTEDFRAMEDROPPED.indication primitive,  it  cannot  

identify the peer’s security policy directly. The SME  can  attempt  to obtain  the peer STA’s  security policy via  a Probe Request.

Comment 56 - Clause 8.4.5 should have description about IBSS in addition to ESS.

8.4.5
Change from “the STA and AP” to “the STAs” in the first paragraph.

Insert “In an ESS,” at the beginning of the second and third paragraphs”

Insert the sentence “In an IBSS, the STA shall initialize all IEEE 802.1X ports in the unauthorized state. All  non-IEEE 802.1X MSDUs sent  or received via the Controlled port are blocked.” As a new paragraph following paragraph 3.

Delete the phrase “and  the  IEEE  802.11 WLAN” from the third to the last paragraph.

In the last paragraph, change from “between the STA and the AP” to “between the STAs”, and delete the phrase “via the currently associated AP”

As shown below:

When the policy selection process chooses IEEE 802.1X  authentication,  this  specification  assumes  that IEEE  802.1X  Supplicants  and  Authenticators  exchange  protocol  information  via  the  IEEE  802.1X Uncontrolled port. The IEEE 802.1X Controlled Port is blocked from passing general data traffic between the STAs until an IEEE 802.1X authentication procedure completes successfully over the IEEE 802.1X Uncontrolled Port. The security of an RSNA depends on this assumption being true.  

In an ESS, The STA  indicates  the  IEEE  802.11  link  is  available  by  invoking  the MLME-ASSOCIATE.confirm  or MLME-REASSOCIATE.confirm primitive. This signals the Supplicant that the MAC has transitioned from the disabled to enabled state. At this point, the Supplicant’s Controlled Port is in the Unauthorized state and all  non-IEEE 802.1X MSDUs sent or received via the port are blocked. 

In an ESS, The AP indicates that the IEEE 802.11 link is available by invoking the MLME-ASSOCIATE.indication or  MLME-REASSOCIATE.indication  primitive.  At this point the Authenticator’s Controlled Port corresponding to the STA’s association is in the Unauthorized state, and all  non-IEEE 802.1X MSDUs sent  or received via the Controlled port are blocked. 

In an IBSS, the STA shall initialize all IEEE 802.1X ports in the unauthorized state. All  non-IEEE 802.1X MSDUs sent  or received via the Controlled port are blocked. 

This  specification  assumes  each  Controlled  port  remains  blocked  until  the  IEEE  802.1X  state  variables portValid and keyDone both become TRUE. This assumption means that the IEEE 802.1X Controlled port  discards MSDUs sent across the IEEE 802.11 channel prior to the installation of cryptographic keys into the MAC.  This protects  the  STA’s  host from  forged MSDUs  written  to  the channel while it is still being initialized. 

The MAC does not distinguish between MSDUs for the Controlled port, and MSDUs for the Uncontrolled  port. This means that IEEE 802.1X EAPOL frames will only be encrypted after invocation of the MLME- SETPROTECTION.request primitive. 

This  specification  assumes  that  IEEE  802.1X  does  not  block  the Controlled  port when  authentication  is triggered through Reauthentication. During IEEE 802.1X reauthentication, an existing RSNA can protect all MSDUs exchanged between the STAs. Blocking MSDUs is not required during reauthentication over an RSNA. 

Comment 47 - Accept

8.4.6
Delete the first sentence in Clause 8.4.6 – should have been deleted – per vote in Austin.

Comment 118 – Accept – need access to the DS, in addition to the association to the AP.

Clause 8.4.6.1, first sentence after the two informative notes.
Change from

A STA’s Supplicant can initiate pre-authentication whenever it has an association established with an AP. 

To

A STA’s Supplicant can initiate pre-authentication whenever it has completed the 4-Way Handshake and installed the required Temporal Keys. 
Comment 119 - Accept

Clause 8.4.6.1
In 802.11, the BSSID is not defined to be a MAC address (although it specifies the same format). Even if it was, there is no guarantee that the target authenitcator's MAC address is the same as the BSSID of the target APs STA.

Add a sentence : the AP supports pre-authentication, it MUST use a BSSID value equal to the MAC address of its authenticator.

Insert the following sentence after the sentence beginning: To effect pre-authentication, the STA’s Supplicant sends an IEEE 802.1X EAPOL-Start message with the  DA being the BSSID of a targeted AP and the RA being the BSSID of the AP with which it is associated.  

The target AP shall use a BSSID value equal to the MAC address of its authenticator.
Comment 126 – Accept – missing term

In the second informative note, insert the word “bridge” 

Pre-authentication uses a distinct EtherType to enable such devices to bridge pre-authentication frames. 

Comment 120 – Accept

Clause 8.4.6.2 – includes pre-auth and PSK cases also
Change from

A STA can retain PMKSAs it establishes as a result of an IEEE 802.1X authentication. 

A STA may retain PMKSAs it establishes as a result of previous authentication. 
Comment 127 – Change PMK to PMKSA

Clause 8.4.6.2
If  a  non-AP  STA  in  an  ESS  has  determined  it  has  a  valid  PMK  with  an  AP  to  which  it  is  about  to 

(re)associate,  it  includes  the PMKID  for  the PMK  in  the RSN  IE  in  the  (Re)Association Request. 

to

If  a  non-AP  STA  in  an  ESS  has  determined  it  has  a  valid  PMKSA  with  an  AP  to  which  it  is  about  to 

(re)associate,  it  includes  the PMKID  for  the PMKSA  in  the RSN  IE  in  the  (Re)Association Request. 

Comment 16

Clause 8.4.7
Delete the following sentence

An exception to this requirement, for certain non IEEE 802.1X frames, is described in Clause 8.4.10.1.  

Comment 17

Clause 8.4.7 RSNA Authentication in an IBSS
In the first sentence of 8.4.7, Change "When authentication" to "When RSNA authentication".

Split the first large paragraph in two, beginning the new paragraph at "The STA Management Entity". 

Change "The STA Management Entity" to "When IEEE 802.1X authentication is used, the STA Management Entity..."

Add paragraph describing PSK IBSS authentication after the 802.1X discussion, prior to "The model for security". 

PSK authentication may also be used in an IBSS. When a single PSK is shared among the IBSS STAs, the STA wishing to establish communication sends Message 1 of the 4-Way Handshake to the targeted STA(s). The targeted STA responds to Message 1 with Message 2 of the 4-Way Handshake, and begins its 4-Way Handshake, sending Message 1 to the initiating STA. The two 4-Way Handshakes establish the PTK and GTKs to be used between the STA and targeted STA. PSK PMKIDs may also be used, enabling support of pair-wise PSKs.
Comment 57

Clause 8.4.7 – Make it clear that Open system auth is not required in an IBSS
Change from

Targeted STAs that wish to respond will  return  an  IEEE  802.11  Open  System  authentication  message  to  the  initiating  STA. 

to

Targeted STAs that wish to respond may  return  an  IEEE  802.11  Open  System  authentication  message  to  the  initiating  STA.

Comment 102

8.4.7

(1) Supplicant port is not an 802.1X term - should be Supplicant. 

See terminology from IEEE 802.1X-REV, Clause 6.6 – Supplicant PAE and Authenticator PAE

Change from 

The  STA Management Entity will then request its local IEEE 802.1X Supplicant to create a Supplicant Port for the  peer  STA. 

This will  initiate  the Supplicant  PAE  to  authenticate  to  the Authenticator  of  each  responding  STA. 

to

The  STA Management Entity will then request its local IEEE 802.1X  Entity to create a Supplicant PAE for the peer  STA. 

The  Supplicant  will initiate the authentication to  the peer  STA by sending an EAPOL-START message to the peer..  

(2)  "Authenticator Port" should be "Authenticator". 

Change from

The  STA Management  Entity  will  also  request  its  local  IEEE  802.1X Authenticator to  create  an  

Authenticator  Port  for  the  peer  STA.  This  will  initiate  the  Authenticator  Port  to  authenticate  to  the 

Supplicant of each responding STA. 

to

The  STA Management  Entity  will  also  request  its  local  IEEE  802.1X Entity to  create  an  Authenticator  PAE  for  the  peer  STA on receipt of the EAPOL-START message.  The Authenticator will initiate authentication to the peer STA by sending an EAP-Request message.
(3) using a probe request/response is the only way to get the security policy of the other end, not an example

Change from

Before using STAs obtained  from Data  frames,  the  security policy of the STAs shall be obtained, e.g. by 

sending a Probe Request to the STA and obtaining a Probe Response.  

to

Before using STAs obtained  from Data  frames,  the  security policy of the STAs may be obtained by 

sending a Probe Request to the STA and obtaining a Probe Response.  

(4)  It's arguable that you don't need to get the security policy of the far end if you're just going to use the broadcast key as a pairwise key. 

Same solution as for (3)

(5)  8.4.10.1 doesn't exist any more, and in any case text about exceptions to frame filtering has generally been removed. 

Agreed, addressed by resolution to comment 16

(6) "follow the deauthentication process" should be "follow the deauthentication procedure" 

In line 33, change "follow the deauthentication process" to "follow the deauthentication procedure" 

And eliminate the reference to Clause 11.3.4.
(7)  The SME in the STA receiving an open authentication message 1 doesn't have any choice about accepting the authentication - this happens in the MAC (there's no MLME interface to do it). 

Change from

When it receives an MLME-AUTHENTICATE.indicate primitive due to an Open System authentication R-equest,  the  IEEE  802.11 Management  Entity  on  a  targeted  STA  shall;  if  it  wants  to  set  up  a  security  association with the peer STA; respond with an Open System authentication Response and then request its  Authenticator  to  begin  IEEE  802.1X  authentication,  i.e.,  to  send  an  EAP-Request/Identity  message  or  Message 1 of the 4-Way Handshake to the Supplicant.  

To

When it receives an MLME-AUTHENTICATE.indicate primitive due to an Open System authentication R-equest,  the  IEEE  802.11 Management  Entity  on  a  targeted  STA  shall, if  it  wants  to  set  up  a  security  association with the peer STA, request its  Authenticator  to  begin  RSNA  authentication,  i.e.,  to  send  an  EAP-Request/Identity  message  or  Message 1 of the 4-Way Handshake to the Supplicant.  
(8) Why does a section talking about IBSS specify behaviour for APs? 
(9)  frames are always sent to the controlled and uncontrolled port, whether they are protected or not, 

(10) whether frames originated from the controlled port or not has no affect on whether they are protected or not

Delete the following text

A STA (including an AP) makes available protected Data frames to both the IEEE 802.1X Controlled Port 

and  the  IEEE Uncontrolled Port. A STA  (including  an AP) makes  available  unprotected Data  frames  to  

only  the  IEEE  802.1X Uncontrolled Port.  IEEE 802.1X Data  frames  are processed by  the  
Authenticator  and  Supplicant  which  are  attached  to  the  IEEE  802.1X  Uncontrolled  Port.  Data  frames,  

including IEEE 802.1X Data frames from the IEEE 802.1X Uncontrolled Port, shall be sent in the clear if  

no  pairwise  keys  have  been  established  by  the  AKMP.  If  Temporal  Keys  are  established  and MLME-

SETPROTECTION.request  has  been  invoked,  they  shall  protect  Data  frames,  including  IEEE  802.1X  

frames.  
Comment 122

Clause 8.4.7
Change from

Possible STAs  can be obtained  from Beacons, Probe Responses  and Data  frames  from  the  same BSSID.

To

Candidate  STAs  can be obtained  from Beacons, Probe Responses  and Data  frames  from  the  same BSSID.

Comment 67

Clause 8.4.9 – Inconsistent text, conflict with 8.4.4

Change from

The 4-Way Handshake is used to negotiate the Pairwise cipher suites. This is accomplished by including an 

RSN  IE  in  the  exchange  initiated  by  the  Authenticator. Message  2  of  this  exchange  contains  a  list  of  

Pairwise  cipher  suites,  and Message  3  contains  a  single  Pairwise  cipher.  If  this  exchange  negotiates  a  

pairwise cipher  suite,  IEEE 802.1X  installs  the Temporal Key portion of  the Pairwise Transient Key into  

the IEEE 802.11 MAC. Each Authenticator uses the KCK and KEK portions of the PTK negotiated by the  

exchange it initiates to distribute its own Group Transient Key. 

to

The 4-Way Handshake is used to negotiate the Pairwise cipher suites, as described in Clause 8.4.4 The IEEE 802.11 SME  installs the Temporal Key portion of  the Pairwise Transient Key into  the IEEE 802.11 MAC. Each Authenticator uses the KCK and KEK portions of the PTK negotiated by the  

exchange it initiates to distribute its own Group Transient Key.
--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Comment 103:

Clause 8.4.10 – Commenter agreed to the rejection reason: Described race condition and processing is correct.

Discuss:

Informative Note: There is a race condition between when MLME-SETPROTECTION.request primitive is invoked on the Supplicant and when it is invoked on the Authenticator. During this time an encrypted MPDU may be received that cannot be decrypted and the MPDU will be discarded without a deauthentication occurring.
Comment 82

Clause 8.4.1.1

 line 22 of Page 65, change unidirectional to uni-directional.
Comment 83

Clause 8.4.1.

Clause 8.4.1.1, line 22 of Page 65 specifies GTKSA as a unidirectional SA, with a direction vector indicating whether the GTK is used for transmit or receive.  That paragraph also specifies that in an ESS, there is one GTKSA from the AP (transmit) to the STAs (receive).

This is in conflict with Clause 8.5.4.1 where the Install bit may indicate that a key is for both transmit and receive (Install = 1).

Clause 8.5.2: in Page 85, lines 26-27 also specify that Tx = 1 in a GTK IE indicates that the GTKSA is for both transmission and reception.  This is also in conflict with the “uni-directional” nature of GTKSA.

In clause 8.4.1.1,

Insert the following sentence after the GTKSA element bullet list
When the GTK is used to encrypt unicast traffic (the selected cipersuite is Use Group Key), the GTKSA is bi-directional..
Comment 81

Clause 8.4.6.1, 8.5.5.3, 8.5.1.2, 8.5.3.7
Clause 8.4.6.1, lines 26-29 specify that “the Authentication Server … passes the keying information (AAA Key) to the Authenticator”, whereas Clause 8.4.8, lines 25-27 specify that the “AS delivers the PMK to the AP.”  Clause 8.5.3.7, page 95, line 8 also mentions that “… AS delivers the correct PMK to the AP ….”  It should be either AAA Key or PMK in all places; PMK might be better.

Clause 8.5.5.3, Page 102, line 6, 

Replace PMK  AAA Key from 1X 

with       PMK  Key from 1X 

or           PMK  AAA Key (0, 31) from 1 X.

Note: I think the first Informative Note in Clause 8.5.1.2 captures this issue well.  “If the protocol between the AP and the AS is RADIUS ….”  However, if there is agreement in the TG that AAA/RADIUS is the Authentication service, then change Clause 8.4.8 back to AAA key and Clause 8.5.5.3 to PMK  Externally-Defined-Function-of(AAA Key from 1X), or AAA-Key(0,31) as specified in draft-ietf-eap-keying.

The PMK is a portion of the AAA Key.

In Clause 8.4.6.1, Change from

The Authenticator has the PMKSA when the Authentication Server completes the authentication, passes the 

keying  information  (AAA Key)  to  the Authenticator,  and  the Authenticator  creates  a  PMKSA  using  the 

AAA Key. 
To

The Authenticator has the PMKSA when the Authentication Server completes the authentication, passes the 

keying  information  (AAA Key, a portion of which is the PMK)  to  the Authenticator,  and  the Authenticator  creates  a  PMKSA  using  the  PMK. 

Clause 8.5.1.2

Change from

Informative Note: If the protocol between the Authenticator (or AP) and Authentication Server is RADIUS 

then  the  MS-MPPE-Recv-Key  attribute  (vendor-id  =  17;  see  RFC  2548  Clause  2.4.3)  may  be  used  to 
transport the AAA Key to the AP.  
to

Informative Note: If the protocol between the Authenticator (or AP) and Authentication Server is RADIUS 

then  the  MS-MPPE-Recv-Key  attribute  (vendor-id  =  17;  see  RFC  2548  Clause  2.4.3)  may  be  used  to  
transport the PMK to the AP.  

Clause 8.5.5.3

Change from

PMK  AAA Key from 1X 

To

PMK  L(AAA Key, 0, 256).  
Clause 8.4.8

Change From

When  the  IEEE 802.1X  authentication  completes  successfully,  this  specification  assumes  that,  the STA’s 

IEEE 802.1X Supplicant and the IEEE 802.1X AS will share a secret, called a Pairwise Master Key. The  

result  of  IEEE  802.1X  authentication  is  a  Master  Session  Key  (MSK);  this  MSK  is  derived  in  the  

Supplicant, and also in the AS; the AS then passes the MSK to the Authenticator. The PMK is derived from  

the  Master  Session  Key.  The  MSK  is  available  directly  to  the  Supplicant.  The  MSK  typically  never  

becomes available to the Authenticator. Instead, the AS typically uses it to construct the PMK, and the AS  

transfers the PMK to the AP, using a technique that is outside the scope of this standard; the derivation of   

the  PMK  from  the  MSK  is  EAP  method  specific.  With  the  PMK  in  place,  the  AP  initiates  a  key  

confirmation handshake with  the STA. The key  confirmation handshake  sets  the  IEEE 802.1X portValid  

state variable (as described in the IEEE 802.1aa revision to IEEE 802.1X) to TRUE. 

To

When  the  IEEE 802.1X  authentication  completes  successfully,  this  specification  assumes  that  the STA’s 

IEEE 802.1X Supplicant and the IEEE 802.1X AS will share a secret, called a Pairwise Master Key (PMK). The AS  transfers the PMK (within the AAA key) to the AP, using a technique that is outside the scope of this standard.  With the  PMK  in  place,  the  AP  initiates  a  key  confirmation handshake with  the STA. The key confirmation handshake  sets  the  IEEE 802.1X portValid  

state variable to TRUE.
In Clause 8.5.1.2

Change from

When not using a Pre-Shared Key,  the Pairwise Master Key  is derived as a result of the successful IEEE 

802.1X authentication between the Supplicant and the Authentication Server.  

To

When not using a Pre-Shared Key,  the PMK  is derived from the AAA key. The PMK shall be computed as the first 256 bits (bits 0-255) of  the AAA Key:      PMK  L(AAA Key, 0, 256).  Note that when this derivation is used, the AAA Key must be at least 256 bits in length.
In Clause 3,

Remove the MSK definition
In Clause 4

Remove the MSK acronym
Clause 8.5.6 Authenticator State Machine, INITPMK

Change

PMK=AAA Key

To

PMK  L(AAA Key, 0, 256).  

In Clause 8.5.2

Change from

EAPOL-Key frames are used to implement two different exchanges:  

To

EAPOL-Key frames are used to implement three different exchanges:  

And insert the following list item at the end of the list

The STAKey Handshake, to deliver the STAKey to the initiator and peer STAs. 
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