March 2003

doc.: IEEE 802.11-03/182r0

IEEE P802.11
Wireless LANs

TGi SB Clauses 2, 3, 4 Motions
Date:
March 15, 2004
Authors:
Frank Ciotti
 
Apacheta Corp.


Dave Halasz

Cisco Systems

Abstract

Motions drafted to address Sponsor Ballot re-circulation Comments on Clauses 2, 3 and 4 of 802.11i draft 8.0.

Clause 2
Comment 20 - Accept
In Clause 2, replace the editor instruction:

"Insert the following text to Clause 2"

With:

"Insert the following text in Clause 2"
Comment 21 - Accept
In Clause 2, replace:

IETF RFC 2284, PPP Extensible Authentication Protocol (EAP), Blunk, L. and Vollbrecht, J., March 1998.
With:

IETF RFC 3784, Extensible Authentication Protocol (EAP), Blunk, L., Vollbrecht, J., Aboba, B., Carlson, J. and Levkowetz, H., February 2004.
Comment 11 - Accept
In Clause 2, add:

IETF RFC 1321, The MD5 Message-Digest Algorithm, Rivest, R., April 1992.

Clause 3
Comment 12 - Accept
In Clause 3, replace:

Group Master Key (GMK): The key an auxiliary key that may be used to derive a Group Temporal Key. 

With:
Group Master Key (GMK): An auxiliary key that may be used to derive a Group Temporal Key. 

Comment 22 - Accept
In Clause 3, replace:

Additional Authentication Data (AAD): Data that is not encrypted but is still cryptographically protected.

With:

Additional Authentication Data (AAD): Data that is not encrypted but is cryptographically protected.

Comment 23 - Accept
In Clause 3, replace:

Decapsulate: This term refers to the recovery of an unprotected frame from a protected one. 

With:

Decapsulate: The recovery of an unprotected frame from a protected one. 

In Clause 3, replace:

Decapsulation: This term refers to the process of generating plaintext data by decapsulating an encapsulated frame.
With:

Decapsulation: The process of generating plaintext data by decapsulating an encapsulated frame.

In Clause 3, replace:

Encapsulate: This term refers to the construction of a protected frame from an unprotected frame.

With:

Encapsulate: The construction of a protected frame from an unprotected frame.

In Clause 3, replace:

Encapsulation: This term refers to the process of generating the cryptographic payload from the plaintext data. This comprises the cipher text, as well as any associated cryptographic state required by the receiver of the data, such as initialization vectors, sequence numbers, message integrity codes, and key identifiers.

With:

Encapsulation: The process of generating the cryptographic payload from the plaintext data. This comprises the cipher text, as well as any associated cryptographic state required by the receiver of the data, such as initialization vectors, sequence numbers, message integrity codes, and key identifiers.

Comment 24 - Accept
In Clause 3, replace:

Supplicant: An IEEE 802.1X Port Access Entity acting in the IEEE 802.1X Supplicant role. 

With:

Supplicant: See the IEEE 802.1X specification for a definition of this concept. 

In Clause 3, replace:

Controlled Port: See IEEE 802.1X for a definition of this concept. 

With:

Controlled Port: See IEEE 802.1X specification for a definition of this concept. 

Comment 106 – Reject (however, the following change is required)
In Clause 3, replace:

STAKeySA: The security context for direct STA-to-STA communication in an infrastructure BSS. A STAKeySA includes a STAKey.

With:

STAKeySA: The security context for direct STA-to-STA communication in an infrastructure BSS. A STAKeySA includes a STAKey.

Clause 4

Comments 25, 49 - Accept
In Clause 3, remove the following acronym:

PBL

Frame Body Length (IEEE 802.1X) 
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