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Abstract

Minutes of the 802.11 Task Group I meetings held February 18th through 20th 2003 hosted by Dell at the Spring Hill Suites in Austin, Texas.
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Wednesday, February 18, 2004
Call to Order and Agenda 

Meeting called to order on Wednesday, February 18, 2004 at 9:30AM by chair Dave Halasz.

Agenda:

· Approve Agenda
· Review IP Policy

· Chair Status

· Submission 04/131r2, 04/132r2

· Submission 04/179, 04/180

· Draft 7.2 Discussion

· Submission 04/124r2

· Ad Hoc if time remaining Wednesday

· Draft 7.2 Motion (Thursday)

· Update Comment Spreadsheet 04/1004

· Ad Hoc comment resolution (sub-groups)
Chair: Any objection to the agenda?
none
Review IP Policy:

Hold off until we get a projector.

Chair Status:
Chair: Comments from the most recent Sponsor Ballot are in doc 04/1004.

Sponsor Ballots results: 117 yes, 15 no, 88% approval.  163 eligible votes
Review IP Policy:

Chair showed and read the two slides for the IEEE-SA IP Policy and Inappropriate Topics.
Chair: are there any patent letters that people would like to present?
None

Submission: Fred Stivers – doc 04/132r2 – Multicast Replay Protection
Fred: WME has been performing plug-fests, and one of the outcomes has been the use of WPA over WME.

Fred: The draft does not state that a separate replay counter is needed for broadcast and unicast per MAC address.
Comment: My understanding is that there would be a separate transmit counter per priority.
Comment: No, a single transmit counter, but many receive counters.

Comment: the draft is not clear on this.  It states a single “pool” for the transmit counter.  The draft text should be modified as the word “pool” is misleading.

Comment: EDCA requires 4 active categories with 8 priorities.

Fred: If a STA does not support all the priorities of the AP, the AP must map the priority to fit the range of the STA, or the AP could not allow the STA to join.
Submission: Fred Stivers – doc 04/180 – CCMP Replay Detection and Priority

F: This is the same as the TKIP replay clause, with TSC replaced with PN for CCMP.
Discussion: Jesse Walker - Draft 7.2
Jesse: Incorporates all motions adopted in Vancouver

Jesse: A few additional editorial comments.  Clause 3 from Dave and Frank.  Dorothy sent a few.
A new title to the draft was suggested and adopted.
A new copyright statement

Figure 2 updated to replace two vertical lines in middle with one.
Figure 5 was not clear on who initiates the handshake.

Figure 6 dotted lines to solid lines.

Figure 27 – changed to be based from reaffirmation ballot.  
Figure 11 – The bottom IV field expansion was not legible.  The top LLC expansion box should be removed.
Figure 41 – The fonts sizes where changed to match other state machine figures.
Comment: The KEYUPDATE state is listed in the text below, but appears nowhere in the diagram.  Removed from diagram in draft 5.  We need to review for proper action.
Figure 42 – Font consistency.
Submission: Dorothy Stanly – doc 04/124r3 – Clause 8.4 Edits
Comment 363: Change spelling of “recognise” to “recognize”.

Comment 341 requires further work.
Comments 370 & 371 need further work.  The suggested text does not address the PSK case.  Perhaps a change of the section title is needed as PSK provide only proof of key possession, not authentication.
Comment 374 discussion on what type of association the STA is required to have with the old AP in order to send pre-authentication frames to the new AP via the DS.  Can the STA use an Ethernet or open AP to send pre-authentication frames?  Accepted.  Additional work needs to be done on this clause.
Comment 342 – change “authorised, authorising” to US English spelling.  Disregard for now - Mike Moreteon will make a presentation on this comment tomorrow.
Comment 205 – a new definition should be added to define the draft’s use of the term “802.1X authentication” to mean the EAP Authentication utilizing 802.1X.
IEEE 802.1X Authentication: EAP authentication transported by the IEEE 802.1X protocol.
Comment 206 – delete the dot11RSNAConfigGroupMasterReKeyTime MIB variable in addition to the format change indicated.
Comment 208 – precede 802.11 Key Descriptor Type with “IEEE” and ask 802.1X REV to make the corresponding change.
Comment ?: Text should be added to state that the RSC must start at zero.  The TSC can be random.

Comment 211 & 212 – Reject & replace with original text.  Further work needs to be done to make this clause clearer.
Comment 474 – Reject.  Update spreadsheet.
Comments 213, 216, 517, 520, 650, 652 
To eliminate the race condition on msgs 3 & 4 of the 4-way handshake, all EAPOL-Key msgs should be unencrypted.  To accommodate this, the MLME interface will require modifications.  To support this, an indication of whether or not the frame was encrypted will need to be supplied to the upper layer.  

Another option is to transmit the EAPOL-Key msgs out-of-band of the data frames by using Action frames.  EAPOL-Key msg is defined by 802.11, not 802.1X.
Comment: If we don’t fix this, our customers will not be happy with 802.11i. 

Further discussion is required to resolve these comments.
Comment 394 – similar to issues identified in previous comments.  Defer to after further discussion on this topic.
Comments 402, 403, 418 – further work is required (Dave & Frank)
Comment 417 – We should reject this comment because in order to make DLP secure, we would need to make synchronization changes to TGe.  We will need to remove text from 8.5.2.1 regarding STA to STA communications if we receive comments on this.
Clause 8.4.4 – Do we still need to have a mechanism for negotiating a Pairwise Cipher Suite in an IBSS?  The only practical solution seems to be to support only a single cipher for all STAs in the IBSS.  The Group Cipher Suite is already required to be the same among all STAs.  
Clauses 8.4.4 and 8.4.9 are inconsistent in that 8.4.4 states that multiple pairwise suites are allowed, and 8.4.9 states that only one is allowed.

The consensus is to allow only a single Pairwise cipher suite in the IBSS beacons.  All STAs must include in their IBSS beacons the same pairwise cipher suite.  However, a STA may probe another STA to discover if more pairwise cipher suites are supported than those listed in the IBSS beacons.  The probe response may list all pairwise cipher suites supported by a STA, not simply the suites for the IBSS.
Motion by Dorothy Stanley

Incorporate the changes specified in document 04/124r3, with the exception of those in comments 341, 342, 370, 371, 367, 394, 213, 216, 517, 520, 650, 652.
Second: Jesse Walker
Discussion:

None

Vote: 9-0-0 Passes

Motion by Jesse Walker
Adopt TGi draft 7.2 as the Task Group’s base draft for all future work, incorporating the changes adopted in the previous motion.
Second: Fred Stivers
Discussion:

None

Vote: 9-0-0 Passes

Submission: Fred Stivers – doc 04/131r4
Motion by Fred Stivers

Incorporate the changes specified in document 04/131r4 into the TGi draft.

Second: Dorothy Stanley
Discussion:

None

Vote: 8-0-1 Passes

Chair: are there any other submissions or motions?
None

Chair: I will update the spreadsheet with the motions passed from Jesse and Dorothy.

Dave assigned names to comment clauses that were not being worked on.
Chair: any objection to working in ad-hoc until 9:00am tomorrow?

None

Ad-hoc @ 4:50pm
Thursday February 19, 2004
Chair:

Revision 7 of the spreadsheet is on the server.

There are 182 comments remaining.  We shall continue to work in ad-hoc subgroups until 1:00pm.  

New subgroup assignments are; Dorothy has General, Tim has Clause 10 & 11, Mike has per frame pseudo code.
Dorothy has some comments remaining in 8.4 & 8.5.  One of them is the use of unencrypted 802.1X frames.

Resume 1:00pm
Submission: Jesse Walker – doc 04/197 

Comment 241 – Do not include in motion.  Further discussion required
Comments 598 & 615 – discussion only
Motion by Jesse Walker

Adopt the resolutions in document 04/197r1 with the exception of Comments 241, 598, 615
Second: Tim Moore

Discussion:

None

Vote: 9-0-0 Passes

Submission: Tim Moore – doc 04/196r2

Motion by Tim Moore
Incorporate changes specified in document 04/196r2 into the TGi draft.

Second: Jesse Walker
Discussion:

None
Vote: 9-0-0 Passes
Submission: Mike Moreton – doc 04/195r1 – Clause 8.7 Edits
Straw Poll by Mike Moreton

In the subsections of 8.7.2 there should be a condition on RSNAEnabled.
Result: 6-3-1
Motion by Mike Moreton

Incorporate the changes specified in document 04/195r1 into the TGi draft.
Second: Jesse Walker
Discussion:

None

Vote: 8-0-0 Passes
Submission: Dorothy Stanley – doc 04/198r0 – General Comment Resolutions
Comment 595 requires further work
Motion by Dorothy Stanley
Incorporate the changes specified in document 04/198r1 into the TGi draft.
Second: Fred Haisch
Discussion:

None

Vote: 9-0-0

Chair:

Without Mike’s & Dorothy’s updates, we have 133 comments remaining.
We are in recess, but for those that are able to stay, we will continue to work on comment resolution to have motions ready for tomorrow morning.
Friday, February 20, 2004

Resume 9:00am
Submission: Dave Halasz – doc 04/199 TGi SB Clause 7 Motions

Motion by Frank Ciotti
Instruct the editor to incorporate the changes specified in document 04/199 into the TGi draft.

Second: Dorothy Stanley

Discussion:

None

Vote: 9-0-0

Submission: Mike Moreton – doc 04/
Straw Poll by Mike Moreton
The 802.1X Controlled Port belongs outside the MAC.
Result: 9-0-2

Motion by Dorothy Stanley
Remove the top frame that includes the DSAP, SSAP, Control and Data fields in Figure 11 Construction of Expanded WEP MPDU.

Second: Fred Stivers

Discussion:

None

Vote: 9-0-0 Passes

Submission: Dorothy Stanley – doc 04/124r4 
Note to editor: please change all occurrences of “unicast cipher suite” to “pairwise cipher suite”.

Motion by Dorothy Stanley

Instruct the editor to incorporate the changes specified in document 04/124r4 for Comments 341, 370, 371 367, 248, 249, 470, 399 into the TGi draft. 
Second: Jesse Walker
Discussion:

None

Vote: 9-0-0 Passes
Submission: Tim Moore – doc 04/203r1 – Clause 8, 10, 11 Annex D Edits
Motion by Tim Moore

Instruct the editor to incorporate the changes specified in document 04/203r1 into the TGi draft.

Second: Fred Haisch
Discussion:

None

Vote: 9-0-0 Passes

Submission: Fred Stivers – doc 04/204r3
Motion by Fred Stivers
Instruct the editor to incorporate the changes specified in document 04/204r3 into the TGi draft.

Second: Jesse Walker
Discussion:

None

Vote: 9-0-0 Passes

Submission: Jesse Walker – doc 04/197r2
Motion by Jesse Walker

Instruct the editor to incorporate the changes specified in document 04/197r2 for comments 241, 598 and 615 into the TGi draft.

Second: Mike Moreton

Discussion:

None

Vote: 9-0-0 Passes
Submission: Mike Moreton – doc 04/201r0 – Clause 6 Edits
Motion by Mike Moreton
Instruct the editor to incorporate the changes specified in document 04/201r0 for the accepted Comments into the TGi draft.

Second: Fred Stivers

Discussion:

none

Vote: 9-0-0 Passes
Submission: Dorothy Stanley – doc 04/124r4 – Clause 8.4 Edits
Reject Comment 394, requires further discussion
Motion by Dorothy Stanley

Instruct the editor to change the following text in Clause 10.3.15.1.5 from:

Group Key
To:

STAKey

Second: Fred Haisch
Discussion:

None

Vote: 8-0-0 Passes
Submission: Fred Haisch – doc 04/205r0
Comment: we should not use the original diagram for Figure 11 as it does not include the 802.1X Authenticator/Supplicant and the RSNA Key Management blocks.  But the Uncontrolled and Controlled Port blocks should be removed.
Fred: I will revise the diagram and make a new submission.

Discussion by Frank Ciotti on 04/206
Motion by Frank Ciotti
Instruct the editor to incorporate the changes specified in document 04/206r0 into the TGi draft.

Second: Tim Moore
Discussion:

Vote 7-0-1 Passes

Submission: Dave Halasz – doc 205r1
Fred Haisch had to leave, so he asked me to present the new diagram for Figure 11 he drafted.

Motion by Jesse Walker

Instruct the editor to incorporate the changes specified in document 04/205r1 into the TGi draft.

Second: Henry Ptasinski
Discussion:

None

Vote: 8-0-0

After that vote, there are zero comments remaining
Motion by Dorothy Stanley
Believing that sponsor ballot comment responses in 11-03/1004R10 and motions duly adopted in TGi will enable the editor to produce the 802.11i draft 8.0 that satisfies IEEE-SA rules for sponsor ballot recirculation, authorize a SB recirculation to conclude no later than 3/14/2004.

Second: Jesse Walker
Discussion:

None

Vote: 8-0-0 Passes

Chair: is there any further discussion?
The editor will need the minutes and all documents either on a flash card or the server.
Chair: any objection to adjourning?

None

Adjourned at 1:06pm
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