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Abstract

Motions drafted to address Sponsor Ballot Comments on Clause 7 802.11i draft 7.0.

Clause 7
Comment: Moreton-3 Reject
Comment: The semantics for number of replay counters leads to pseudo-random forwarding behaviour on the part of an AP.  This sort of behaviour is completely unacceptable in a standard.  An AP connected to a LAN that supports 802.1D priorities may receive frames with an unpredictable selection of MSDU priorities from the full defined range.  TGe will place the MSDU priority in the frame header without considering how the frame was queued or requeued so that this information is available to the recipient.  Hence an AP that is transmitting frames to a STA that supports less than eight replay counters must discard frames once the number of replay counters has been reached - it can't change their 802.1D priority.  This means that on one day the AP will forward a certain set of priorities, and on another day may forward a completely different set of priorities.
Suggested Change: Either: (1) Require that all STAs support enough replay counters to support every possible value of 802.1D priority.  The "Number of replay counters" field can be removed as its only legal value is "3".  (2) or much more desirably, stop overloading the TGe 802.1D priority field to mean something different.  Add a separate field to the encryption header indicating the replay counter to be used.
Reject: Defining how the transmitter maps the priority to traffic categories and how the receiver maps the priority to replay counters is outside the scope of our PAR.
In Clause 8.3.2.3.4, change bullet 7 from:

7.
The recipient shall maintain a separate replay counter for each IEEE 802.11 MSDU priority, and shall use the TSC recovered from a received frame to detect replayed frames, subject to the limitations on the number of replay counters supported, as advertised in the RSN Capability Information Field, as described in Clause 7.3.2. A replayed frame occurs when the TSC extracted from a received frame is less than or equal to the current replay counter value for the frame’s traffic MSDU priority. A transmitter shall not use IEEE 802.11 MSDU priorities without ensuring that the receiver supports the required number of replay counters. The separate replay counters per traffic MSDU priority accommodates frames that may be delayed due to MSDU priority.
To:

7.
The transmitter shall not reorder frames within a replay counter, but may reorder frames across replay counters. One possible reason for reordering frames is the IEEE 802.11 MSDU priority.  The receiver must maintain the number of replay counters that it advertises in the RSN Capability Information Field, as described in Clause 7.3.2. The recipient must maintain frame order within a replay counter. A replayed frame occurs when the TSC extracted from a received frame is less than or equal to the current replay counter value.
In Clause 8.3.3.4.3, replace list item 5 with the following paragraph:
5
The transmitter shall not reorder frames within a replay counter, but may reorder frames across replay counters. One possible reason for reordering frames is the IEEE 802.11 MSDU priority.  The receiver must maintain the number of replay counters that it advertises in the RSN Capability Information Field, as described in Clause 7.3.2. The recipient must maintain frame order within a replay counter. A replayed frame occurs when the PN extracted from a received frame is less than or equal to the current replay counter value.
Comment: Moreton-90 Accept
Throughout the TGi draft, replace the term:
Pairwise Key Cipher Suite
With:
Pairwise Cipher Suite

Throughout the TGi draft, replace the term:

Group Key Cipher Suite

With:
Group Cipher Suite
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