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Abstract

This document contains comment resolution proposals for the IEEE 802.11i Sponsor Ballot. Contributors to this document are Fred Haisch, Tim Moore and, Dorothy Stanley.

Comment 238 – Reject. The text in the “effect of receipt” clauses in the base specification provide a summary of the expected 

behavior associated with receipt of the primitive. Clause 10 usage in this amendment is consistent with the base specification.

Comment 161 – Accept. The known changes have been made to make this document consistent with the 2003 Reaffirmation document.
Comment 224 – Accept. Change “MAC layer Authentication” to reflect IEEE 802.11 Open System Authentication. 

In Clause 5.4.3.2, change from

In an RSN ESS, Open System authentication is required for MAC layer authentication

To 

In an RSN ESS, Open System authentication is required.

Comment 229 – Accept- modify MSCs to conform to standard form
Comment 403 – Reject Asks for new PMKID construction, since EAP methods are not mandated, and could use PSKs. 

Rejection reason: The use of specific EAP methods is not mandated, to enable a variety of credentials in deployed applications. The requirements on EAP methods for 802.11 applications is documented and being published as an IETF Informational RFC. 

Comment 418 – Reject – Asks to eliminate pre-authentication. 

Reason: Pre-authentication is a mechanism to eliminate the need for a complete IEEE 802.1X authentication, and to establish the PMKSA prior to initial association.

Comment 535 – Reject –Asks for change to include .1X EAP auth in the Auth frames

1. The 1999 802.11 standard makes the assumption that there is no session oriented information until after 802.11 Association.  A security association cannot be constructed without the presence of a session.

2. Pre-authentication would not be forwardable across the DS if authentication were to occur using 802.11 MAC authentication frames.  This would limit the flexibility of pre-authentication design.

3. The task group felt is was advantageous to utilize the existing 802.1X EAPOL frames for authentication rather than invent new 802.11 specific frames for this purpose.  When 802.11 1999 was passed, there was no standard for 802 authentication.  However, since then 802.1X has been passed and 802.11i has decided leverage that standard.  

4. The task group felt it was important to remove authentication from the MAC since 802.11 is not the appropriate place to define authentication mechanisms.

Comment 537 – Accept – Inappropriate language for a standard and incorrect use of STA and AP.

Clause 5.9.2, Figure 1. Incorrect use of AP/STA

Change from

STA to Supplicant STA in the left-and box and from

AP to Authenticator STA in the right-hand box.

Clause  8.4.3 – objection to non-standard language

Change from

RSNA policy selection in an ESS utilizes the normal IEEE 802.11 association procedure. RSNA policy selection is performed by the associating STA. The STA does this by including an RSN IE in its (Re)Association Requests. The lack of an RSN IE in a (Re)Association Request is grounds for rejecting the Request.

To

RSNA policy selection in an ESS utilizes the normal IEEE 802.11 association procedure. RSNA policy selection is performed by the associating STA. The STA does this by including an RSN IE in its (Re)Association Requests. A (Re)Association Request without an RSNIE shall be rejected.
Clause 8.5.3.3

Change from

Uses the MLME-SETKEYS.request primitive to configure the IEEE 802.11 to send and receive class 3 unicast MPDUs protected by the PTK. The GTK is also plumbed by MLME-SETKEYS primitive.

To

Uses the MLME-SETKEYS.request primitive to configure the IEEE 802.11 to send and receive class 3 unicast MPDUs protected by the PTK. The GTK is also configured by MLME-SETKEYS primitive.

Clause 5.1.1.4 Incorrect use of AP/STA

Change from

All STAs and APs in an RSNA contain an IEEE 802.1X entity that handles these services.

To

All STAs in an RSNA have a corresponding IEEE 802.1X entity that handles these services.

Clause 5.4.2.2

Change from

The IEEE 802.1X Controlled Port is blocked from passing general data traffic between the STA and the AP until an IEEE 802.1X authentication procedure completes successfully over the IEEE 802.1X Uncontrolled Port

To

The IEEE 802.1X Controlled Port is blocked from passing general data traffic between two STAs until an IEEE 802.1X authentication procedure completes successfully over the IEEE 802.1X Uncontrolled Port

Clause 5.4.3.1, and Clause 5.9.1 (first paragraph)

Change from

The IEEE 802.1X Controlled Port is blocked from passing general data traffic between the STA and the AP until an IEEE 802.1X authentication procedure completes successfully over the IEEE 802.1X Uncontrolled Port.

To

The IEEE 802.1X Controlled Port is blocked from passing general data traffic between two STAs until an IEEE 802.1X authentication procedure completes successfully over the IEEE 802.1X Uncontrolled Port.

Clause 5.6

Change from

The AS is typically separate from the AP, but may be integrated into the AP.

To

The AS is typically separate from the AP, but may be integrated into the device containing the AP.

Change from
An RSNA relies on IEEE 802.1X to provide AKM services. The IEEE 802.1X access control mechanisms apply to the association between a STA and an AP, and the IBSS STA to STA peer relationship. The AP performs the Authenticator and, optionally, the Supplicant (for a WDS) and Authentication Server roles. In an ESS, a non-AP STA performs the Supplicant role. In an IBSS, a STA can take on the Supplicant, Authenticator and Authentication Server roles.

To:

An RSNA relies on IEEE 802.1X to provide AKM services. The IEEE 802.1X access control mechanisms apply to the association between a STA and an AP, and the IBSS STA to STA peer relationship. The AP’s SME performs the Authenticator and, optionally, the Supplicant (for a WDS) and Authentication Server roles. In an ESS, a non-AP STA’s SME performs the Supplicant role. In an IBSS, a STA’s SME can take on the Supplicant, Authenticator and Authentication Server roles.

Clause 8.1.4

Change

From

When IEEE 802.1X authentication is used, the specific EAP method used performs mutual authentication. This assumption is intrinsic to the design of RSN in IEEE 802.11 LANs and cannot be removed without exposing both the AP and the STA to man-in-the-middle attacks. EAP-MD5 is an example of an EAP method that does not meet this constraint.

To

When IEEE 802.1X authentication is used, the specific EAP method used performs mutual authentication. This assumption is intrinsic to the design of RSN in IEEE 802.11 LANs and cannot be removed without exposing the STAs to man-in-the-middle attacks. EAP-MD5 is an example of an EAP method that does not meet this constraint.

Comment 575 – Reject. Commenter asks for references to encryption export controls to be added.

Reason for rejection: Encryption export rules vary from country to country. It is the responsibility of the 

vendor to identify rules which apply to their situation.

Comment 595 -  Asks for clarification – Is 802.X with WEP supported?

Comment 621: Accept: Setkeys and Set protection not used properly in some places.

Clause 8.4.8

Change

The Supplicant and Authenticator signal the completion of key management by utilizing the MLME-SETPROTECTION.request primitive to configure the agreed-upon temporal pairwise key into the IEEE 802.11 MAC.

To

The Supplicant and Authenticator signal the completion of key management by utilizing the MLME-SETKEYS.request primitive to configure the agreed-upon temporal pairwise key into the IEEE 802.11 MAC.

Comment 705 – Reject – Asks for the addition of security for management frames.

Rejection reason: The TG has chosen not to include this functionality in this version of the specification.

Comment 708 – Reject – Asks for the removal of TSN, with TSN use of WEP

Reject Reason: The TG has agreed to support TSN, heavily qualifies for network transition purposes.

Comment 710 – Reject – Asks for use of AES-EAX.

Reject: The TG has selected and reviewed AES-CCMP as the mandatory to use cipher suite. Cipher suite selectors are available for vendor extensions, so that additional ciphers can be added to the protocol as specific needs arise.

Comment 711 – Reject – Comment: The standard currently requires too many frames to be exchanged to support vehicle to vehicle, vehicle to roadside, and voice-over-IP applications. I will change my vote to yes if my other comments are satisfied and the standard is updated to include a method to support efficient roaming of stations from one access point to another, such as that suggested by William Arbaugh, et al.

Rejection Reason: This standard does not define vehicle-vehicle protocols. Pre-authentication and key cacheing provide one standard mechanism to avoid requiring a full IEEE 802.1X EAP authentication upon a roam. Further extensions both security and non-security related to optimize roaming are being discussed in the Fast Roaming TG.

Comment 712: Reject. Comment: The current draft offers the minimal suggestion that devices in an ad hoc network could pre-share keys.  But that doesn't appear to robustly support both peer to peer and group keys. I will change my vote to yes if my other comments are satisfied and the standard offers a robust solution for key establishment and management in ad hoc networks.  A better solution would be adopt an ad hoc security model similar to 802.15.3 where one peer device adopts the role of Key Distribution Center or "Security Manager" for group keys.  Naturally, this topic can't be thoroughly treated in a comment like this, but the idea is that the Security Manager shares a symmetric management key (or Key Encrypting Key) with each peer and is responsible for changing and distributing the group key when the composition of the group changes.

Rejection Reason: The proposed IBSS solutions, including both PSK and 802.1X EAP authentication does support unicast and group keys. See clauses 8.4.4, 8.4.9 and 5.9.3.
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