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Abstract

This document proposes comment resolutions for comments in Clauses 5 and 8.3.2 from LB 62. 

Comment 228

Section: 5.9.1

Comment: "However, a given protocol may need to bypass the authorization function and make use of the IEEE 802.1X Uncontrolled Port.".   How is this "given" - i.e. what are the interfaces to define this.

Proposed resolution: Accept

Editing Instruction: Delete two sentences: It is expected that most other protocol exchanges will make use of the IEEE 802.1X Controlled Ports. However, a given protocol may need to bypass the authorization function and make use of the IEEE 802.1X Uncontrolled Port.

Comment 308

Section: 5.8

Comment: I don't think 802.1X defines an Authenticator or Supplicant entity - it defines a PAE that may adopt the role of a supplicant and/or a authenticator.

Proposed Resolution: Accept

Editing Instruction: Add definitions to Clause 3: Authenticator as an 802.1X PAE acting in the Authenticator role, and a Supplicant as an 802.1X PAE acting in the Supplicant role
Comment 184

Section: 8.3.2.1

Comment: The protocol does not "use WEP". It has aspects in common with WEP that allow common implementation (such as RC4)

Proposed resolution: Accept

Delete the sentence “This protocol uses WEP.”

Comment 186

Section: 8.3.2.2

Comment: This is clearly untrue since the octets are not sequential in the frame. Even if fixed, this sentence is superfluous since the ordering is very clear in Figure 16
Proposed Resolution: Accept

Editing Instruction: Delete the sentence “The effect of this construction is that the TSC is encoded in each TKIP MPDU as a little-Endian integer, but with TSC0 and TSC1 swapped in each TKIP MPDU.”
Comment 187

Section: 8.3.2.3.1

Comment: What does it mean to say that the DA & SA are "not transmitted"? Anyway 802.11i should not concern itself with "Transmissions". I think this is thrying to say that the fields are not appended to the MSDU
Proposed Resolution: Accept

Editing Instruction: Delete the clause "and are not transmitted"
Comment 188

Section: 8.3.2.3.1

Comment: If you reserve something for future use it is inappropriate to define its use in the same sentence

Proposed Resolution: Accept

Editing Instruction: delete the phrase “for the IEEE 802.11 frame prioritization”

Comment 190

Section: 8.3.2.3.1

Comment: This whole paragraph is problematic. First it is irrelevant information - why do we keep needing to justify decisions in informative notes? Second if the rationale is a good one it begs the question why CCMP was done at the MPDU level.
Proposed Resolution: Reject

Editing Instruction: Change paragraph from

TKIP calculates the MIC over the MSDU rather than the MPDU for two reasons. First, it detects attacks against MSDUs more easily than can be done at the MPDU level alone. Second, it increases the implementation flexibility, allowing the MIC to be implemented either within the STA hardware or in a software driver running on either the STA or the STA’s host.

To

Informative Note: TKIP calculates the MIC over the MSDU rather than the MPDU, because doing so increases the implementation flexibility with pre-existing WEP hardware.

Comment 191

Section: 8.3.2.3.1

Comment: K0 and K1 are not "little endian words" - they are simply 32 bit words. The issue of endian is not relevant until they are mapped to octet representation which is not being done here . The following sentence correctly defines this
Proposed Resolution: Accept

Editing Instruction: Delete the words "little-Endian"
Comment 193, 233

Section: 8.3.2.3.4

Comment: I don't understand how this can work in practice. Assuming the MSDU is reconstructed from fragments this would allow the received MPDUs to get well ahead of the TSC replay counter. The MSDU might be reconstructed and checked in the host, possibly at a delayed time. According to this clause the TSC RC must be frozen until the MSDU is processed but we could be half way through the next MPDU by then or worse.
Proposed Resolution: Accept

Editing Instruction: Replace list item 6 with: “TKIP Replay detection takes place after the Michael MIC verification and any reordering required by ACK processing. Thus, a receiver shall delay advancing a TKIP TSC replay counter until an MSDU passes the Michael MIC check, to prevent attackers from injecting MPDUs with valid ICVs and TSCs but invalid MICs.” And delete the informative note prior to this is removed.
Comment 241

Section: 8.3.2.3.4

Comment: EDCA defines a mapping from MSDU priority to AC, whereby as many as three priorities are allocated to the same AC. Requiring a receiving STA to maintain a replay counter for every priority, even when they can not be re-ordered relative to each other is wasteful.
Proposed Resolution: Reject. The benefits of the approach the commentor recommends do not outweigh the overall costs of the changes required to implement the suggested change
Comment 246

Section: 8.3.2.1.1

Comment: Last time round I objected to the text that now reads "of either the plaintext MPDU (if a fragment without the MIC) or the plaintext MPDU and the MIC" as a previous bullet describes that the MIC is appended to the MSDU before generation of MPDUs, and this text implies it is not part of the MPDU.  If you're going to persist with this un-necessary and confusing description, then you need to cover all the cases - specifically where a MIC is split between two MPDUs.
Proposed Resolution:  Recommend Accept

Editing Instruction: Replace the last clause
and for encryption of either the plaintext MPDU (if a fragment without the MIC) or the plaintext MPDU and the MIC.

with
and for encryption of the plaintext MPDU, including part or all of the MIC if present.
Comment 421

Section: 8.3.2.1

Comment: To be consistent with the base standard figure 16 should depict the entire 'frame' in order to clarify whether the FCS should be appended or not. The entire definition of MPDU in the 802.11 standard is too dodgy to warrant the current caption.
Proposed Resolution: Reject. We have updated Figure 16 in D 7.2 to include the FCS, but making 802.11’s usage of MPDU across all of the standard is outside scope of the TGi PAR. We will retain the existing caption, because this usage is consistent with that in the base standard.

Comment 451

Section: 8.3.2.3.2

Comment: if TKIP is used instead of 802.1X, then why are there references to 802.1x in this section?
Proposed Resolution: Reject. The question does not make sense, because 802.1X is the authentication framework, while TKIP is a data protection protocol. The two are complementary, as they address separate functions.

Comment 507

Section: 8.3.2.1

Comment: The use of "TKIP sequence counter" makes the name of this field specific to the TKIP algorithm.  However, the CCMP algorithm uses and identical concept and function.  To improve the understandability of the standard, a single name should be used for this function and should be utilized throughout the document.  This comment is related to another comment in section 8.3.3, requesting that the use of PN be changed to TSC.

Proposed Resolution:  Rejected, in order to avoid conceptual confusion between TKIP’s usage of this class of state and the usage of other schemes.

Comment 592

Section: 8.3.2.3.2

Comment: The text describes how the supplicant goes about send a Michael MIC Failure Report to the Authenticator, and that a confirmation is provided once an 802.11 MAC Ack is received, but what should the supplicant do if the failure report fails to be transmitted due to channel conditions (i.e. retried out)?  Also, it appears that this frame can effectively cause other traffic to "block" in the transmitter queue until it is successfully transmitted.
Proposed Resolution: Accept

Editing Instruction: first, add a second bullet under “2. For a supplicant”:

· Attempt to transmit a Michael MIC Failure Report frame

Second, in the sentence beginning “MLME-MICHAELFAILURE.indication…” add the phrase “to attempt” between “…the IEEE 802.11 MAC” and “to indicate…”

Comment 593

Section: 8.3.2.3.2

Comment: This text describes how a single multicast frame could potentially trigger multiple Michael MIC Failure reports very quickly , thus resulting in a "faulty" countermeasure activation. The text then goes on to describe how to avoid the problem, yet does not mandate a behavior, and leaves the exposure to a full coutermeasure shutdown.
Proposed Resolution: Reject. Use the technical reasons in prior letter ballots as justification here.
Editing Instruction: Remove the paragraph “A single multicast frame could trigger multiple Michael MIC Failure Reports. The Michael MIC Failure Report may provide the TSC value detected in the multicast frame in the first six octets of the EAPOL-Key RSC field, to provide additional information about the failed frame. If the TSC value is not reported then the EAPOL-Key RSC field shall be set to zero.”

Comment 597

Section: 8.3.2.3.2

Comment: KeyID cannot be sent by MIC Failure Report by the current frame format. 
Proposed Resolution: Reject. The key id of the key being attacked is not relevant, because there is no use we can make of this information. An attack against one key is an attack against all keys under TKIP.

Comment 598, 615

Section: 8.3.2.3.2

Comment: Is roaming accepted? It seems to conflict with the other parts of the draft. 
Proposed Resolution: Discuss. Figure 22 says roam to a new AP. The text says that roaming is not allowed: “If less than 60 seconds have passed since a previous Michael MIC failure, delete the PTKSA and GTKSA. Deauthenticate from the AP and wait for 60 seconds before (re)establishing a TKIP association with any AP. A TKIP association is any IEEE 802.11 association that uses TKIP for either its Pairwise or Group cipher suite.”
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