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Abstract

This document contains comment resolution proposals for 802.11i Sponsor Ballot. Contributors to this document are Tim Moore.

8.5.2

An Authenticator’s SME shall only insert the second RSN IE only for this purpose. 

To

An Authenticator’s SME shall insert the second RSN IE, after the first RSN IE, only for this purpose. 

If the Encrypted Key Data flag is set, the entire Key Data field shall be encrypted. 

To

If the Encrypted Key Data flag is set, the entire Key Data field shall be encrypted.  If the Key Data field encryption uses the NIST AES-Wrap then the Key Data field shall be padded before encrypting if the Key Data length is less than 16 octets or if it is not a multiple of 8 octets. The padding consists of appending a single 0xdd octet followed by zero or more 0x00 octets. When processing a received EAPOL-Key message, the receiver shall ignore trailing octets that consist of a single 0xdd octet followed by zero or more 0x00 octets.
11.3.1

273, 274

a) In an ESS, or optionally in an IBSS, the STA shall execute the authentication mechanism described in Clause 8.2.2.1. A pre-RSNA Capable STA in an IBSS may optionally execute this authentication mechanism.

to

a) In an ESS, or optionally in an IBSS, the STA shall execute the authentication mechanism described in Clause 8.2.2.2. 

11.3.2

278

In an IBSS, authentication is optional if the STA is not RSNA Enabled.

To

In an IBSS, authentication is optional.

291

An RSNA Enabled STA in an IBSS shall carry out the following procedure whenever it receives a frame whose BSSID is that of the IBSS to which the STA is joined, and which is from a STA for which the state variable is set to State 1

a) The received frame shall then be processed as normal. Note that in an RSNA Enabled STA the only protocol stack attached to LLC for this address will be IEEE 802.1X, so frames of other types will eventually be discarded.

to

An RSNA Enabled STA in an IBSS shall carry out the following procedure whenever it receives a MPDU whose BSSID is that of the IBSS to which the STA is joined, and which is from a STA for which the state variable is set to State 1

a) The received MPDU shall then be processed as normal. Note that in an RSNA Enabled STA the only protocol stack attached to LLC for this address will be IEEE 802.1X, so other MPDUs will eventually be discarded.

689

10.3.6.1

RSN Information Element 


To

MLME-ASSOCIATE.request(

PeerSTAAddress,

AssociateFailureTimeout,

CapabilityInformation,

ListenInterval,

Supported Channels,

RSN Information Element
)

10.3.6.3

RSN Information Element

To

MLME-ASSOCIATE.indication(

PeerSTAAddress,

RSN Information Element
)

10.3.7.1

RSN Information Element

To

MLME-REASSOCIATE.request(

NewAPAddress,

ReassociateFailureTimeout,

CapabilityInformation,

ListenInterval,

Supported Channels,

RSN Information Element

)

10.7.3.3

RSN Information Element

to

MLME-REASSOCIATE.indication(

PeerSTAAddress,

RSN Information Element
)

Annex d

251, 252

dot11RSNAConfigGroupCipher OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"This object indicates the Group cipher suite selector the entity must use. The Group cipher suite in the RSN Information Element shall take its value from this variable. It consists of an OUI (the three most significant octets) and a cipher suite identifier (the least significant octet).

The network administrator can always override the automatically selected Group cipher suite by writing this object."

::= { dot11RSNAConfigEntry 4 }

To

dot11RSNAConfigGroupCipher OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"This object indicates the Group cipher suite selector the entity shall use. The Group cipher suite in the RSN Information Element shall take its value from this variable. It consists of an OUI (the first three octets) and a cipher suite identifier (the last octet)."

::= { dot11RSNAConfigEntry 4 }

256

dot11RSNAConfigGroupRekeyTime OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

UNITS

"seconds"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The time in seconds after which the RSNA GTK must be refreshed. The timer shall start at the moment the GTK was set using the MLME-SETKEYS primitive.

The fine granularity (seconds) also enables the network Administrator to ‘immediately’ refresh the GTK."

DEFVAL

{ 86400 } -- once per day

::= { dot11RSNAConfigEntry 6 }

to

dot11RSNAConfigGroupRekeyTime OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

UNITS

"seconds"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The time in seconds after which the RSNA GTK shall be refreshed. The timer shall start at the moment the GTK was set using the MLME-SETKEYS primitive.

The fine granularity (seconds) also enables the network Administrator to ‘immediately’ refresh the GTK."

DEFVAL

{ 86400 } -- once per day

::= { dot11RSNAConfigEntry 6 }

dot11RSNAConfigGroupMasterRekeyTime OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

UNITS

"seconds"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The time in seconds after which the RSNA Group Master Key must be changed. The timer shall start at the moment the Group Master Key was set.

A GTK refresh will occur on a Group Master Key change.

The fine granularity (seconds) also enables the network Administrator to ‘immediately’ refresh the Group Master Key."

DEFVAL

{ 604800 } -- 604800 = 7*86400, once per week

::= { dot11RSNAConfigEntry 12 }

to

dot11RSNAConfigGroupMasterRekeyTime OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

UNITS

"seconds"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The time in seconds after which the RSNA Group Master Key shall be changed. The timer shall start at the moment the Group Master Key was set.

A GTK refresh will occur on a Group Master Key change.

The fine granularity (seconds) also enables the network Administrator to ‘immediately’ refresh the Group Master Key."

DEFVAL

{ 604800 } -- 604800 = 7*86400, once per week

::= { dot11RSNAConfigEntry 12 }

dot11RSNAConfigSATimeout OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

UNITS

"seconds"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The maximum time a security association must take to setup."

DEFVAL

{ 60 } -- 

::= { dot11RSNAConfigEntry 21 }

to

dot11RSNAConfigSATimeout OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

UNITS

"seconds"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The maximum time a security association shall take to setup."

DEFVAL

{ 60 } -- 

::= { dot11RSNAConfigEntry 21 }

260
dot11RSNAConfigPairwiseCipher OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The selector of a supported Pairwise cipher. It consists of an OUI (the three most significant octets) and a cipher suite identifier (the least significant octet)."

::= { dot11RSNAConfigPairwiseCiphersEntry 2 }

to

dot11RSNAConfigPairwiseCipher OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The selector of a supported Pairwise cipher. It consists of an OUI (the first three octets) and a cipher suite identifier (the last octet)."

::= { dot11RSNAConfigPairwiseCiphersEntry 2 }

262

dot11RSNAConfigAuthenticationSuite OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The selector of an AKM suite. It consists of an OUI (the three most significant octets) and a cipher suite identifier (the least significant octet). "

::= { dot11RSNAConfigAuthenticationSuitesEntry 2 }

to

dot11RSNAConfigAuthenticationSuite OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The selector of an AKM suite. It consists of an OUI (the first three octets) and a cipher suite identifier (the last octet). "

::= { dot11RSNAConfigAuthenticationSuitesEntry 2 }

263

dot11RSNAStatsTable OBJECT-TYPE

SYNTAX

SEQUENCE OF Dot11RSNAStatsEntry

MAX-ACCESS
not-accessible

STATUS

current

DESCRIPTION

"This table maintains per-STA statistics for SN. The entry with dot11RSNAStatsSTAAddress set to FF-FF-FF-FF-FF-FF shall contain statistics for broadcast/multicast traffic."

::= { ieee802dot11 8 }

To

dot11RSNAStatsTable OBJECT-TYPE

SYNTAX

SEQUENCE OF Dot11RSNAStatsEntry

MAX-ACCESS
not-accessible

STATUS

current

DESCRIPTION

"This table maintains per-STA statistics in an RSNA. The entry with dot11RSNAStatsSTAAddress set to FF-FF-FF-FF-FF-FF shall contain statistics for broadcast/multicast traffic."

::= { ieee802dot11 8 }

264

dot11RSNAStatsSelectedPairwiseCipher OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The AKM Suite the STA selected during association. The value consists of a three octet OUI followed by a one octet Type as follows:

OUI      Value Cipher Type       

-------- ----- -------------------

XX-XX-XX 0     Reserved                     

XX-XX-XX 1     WEP-40                          

XX-XX-XX 2     TKIP                                             

XX-XX-XX 3     Reserved

XX-XX-XX 4     CCMP

XX-XX-XX 5     WEP-104

XX-XX-XX 6-255 Reserved                     

Vendor   any   Vendor Specific              

other    any   Reserved"

::= { dot11RSNAStatsEntry 4 }

To

dot11RSNAStatsSelectedPairwiseCipher OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The Pairwise Cipher Suite Selector (as defined in 7.3.2.9.1) used during association, in transmission order."

::= { dot11RSNAStatsEntry 4 }

496

dot11RSNAadditions OBJECT-GROUP

OBJECTS { dot11RSNAEnabled,

dot11RSNAConfigNumberOfReplayCounters }

STATUS current

DESCRIPTION

"This object class provides the objects from the IEEE 802.11 MIB required to manage RSNA functionality.  Note that additional  objects for managing this functionality are located in the IEEE 802.11 RSN MIB."

::= { dot11Groups 25 }

To

dot11RSNAadditions OBJECT-GROUP

OBJECTS { dot11RSNAEnabled, dot11RSNAPreAuthenticationEnabled }
STATUS current

DESCRIPTION

"This object class provides the objects from the IEEE 802.11 MIB required to manage RSNA functionality.  Note that additional objects for managing this functionality are located in the IEEE 802.11 RSN MIB."

::= { dot11Groups 25 }

605, 625

Add after dot11RSNAEnabled

dot11RSNAPreauthenticationEnabled OBJECT-TYPE

SYNTAX

TruthValue

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"When this object is set to TRUE, this shall indicate that RSNA pre-authentication is enabled on this entity. 

This object requires that dot11RSNAEnabledalso be set to TRUE. "

::= { dot11PrivacyEntry 8 }

Change Dot11StationConfigEntry to:

Dot11StationConfigEntry ::=

        SEQUENCE {


dot11StationID                      
MacAddress,

            dot11MediumOccupancyLimit          

INTEGER,

            dot11CFPollable                    

TruthValue,

            dot11CFPPeriod                     

INTEGER, 

            dot11CFPMaxDuration                

INTEGER,

            dot11AuthenticationResponseTimeOut 

Unsigned32,

            dot11PrivacyOptionImplemented      

TruthValue,



dot11PowerManagementMode
   

INTEGER,



dot11DesiredSSID

   


OCTET STRING,


      dot11DesiredBSSType

   

INTEGER,


      dot11OperationalRateSet



OCTET STRING,


      dot11BeaconPeriod

   


INTEGER,


      dot11DTIMPeriod


   

INTEGER,


      dot11AssociationResponseTimeOut
    
Unsigned32,

            dot11DisassociateReason                 
INTEGER,

            dot11DisassociateStation                
MacAddress,

            dot11DeauthenticateReason               
INTEGER,

            dot11DeauthenticateStation              
MacAddress,

            dot11AuthenticateFailStatus             
INTEGER,

            dot11AuthenticateFailStation            
MacAddress,

            dot11MultiDomainCapabilityImplemented
TruthValue, 


      dot11MultiDomainCapabilityEnabled

TruthValue, 

            dot11CountryString                      
OCTET STRING,

            dot11RSNAOptionImplemented              
TruthValue
                         }

To

Change Dot11StationConfigEntry to:

Dot11StationConfigEntry ::=

        SEQUENCE {


dot11StationID                      
MacAddress,

            dot11MediumOccupancyLimit          

INTEGER,

            dot11CFPollable                    

TruthValue,

            dot11CFPPeriod                     

INTEGER, 

            dot11CFPMaxDuration                

INTEGER,

            dot11AuthenticationResponseTimeOut 

Unsigned32,

            dot11PrivacyOptionImplemented      

TruthValue,



dot11PowerManagementMode
   

INTEGER,



dot11DesiredSSID

   


OCTET STRING,


      dot11DesiredBSSType

   

INTEGER,


      dot11OperationalRateSet



OCTET STRING,


      dot11BeaconPeriod

   


INTEGER,


      dot11DTIMPeriod


   

INTEGER,


      dot11AssociationResponseTimeOut
    
Unsigned32,

            dot11DisassociateReason                 
INTEGER,

            dot11DisassociateStation                
MacAddress,

            dot11DeauthenticateReason               
INTEGER,

            dot11DeauthenticateStation              
MacAddress,

            dot11AuthenticateFailStatus             
INTEGER,

            dot11AuthenticateFailStation            
MacAddress,

            dot11MultiDomainCapabilityImplemented
TruthValue, 


      dot11MultiDomainCapabilityEnabled

TruthValue, 

            dot11CountryString                      
OCTET STRING,

            dot11RSNAOptionImplemented              
TruthValue,



dot11RSNAPreauthenticationImplemented
TruthValue
                         }

Add after dot11RSNAOptionImplemented

dot11RSNAPreauthenticationImplemented OBJECT-TYPE

SYNTAX

TruthValue

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"This variable indicates whether the entity supports RSNA Pre-authentication. This cannot be TRUE unless dot11RSNAOptionImplemented is TRUE."

::= { dot11StationConfigEntry 27 }

255

Delete all occurances (3) of dot11RSNAConfigTSNEnabled from annex d
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