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Abstract

This document contains comment resolution proposals for 802.11i Sponsor Ballot. Contributors to this document are Tim Moore.

8.5.2

An Authenticator’s SME shall only insert the second RSN IE only for this purpose. 

To

An Authenticator’s SME shall insert the second RSN IE, after the first RSN IE, only for this purpose. 

If the Encrypted Key Data flag is set, the entire Key Data field shall be encrypted. 

To

If the Encrypted Key Data flag is set, the entire Key Data field shall be encrypted.  If the Key Data field encryption uses the NIST AES-Wrap then the Key Data field shall be padded before encrypting if the Key Data length is less than 16 octets or if it is not a multiple of 8 octets. The padding consists of appending a single 0xdd octet followed by zero or more 0x00 octets. When processing a received EAPOL-Key message, the receiver shall ignore trailing octets that consist of a single 0xdd octet followed by zero or more 0x00 octets.
11.3.1

273, 274

a) In an ESS, or optionally in an IBSS, the STA shall execute the authentication mechanism described in Clause 8.2.2.1. A pre-RSNA Capable STA in an IBSS may optionally execute this authentication mechanism.

to

a) In an ESS, or optionally in an IBSS, the STA shall execute the authentication mechanism described in Clause 8.2.2.2. 

11.3.2

278

In an IBSS, authentication is optional if the STA is not RSNA Enabled.

To

In an IBSS, authentication is optional.

291

An RSNA Enabled STA in an IBSS shall carry out the following procedure whenever it receives a frame whose BSSID is that of the IBSS to which the STA is joined, and which is from a STA for which the state variable is set to State 1

a) The received frame shall then be processed as normal. Note that in an RSNA Enabled STA the only protocol stack attached to LLC for this address will be IEEE 802.1X, so frames of other types will eventually be discarded.

to

An RSNA Enabled STA in an IBSS shall carry out the following procedure whenever it receives a MPDU whose BSSID is that of the IBSS to which the STA is joined, and which is from a STA for which the state variable is set to State 1

a) The received MPDU shall then be processed as normal. Note that in an RSNA Enabled STA the only protocol stack attached to LLC for this address will be IEEE 802.1X, so other MPDUs will eventually be discarded.

689

10.3.6.1

RSN Information Element 


To

MLME-ASSOCIATE.request(

PeerSTAAddress,

AssociateFailureTimeout,

CapabilityInformation,

ListenInterval,

Supported Channels,

RSN Information Element
)

10.3.6.3

RSN Information Element

To

MLME-ASSOCIATE.indication(

PeerSTAAddress,

RSN Information Element
)

10.3.7.1

RSN Information Element

To

MLME-REASSOCIATE.request(

NewAPAddress,

ReassociateFailureTimeout,

CapabilityInformation,

ListenInterval,

Supported Channels,

RSN Information Element

)

10.7.3.3

RSN Information Element

to

MLME-REASSOCIATE.indication(

PeerSTAAddress,

RSN Information Element
)
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