February 2004

doc.:IEEE 802.11-04/0195r0

IEEE P802.11
Wireless LANs

Clause 8.7 Edits

Date:
19th February 2003

Author:
Mike Moreton

STMicroelectronics

e-mail:Mike.Moreton@st.com
Abstract

This document contains comment resolution proposals for 802.11i Sponsor Ballot.

Comment 509: Accept

Clause 8.7.2.1
Pseudo code allows group key to be used for unicast traffic  for CCMP and WEP.

Before the line “Set the Key ID subfield of the IV field to the Key ID” add the following:

if MPDU has an individual RA and cipher type of entry is not TKIP then
discard the entire MSDU and generate an

MA-UNITDATA-STATUS.indication primitive to

notify LLC that the MSDU was undeliverable due to

a null key


else

Comment 701: Accept

Clause 8.7.2.3: The GTK decryption code is unreachable.

Change 
if ((MPDU has individual RA and Pairwise key exists for 

the MPDU’s TA) or (MPDU has a multicast RA and network type is IBSS and IBSS 

GTK exists for MPDU’s RA)) then

if key is null then
discard the frame body and increment

dot11WEPUndecryptableCount

else if entry has an AES-CCM key


…



endif



else

discard the frame body and increment dot11WEPUndecryptableCount




endif
if GTK for the Key ID does not exist then
To
if ((MPDU has individual RA and Pairwise key exists for 

the MPDU’s TA) or (MPDU has a multicast RA and network type is IBSS and IBSS 

GTK exists for MPDU’s RA)) then

if key is null then
discard the frame body and increment

dot11WEPUndecryptableCount

else if entry has an AES-CCM key


…




else

discard the frame body and increment dot11WEPUndecryptableCount





endif
else if GTK for the Key ID does not exist then
Comment 276: Accept
Clause 8.7.2.1, 8.7.2.3, 8.7.2.4:  The pseudocode in each section is wrapped inside an “if dot11RSNAenabled” condition.  But these sections only apply to RSNA, so this condition is superfluous.

Remove the condition from the beginning of each of the referenced sections, and the matching instances of “endif” as well.
Comment 282: Accept
Clause 8.7.2: Introductory description of filtering is incorrect.
In the following text, delete the first paragraph, and the first bullet.  Convert the second bullet into a normal paragraph.:

Since IEEE 802.1X provides MSDU filtering based on port status, the IEEE 802.11 MAC need not apply filtering except to support legacy WEP behavior in a TSN:

1. dot11RSNAEnabled shall be true in order for a STA to apply RSNA protections. This requires dot11PrivacyInvoked to be true, see definition of dot11RSNAEnabled in Annex D.

2. STAs transmit protected MSDUs to a RA when Temporal Keys are configured and MLME.SETPROTECTION.request primitive has been invoked for transmit to that RA. STAs expect to receive protected MSDUs from a TA when Temporal Keys are configured and MLME.SETPROTECTION.request primitive has been invoked for receive from that TA. MSDUs that do not match these conditions are sent in the clear and are received in the clear.

Comment 283: Accept

Clause 8.7.2.4: lines saying that the MAC decides whether the MSDU is delivered to the controlled and uncontrolled ports.

Replace “Make MSDU available to the IEEE 802.1X Uncontrolled Port” and  each of the three occurrences of  “Make MSDU available to the IEEE 802.1X Controlled and Uncontrolled Ports” 

with
“Make the MSDU available to higher layers”
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