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Abstract 
The IEEE 802.11i MAC Security Enhancements Amendment is based on IEEE 802.1X, which in turn relies on the Extensible Authentication Protocol (EAP).  This document defines requirements for EAP methods used in IEEE 802.11 wireless LAN deployments.

The IEEE 802.11 Working Group has approved the material in this document and is being presented as an IETF RFC for informational purposes.

Introduction

The IEEE 802.11i MAC Security Enhancements Amendment [IEEE802.11i] is based on IEEE 802.1X [IEEE8021X-REV] which in turn relies on the Extensible Authentication Protocol (EAP), defined in [RFC2284bis]. Deployments of IEEE 802.11 WLANs today are based on EAP, and use several EAP methods, including EAP-TLS [RFC2716], EAP-TTLS [TTLS], PEAP [PEAP] and EAP-SIM [SIM]. These methods support authentication credentials that include digital certificates, user-names and passwords, secure tokens, and SIM secrets.

EAP Credential types

The IEEE 802.11i specification requires that EAP authentication methods are available.  Wireless LAN deployments are expected to use different credentials types, including digital certificates, user-names and passwords, existing secure tokens, and mobile network credentials (GSM and UMTS secrets).  Other credential types that may be used include public/private key (without necessarily requiring certificates), and asymmetric credential support (password on one side, public/private key on the other).

Mandatory requirements

EAP authentication methods suitable for use in wireless LAN authentication

MUST satisfy the following criteria:

1. Generation of keying material.  This corresponds to the "Key derivation" security claim defined in [RFC2284bis], Section 7.2.1. 

2. Mutual authentication support.  This corresponds to the "Mutual authentication" security claim defined in [RFC2284bis], Section 7.2.1.

3. Synchronization of state.  This corresponds to the "Protected result indication" security claim defined in [RFC2284bis], Section 7.2.1. 

4. Resistance to dictionary attacks.  This corresponds to the "Dictionary attack resistance" security claim defined in [RFC2284bis], Section 7.2.1. 

5. Protection against man-in-the-middle attacks.  This corresponds to the 

"Cryptographic binding", "Integrity Protection", "Replay protection", and "Session Independence" security claims defined in [RFC2284bis], Section7.2.1.

6. Protected ciphersuite negotiation.  If the method negotiates the ciphersuite used to protect the EAP conversation, then it MUST support the "Protected ciphersuite negotiation" security claim defined in [RFC2284bis], Section 7.2.1.

7. Key strength.  An EAP method suitable for use with IEEE 802.11 MUST be capable of generating keying material with 128-bits of effective key strength, as defined in [RFC2284bis] Section 7.2.1. As noted in [RFC2284bis] Section 7.10, an EAP method supporting key derivation MUST export a Master Session Key (MSK) of at least 64 octets, and an Extended Master Session Key (EMSK) of at least 64 octets.

Recommended requirements

EAP authentication methods used for Wireless LAN authentication SHOULD support the following features: 

8. Fragmentation.  [RFC2284bis] Section 3.1 states: "EAP methods can assume a minimum EAP MTU of 1020 octets, in the absence of other information.  EAP methods SHOULD include support for fragmentation and reassembly if their payloads can be larger than this minimum EAP MTU."  This implies support for the "Fragmentation" claim defined in [RFC2284bis], Section 7.2.1.

Optional features

EAP authentication methods used for Wireless LAN authentication MAY support the following features: 

9. Channel binding. This corresponds to the "Channel binding" security claim defined in [RFC2284bis], Section 7.2.1.

10. End-user identity hiding.  This corresponds to the "Confidentiality" security claim defined in [RFC2284bis], Section 7.2.1.

11. Fast reconnect.  This corresponds to the "Fast reconnect" security claim defined in [RFC2284bis], Section 7.2.1. 

Non-compliant EAP authentication methods

EAP-MD5-Challenge (the current mandatory-to-implement EAP authentication method), is defined in [RFC2284bis] Section 5.4. EAP-MD5-Challenge and two EAP authentication methods defined in [RFC2284bis], One-Time Password (Section 5.5) and Generic Token Card (Section 5.6), are non-compliant with the requirements defined in this document. 
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