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Abstract

This document supplies suggested changes to section 8.1.3 in order to resolve comments 347 and 349.
Make the indicated changes to section 8.1.3:
A STA’s SME establishes an RSNA in one of four ways.

1. When using IEEE 802.1X AKM in an ESS, an RSNA-capable STA’s SME establishes an RSNA as follows:

a. It identifies the AP as RSNA-capable from the AP’s Beacons or Probe Responses.

b. It shall invoke Open System authentication.

c. It negotiates cipher suites during the association process, as described in Clauses 8.4.2 and 8.4.3.

d. It uses IEEE 802.1X to authenticate, as described in Clauses 8.4.6 and 8.4.7.

e. It establishes Temporal Keys by executing a key management algorithm, using the protocol defined by Clause 8.5.

f. It programs the agreed upon Temporal Keys and cipher suites into the MAC, and invokes protection. Clauses 8.3.2 and 8.3.3 describe the RSNA data protection mechanisms.

2. If an RSNA is based on a Pre-Shared Key in an ESS, the STA’s SME establishes an RSNA as follows:

a. It identifies the AP as RSNA-capable from the AP’s Beacons or Probe Responses.

b. It shall invoke Open System authentication.

c. It negotiates cipher suites during the association process, as described in Clauses 8.4.2 and 8.4.3.

d. It establishes Temporal Keys by executing a key management algorithm, using the protocol defined by Clause 8.5. It uses the Pre-Shared Key as the Pairwise Master Key.

e. It protects the data link by programming the negotiated cipher suites and the established Temporal Key into the MAC.

3. If an RSNA is based on a Pre-Shared Key in an IBSS, the STA’s SME executes the following sequence of procedures:

a. It identifies the peer as RSNA-capable from the peer’s Beacons or Probe Responses.

Informative note: STAs may respond to a data MPDU from an unrecognized STA by sending a Probe Request to find out if it is RSNA-capable.

b. It may optionally invoke Open System Authentication.

c. Each station uses the Clause 8.5, to establish Temporal Keys and to negotiate cipher suites. It uses a Pre-Shared Key as the Pairwise Master Key. Note that the two peer stations may follow this procedure simultaneously. See Clause 8.4.9.

d. It protects the data link by programming the negotiated cipher suites and with the established Temporal Key into the MAC.

4. An RSNA-capable STA’s SME using IEEE 802.1X AKM in an IBSS establishes an RSNA as follows:

a. It identifies the peer as RSNA-capable from the peer’s Beacons or Probe Responses.

Informative note: STAs may respond to a data MPDU from an unrecognized STA by sending a Probe Request to find out if it is RSNA-capable.

b. It may optionally invoke Open System Authentication.

c. Each station uses IEEE 802.1X to authenticate with the AS associated with the other STA’s Authenticator, as described in Clauses 8.4.6 and 8.4.7. There are hence two authentications happening at the same time.

d. Each STA’s SME establishes Temporal Keys by executing a key management algorithm, using the protocol defined in Clause 8.5. There are hence two such key management algorithms happening in parallel between any two STA’s Supplicants and Authenticators.

e. Both STAs use the agreed upon Temporal Key portion of the Pairwise Transient Key and cipher suites from one of the exchanges to protect the link. Each STA uses the Group Temporal Key established by the exchange it initiated to protect the multicast and broadcast frames it transmits. 

The time a security association takes to set up shall be less than the MIB variable dot11RSNAConfigSATimeout. The security association set up starts when initiated by the SME and completes when the MLME-SETPROTECTION.request primitive is invoked. The action the STA takes on the timeout is a policy decision. Some options include retrying the security association set up or trying another STA. This timeout allows recovery when one of the STAs setting up a security association fails to respond correctly to setting up the security association and also allows recovery in IBSS when one of the two security associations fails when both security associations timeout since neither security association completes until both complete.
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