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Summary

This normative text proposal contains several proposed extensions to the existing dot11SMTnotification table.

1 Introduction

The existing 802.11 MIB contains “station management notification objects”, i.e. notification events. Currently, the following 3 elementary events are defined:

a) “A STA disassociated”

The disassociate notification shall be sent when the STA sends a Disassociation frame. The value of the notification shall include the MAC address of the MAC to which the Disassociation frame was sent and the reason for the disassociation.

b) “A STA deauthenticated”

"The deauthenticate notification shall be sent when the STA sends a Deauthentication frame. The value of the notification shall include the MAC address of the MAC to which the Deauthentication frame was sent and the reason for the deauthentication.

c) “A STA authentication failed”

"The authenticate failure notification shall be sent when the STA sends an Authentication frame with a

status code other than ‘successful.’ The value of the notification shall include the MAC address of the

MAC to which the Authentication frame was sent and the reason for the authentication failure.

The following additional set of SMT notifications was presented and voted into the 11k draft in contribution [2] in the November 2003 session. These additions intend to complement the existing “A STA disassociated” notification. They serve the purpose of completing the picture of “How many users are currently in the system ?” and are relevant for information pertaining load or congestion control, roaming and network monitoring of the number and identity of STA’s in authenticated and associated state 3 in the BSS at any given time instant.

d) “A STA associated” (= “successfully”)

The associate notification shall be sent when the STA sends an Association Response frame with a status code equal to ‘successful.’ The value of the notification shall include the MAC address of the MAC to which the Association Response frame was sent and the Association ID.

e) “A STA association attempt failed”

The associate failed notification shall be sent when the STA sends an Association Response frame with a status code other than ‘successful.’ The value of the notification shall include the MAC address of the MAC to which the Association Response frame was sent and the reason for the association failure.

f) “A STA reassociated” (= “successfully”)

The reassociate notification shall be sent when the STA sends an Reassociation Response frame with a status code equal to ‘successful.’ The value of the notification shall include the MAC address of the MAC to which the Reassociation Response frame was sent and the Association ID.

g) “A STA reassociation attempt failed”

The reassociate failed notification shall be sent when the STA sends an Reassociation Response frame with a status code other than ‘successful.’ The value of the notification shall include the MAC address of the MAC to which the Reassociation Response frame was sent and the reason for the reassociation failure.

2 Why are SMT notifications useful ?

Notifications can be used to indicate the occurrence of particular events pertaining to remote radio resource management functions, for example load or admission control or network configuration monitoring. Notification events are mostly “global” in scope and relevant to status in the BSS, meaning they are mostly not time-critical in the sense that an action must be taken as soon as possible or that they must be delivered instantly.

Delivering status information on “which STA associated or disassociated, which STA authenticated or was deauthenticated or could not authenticate” are typical examples of global status information relevant for the BSS to indicate to a remote network management entity an idea of “How many users are currently in the system ?” or “Is there a problem with the security settings ?” or “Does anybody repeatedly attempt to test security ?”.

The main advantage of notifications, i.e. event-triggers is that network traffic for the purpose of managing the network is reduced (i.e. it is preferable to get told when something happened rather than checking every minute).

SMT notification events are not MIB statistics themselves, they correspond more to “inform somebody if something happened”, even if MIB stats like MAC addresses or reason / failure codes are included to gve more details about a particular event.

With the move towards more tightly integrated and managed WLAN deployments and more need to know on “what is currently going on in this or that BSS”, providing more access to standardized measurements or MIB stats is the goal of 11k work. We see the SMT notifications as one means to provide this kind of information.

Related to other MIB extensions under discussion, extensions to the SMT notifications table should be mostly self-contained, i.e. the existing MIB structure already contains an SMT notifications table and primarily changes will consist in adding more elements.

3 Proposed extensions to the SMT notifications table

Pertaining to events occurring on the radio interface, we propose the following set of SMT notifications for inclusion into the 11k draft.

h) “High traffic load in BSS”

The traffic load notification shall be sent when the STA oberves a CCA Busy Fraction higher than a threshold value for longer than a threshold duration TUs. The notification shall include the current CCA Busy Fraction value.

We see CCA Busy Fraction or equivalent measure as primary means to trigger this notification. The triggering threshold should be configurable by SNMP and have a default value. Purpose of this notification is load / admission control.

i) “High service load in BSS”

The service load notification shall be sent when the STA oberves an AP Service Load higher than a threshold value for longer than a threshold duration TUs. The notification shall include the current AP Service Load value.

We see AP Service Load or equivalent measure as primary means to trigger this notification. The triggering threshold should be configurable by SNMP and have a default value. Purpose of this notification is load / admission control.

j) “STA experiences low signal quality”

The low signal quality notification shall be sent when a STA in the BSS perceives an RCPI level lower than a threshold value for longer than a threshold duration TUs. The notification shall include the MACaddress of the station experiencing low signal quality and its RCPI value.

We see for example PSNI or RCPI or both as primary means to trigger this notification (RCPI in this text proposal). The triggering thresholds (level and time duration) should be configurable by SNMP and have default values. Purpose of this notification is network monitoring and roaming.
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Proposed Normative Text:

Annex D

Insert the following into the 802.11 MIB in Annex D, at the end of the section entitled “SMT notification Objects” before the section entitled “MAC Attribute Template”

+ dot11TrafficLoad NOTIFICATION-TYPE

+        OBJECTS { ifIndex, dot11ChannelLoadRprtCcaBusyFraction}

         STATUS current

         DESCRIPTION

                "The traffic load notification shall be sent

                 when the STA observes a CCA Busy Fraction higher than the
                 CCA Busy Fraction Threshold Value for a time period longer than

                 CCA Busy Fraction Threshold Duration TUs. The value of

                 the notification shall include the value of CCA Busy Fraction.
                 ifIndex - Each 802.11 interface is represented by an

                 ifEntry. Interface tables in this MIB module are indexed

                 by ifIndex."

::= { dot11SMTnotification 0 8 }

+ dot11ServiceLoad NOTIFICATION-TYPE

+        OBJECTS { ifIndex, dot11APServiceLoad}

         STATUS current

         DESCRIPTION

                "The service load notification shall be sent

                 when the STA observes a AP Service Load higher than the

                 AP Service Load Threshold Value for a time period longer than

                 AP Service Load Threshold Duration TUs. The value of

                 the notification shall include the value of AP Service Load.

                 ifIndex - Each 802.11 interface is represented by an

                 ifEntry. Interface tables in this MIB module are indexed

                 by ifIndex."

::= { dot11SMTnotification 0 9 }

+ dot11LowSignalLevel NOTIFICATION-TYPE

+        OBJECTS { ifIndex, dot11peerLastReceivedRCPI, dot11LowSignalLevelSTA}

         STATUS current

         DESCRIPTION

                "The Low Signal Level notification shall be sent

                 when a STA in the BSS perceives an RCPI Level lower than
                 RCPI Level Threshold Value for a time period longer than
                 RCPI Level Threshold Duration TUs.

                 The value of the notification shall include the

                 MAC address of the STA perceiving
                 Low Signal Level and the value of its perceived RCPI Level.
                 ifIndex - Each 802.11 interface is represented by an

                 ifEntry. Interface tables in this MIB module are indexed

                 by ifIndex."

::= { dot11SMTnotification 0 10 }

Insert the following into the 802.11 MIB in Annex D, at the end of 11k  Radio Resource Measurement Requests with # replaced by the appropriate element number according to the latest 11k draft:

Dot11RRMRequestEntry ::= SEQUENCE {

(…)

dot11SMTRqstCCABusyFractionThresholdValue

INTEGER,

dot11SMTRqstCCABusyFractionThresholdDuration

INTEGER,

dot11SMTRqstAPServiceLoadThresholdValue


INTEGER,

dot11SMTRqstAPServiceLoadThresholdDuration

INTEGER,

dot11SMTRqstRCPILevelThresholdValue


INTEGER
dot11SMTRqstRCPILevelThresholdDuration


INTEGER}
dot11SMTRqstCCABusyFractionThresholdValue OBJECT-TYPE

SYNTAX INTEGER(0..255)

MAX-ACCESS read-write
STATUS current

DESCRIPTION

"This attribute contains the configured threshold value for
triggering the SMT Traffic Load notification. Units are same as for dot11ChannelLoadRprtCcaBusyFraction. 
The default value of this attribute shall be 255."

::= { dot11RRMRequestEntry +1 }
dot11SMTRqstCCABusyFractionThresholdDuration OBJECT-TYPE

SYNTAX INTEGER(0..65535)

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"This attribute contains the configured duration value for
triggering the SMT Traffic Load notification. Units are TUs.
The default value of this attribute shall be 65535."

::= { dot11RRMRequestEntry +2 }
dot11SMTRqstAPServiceLoadThresholdValue OBJECT-TYPE

SYNTAX INTEGER(0..255)

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"This attribute contains the configured threshold value for

triggering the SMT Service Load notification.  Units are the same as for dot11APServiceLoad.
The default value of this attribute shall be 255."

::= { dot11RRMRequestEntry +3 }
dot11SMTRqstAPServiceLoadThresholdDuration OBJECT-TYPE

SYNTAX INTEGER(0..65535)

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"This attribute contains the configured duration value for

triggering the SMT Service Load notification. Units are TUs.
The default value of this attribute shall be 65535."

::= { dot11RRMRequestEntry +4 }
dot11SMTRqstRCPILevelThresholdValue OBJECT-TYPE

SYNTAX INTEGER(0..255)

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"This attribute contains the configured threshold value for

triggering the SMT Low Signal Level notification.  Units are

the same as for dot11peerLastReceivedRCPI.
The default value of this attribute shall be 255."

::= { dot11RRMRequestEntry +5 }

dot11SMTRqstRCPILevelThresholdDuration OBJECT-TYPE

SYNTAX INTEGER(0..65535)

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"This attribute contains the configured duration value for

triggering the SMT Low Signal Level notification.  Units are TUs.
The default value of this attribute shall be 65535."

::= { dot11RRMRequestEntry +6 }
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