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Abstract

Motions drafted to address Sponsor Ballot Comments on Clauses 3 and 4 of 802.11i draft 7.0.

Clause 3
Comment: Moreton-4
In Clause 3, add the following definition:
RSNA Enabled Equipment: A STA is said to be RSNA Enabled Equipment if it is an RSNA Capable STA and dot11RSNAEnabled set to TRUE.

In Clause 5.9.3.2, page 26, line 28, replace
If a fourth STA comes within range and its SME decides to initiate a security association with the three peers, its Authenticator initiates 4-Way Handshakes with each of the other three STA Supplicants. Similarly, the original three STA Authenticators in the IBSS need to initiate 4-Way Handshakes to the fourth STA Supplicant. A STA learns that a peer STA is RSNA Capable and the peer’s security policy (e.g. whether the AKMP is PSK or IEEE 802.1X authentication) from the Beacon or Probe Response. The initiation may start for a number of reasons:

With:
If a fourth STA comes within range and its SME decides to initiate a security association with the three peers, its Authenticator initiates 4-Way Handshakes with each of the other three STA Supplicants. Similarly, the original three STA Authenticators in the IBSS need to initiate 4-Way Handshakes to the fourth STA Supplicant. A STA learns that a peer STA is RSNA Enabled and the peer’s security policy (e.g. whether the AKMP is PSK or IEEE 802.1X authentication) from the Beacon or Probe Response. The initiation may start for a number of reasons:

In Clause 5.9.3.3, page 27, line 17, replace

When IEEE 802.1X authentication is used, each STA will need to include an IEEE 802.1X Authenticator and Authentication Server. A simple example of this is when EAP-TLS is used and the Authentication Server is validating the certificate passed in EAP-TLS. A STA learns that a peer STA is RSNA Capable and the peer’s security policy (e.g. whether the AKMP is PSK or IEEE 802.1X authentication) from the Beacon or Probe Response.
With:
When IEEE 802.1X authentication is used, each STA will need to include an IEEE 802.1X Authenticator and Authentication Server. A simple example of this is when EAP-TLS is used and the Authentication Server is validating the certificate passed in EAP-TLS. A STA learns that a peer STA is RSNA Enabled and the peer’s security policy (e.g. whether the AKMP is PSK or IEEE 802.1X authentication) from the Beacon or Probe Response.

In Clause 8.1.2, page 39, line 28, replace

RSNA Capable Equipment can create RSNAs. When dor11RSNAEnabled is true, RSNA capable equipment shall include the RSN IE in its Beacons, Probe Responses, (Re)Association Requests, and in the second and third messages of the 4-Way Handshake. Pre-RSNA Equipment is not capable of creating RSNAs.

With:
RSNA Capable Equipment can create RSNAs. When dor11RSNAEnabled is true, RSNA Capable Equipment is said to be RSNA Enabled and shall include the RSN IE in its Beacons, Probe Responses, (Re)Association Requests, and in the second and third messages of the 4-Way Handshake. Pre-RSNA Equipment is not capable of creating RSNAs.

In Clause 8.4.10.1, page 85, line 22, replace bullet 2:
2.
If the STA is RSNA Capable and has joined an IBSS, the SME shall execute the authentication procedure as described in Clause 11.3.1.
With:
2.
If the STA is RSNA Enabled and has joined an IBSS, the SME shall execute the authentication procedure as described in Clause 11.3.1.

In Clause 8.4.10.1, page 85, line 24, replace bullet 3:

3.
If the STA is RSNA Capable and has joined an ESS, the SME shall execute the deauthentication procedures as described in Clause 11.3.3 except when the RSN security association is initiated to when MLME-SETPROTECTION.request primitive has been invoked.

With:
3.
If the STA is RSNA Enabled and has joined an ESS, the SME shall execute the deauthentication procedures as described in Clause 11.3.3 except when the RSN security association is initiated to when MLME-SETPROTECTION.request primitive has been invoked.

In Clause 11.3.2, page135, line 6, replace:

In an IBSS, authentication is optional if the STA is not RSNA Capable.
An RSNA Capable STA in an IBSS shall carry out the following procedure whenever it receives a frame whose BSSID is that of the IBSS to which the STA is joined, and which is from a STA for which the state variable is set to State 1.  This procedure must be carried out even if Beacon frames received from the IBSS do not contain an RSN IE.  Even if the sender of the Beacon is not RSNA Capable, other STAs in the IBSS may be RSNA Capable.

a)
The received frame shall then be processed as normal.  Note that in an RSNA Capable STA the only protocol stack attached to LLC for this address will be IEEE 802.1X, so frames of other types will eventually be discarded.

With:
In an IBSS, authentication is optional if the STA is not RSNA Enabled.

An RSNA Enabled STA in an IBSS shall carry out the following procedure whenever it receives a frame whose BSSID is that of the IBSS to which the STA is joined, and which is from a STA for which the state variable is set to State 1.  This procedure must be carried out even if Beacon frames received from the IBSS do not contain an RSN IE.  Even if the sender of the Beacon is not RSNA Enabled, other STAs in the IBSS may be RSNA Enabled.

a)
The received frame shall then be processed as normal.  Note that in an RSNA Enabled STA the only protocol stack attached to LLC for this address will be IEEE 802.1X, so frames of other types will eventually be discarded.
Comment: Moreton-109

In Clause 3, change the definition of RSNA Capable from:

RSNA Capable Equipment: A STA is said to be RSNA Capable Equipment if it is able to create Robust Security Network Associations. Such a device may actually use pre-Robust Security Network Associations because of configuration.

To:
RSNA Capable Equipment: A STA is said to be RSNA Capable Equipment if it is able to create Robust Security Network Associations. Such a device may actually use pre-Robust Security Network Associations because of configuration.  Note that RSNA Capable does not imply full compliance with the RSNA PICS.  A legacy device that has been upgraded to support TKIP can be RSNA capable, but will not be compliant with the PICS if it does not also support CCMP.
Comment: Moskowitz-2

In Clause 3, change the definition of AAA Key from:

AAA Key: Key Information that is jointly negotiated between the Supplicant and the Authentication Server. This Key Information is transported via a secure channel from the Authentication Server to the Authenticator. The PMK is a piece of the AAA Key.

To:
AAA Key: Key Information that is jointly negotiated between the Supplicant and the Authentication Server. This Key Information is transported via a secure channel from the Authentication Server to the Authenticator. The PMK may be derived from the AAA Key.

Comment: Chaplin-2

In Clause 3, change the definition of Group Master Key from:

Group Master Key (GMK): The key that is used as one of the inputs to the Pseudo-Random Function to derive the Group Transient Key.

To:
Group Master Key (GMK): The key that may be used to derive the Group Transient Key.

In Clause 3, change the definition of Group Transient Key from:

Group Transient Key (GTK): A random value, assigned by the broadcast/multicast source, which is used to protect broadcast/multicast MPDUs from that source.

To:
Group Transient Key (GTK): A random value, assigned by the broadcast/multicast source, which is used to protect broadcast/multicast MPDUs from that source.  The GTK may be derived from the Group Master Key.
Comment: Jeffree-1

Note: The text suggested for referencing definitions in 802.1X was adopted.  Note that not all 802.1X related terms listed in Clause 3 of this draft have corresponding definitions in 802.1X (e.g. Controlled Port) and thus those definitions were not modified.

In Clause 3, change the following definitions:

Authentication Server (AS) from:

Authentication Server (AS): See the IEEE 802.1X specification for a definition of this concept.

To:
Authentication Server (AS): The definition of this term is to be found in IEEE 802.1X.
Authenticator from:

Authenticator: See the IEEE 802.1X specification for a definition of this concept.

To:
Authenticator: The definition of this term is to be found in IEEE 802.1X.

Supplicant from:

Supplicant: See the IEEE 802.1X specification for a definition of this concept.

To:
Supplicant: The definition of this term is to be found in IEEE 802.1X.

Clause 4

Comment: Moreton-55

In Clause 4, change the acronym for PAE from:

PAE

Port Access Entity 

To:
PAE

Port Access Entity (IEEE 802.1X)
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