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Replace Figure 10 in clause 7.3.2.9.3 with:
                       B0              B1         B2             B3      B4                B5      B6                            B15
	Pre-Auth
	No Pairwise
	PTKSA Replay Counter
	GTKSA Replay Counter
	Reserved


Replace list item 3 in clause 7.3.4.9.3 

3 Replay Counter
A STA or AP sets the Number of Replay Counters subfield (Bits 2 and 3) of the RSN Capability Information field to the value contained in dot11RSNAConfigNumberofReplayCounters. The least significant bit of dot11RSNAConfigNumberofReplayCounters is put in bit 2. See Clauses 8.3.2.3.4 and 8.3.3.4.3. The meaning of the Number of Replay Counters is defined in Table 4.

with:

3 PTKSA Replay Counter

A STA or AP sets the Number of PTKSA Replay Counters subfield (Bits 2 and 3) of the RSN Capability Information field to the value contained in dot11RSNAConfigNumberofPTKSAReplayCounters. The least significant bit of dot11RSNAConfigNumberofPTKSAReplayCounters is put in bit 2. See Clauses 8.3.2.3.4 and 8.3.3.4.3. The meaning of the Number of Replay Counters is defined in Table 4.

Insert the following after Table 4 in clause 7.3.4.9.3

4 GTKSA Replay Counter

A STA sets the Number of GTKSA Replay Counters subfield (Bits 4 and 5) of the RSN Capability Information field to the value contained in dot11RSNAConfigNumberofGTKSAReplayCounters. The least significant bit of dot11RSNAConfigNumberofGTKSAReplayCounters is put in bit 4. See Clauses 8.3.2.3.4 and 8.3.3.4.3. The meaning of the Number of Replay Counters is defined in Table 4.

Replace list item 4 in clause 7.3.4.9.3

4 Reserved

with:

5 Reserved
Replace Table 4 in clause 7.3.4.9.3 with:

Table 4—Number of PTKSA/GTKSA Replay Counters Usage

	Number of Replay Counters value
	Meaning

	0
	1 replay counter per PTKSA/GTKSA

	1
	2 replay counters per PTKSA/GTKSA

	2
	4 replay counters per PTKSA/GTKSA

	3
	16 replay counters per PTKSA/GTKSA


Replace list item 2 in clause 8.3.2.3.4

Each TSC (48 bit counter) shall be selected from a single pool by each transmitter for each temporal key—i.e., each transmitter has its own unique TSC for each directional temporal key established.

with:
Each transmitter shall maintain a single TSC (48 bit counter) for each PTKSA and each GTKSA.
Replace the first sentence of list item 5 in clause 8.3.2.3.4
A receiver shall maintain a separate set of TKIP TSC replay counters for each MAC address from which it has received TKIP traffic.
with:

A receiver shall maintain a separate set of TKIP TSC replay counters for each PTKSA and each GTKSA.

Replace the first sentence of list item 7 of clause 8.3.2.3.4

The recipient shall maintain a separate replay counter for each IEEE 802.11 MSDU priority, and shall use the TSC recovered from a received frame to detect replayed frames, subject to the limitations on the number of replay counters supported, as advertised in the RSN Capability Information Field, as described in Clause 7.3.2. 

with:

For each PTKSA and GTKSA, the receiver shall maintain a separate replay counter for each IEEE 802.11 MSDU priority, and shall use the TSC recovered from a received frame to detect replayed frames, subject to the limitations on the number of replay counters supported, as advertised in the RSN Capability Information Field, as described in Clause 7.3.2. 

Replace list item 2 of clause 8.3.3.4.3

The PN (a 48-bit counter) shall be selected from a single pool by each transmitter for each temporal key (TK).

with:

Each transmitter shall maintain a single PN (a 48-bit counter) for each PTKSA and each GTKSA.

Replace the first sentence of list item 4 in clause 8.3.3.4.3

A receiver shall maintain a separate set of PN replay counters for each MAC address from which it receives CCMP traffic.

with:

A receiver shall maintain a separate set of PN replay counters for each PTKSA and GTKSA.

Add the following text in clause 8.3.3.4.3 as list item 5 with:

For each PTKSA and GTKSA, the recipient shall maintain a separate replay counter for each IEEE 802.11 MSDU priority, and shall use the PN recovered from a received frame to detect replayed frames, subject to the limitation of the number of supported replay counters indicated in the RSN IE Capabilities Field (see Clause 7.3.2.9). A replayed frame occurs when the PN extracted from a received frame is less that or equal to the current replay counter value for the frame’s MSDU priority. A transmitter shall not use IEEE 802.11 MSDU priorities without ensuring that the receiver supports the required number of replay counters. The separate replay counters per MSDU priority accommodates frames that may be delayed due to MSDU priority.

Make the last paragraph of clause 8.3.3.4.3 list item 6

Replace in each case:

dot11RSNAConfigNumberofReplayCounters

with:

dot11RSNAConfigNumberofPTKSAReplayCounters

Replace definition of dot11RSNAConfigNumberofReplayCounters with:

dot11RSNAConfigNumberOfPTKSAReplayCounters OBJECT-TYPE

SYNTAX INTEGER

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Specifies the number of PTKSA replay counters per association: 

0 –> 1 replay counter, 

1 –> 2 replay counters, 

2 –> 4 replay counters,

3 –> 16 replay counters"

::= { dot11RSNAConfigEntry 20 }

Add the following MIB variable:

dot11RSNAConfigNumberOfGTKSAReplayCounters OBJECT-TYPE

SYNTAX INTEGER

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Specifies the number of GTKSA replay counters per association: 

0 –> 1 replay counter, 

1 –> 2 replay counters, 

2 –> 4 replay counters,

3 –> 16 replay counters"

::= { dot11RSNAConfigEntry 29 }

Add dot11RSNAConfigNumberofGTKSAReplayCounters to dot11RSNAadditions OBJECT-GROUP

Add dot11RSNAConfigNumberofGTKSAReplayCounters to dot11RSNAConfigEntry

Add dot11RSNAConfigNumberofGTKSAReplayCounters to dot11RSNBase OBJECT-GROUP
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