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Abstract

Section 8.3.3.3 updated to include comment resolutions.  Updates made to 
802_11i-D7.1.

8.3.3 The Counter-Mode/CBC-MAC protocol (CCMP)

This clause specifies the Counter-Mode/CBC-MAC Protocol (CCMP), which provides confidentiality, authentication, integrity, and replay protection. CCMP is mandatory for RSN compliance.

8.3.3.1 CCMP overview

CCMP is based on the CCM mode of operation of the AES encryption algorithm. The CCM mode combines Counter Mode (CTR) for confidentiality and Cipher Block Chaining Message Authentication Code (CBC-MAC) for authentication and integrity. CCM protects the integrity of both the MPDU data field and selected portions of the IEEE 802.11 MPDU header.

The Advanced Encryption Algorithm (AES) algorithm is defined in FIPS PUB 197. All AES processing used within CCMP uses AES with a 128 bit key and a 128 bit block size.

The CCM mode is defined in RFC 3610.  CCM is a generic mode that can be used with any block-oriented encryption algorithm. CCM has two parameters (M and L), and CCMP uses the following values for the CCM parameters:

· M = 8; indicating that the MIC is 8 octets.

· L = 2; indicating that the length field is 2 octets, which is sufficient to hold the length of the largest possible IEEE 802.11 MPDU, expressed in octets.

CCM requires a fresh Temporal Key (TK) for every session. CCM also requires a unique nonce value for each frame protected by a given TK, and CCMP uses a 48-bit frame number (PN) for this purpose. Reuse of a frame number (PN) with the same TK voids all security guarantees. 

Annex I provides a reference implementation and test vectors for CCM mode.

8.3.3.2 CCMP MPDU format

Figure 25 depicts the MPDU when using CCMP.
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Figure 25—Expanded CCMP MPDU

CCMP processing expands the original MPDU size by 16 octets, 8 octets for the CCMP Header and 8 octets for the Message Integrity Code (MIC). The CCMP Header is constructed from the PN, ExtIV and Key ID fields. PN is a 48-bit frame number represented as an array of 6 octets. PN5 is the most significant octet of the PN and PN0 is the least significant. Note that CCMP does not use the WEP ICV.

The ExtIV field, bit 5, of the Key ID octet signals that the CCMP Header extends the MPDU header by a total of 8 octets, compared to the 4 octets added to the MPDU header when WEP is used. The ExtIV bit (bit 5) is always set to 1 for CCMP.
Bit 6 and bit 7 of the Key ID octet are for the Key ID.

The reserved bits are  be set to zero (0) and are be ignored on reception.

8.3.3.3 CCMP encapsulation

The CCMP encapsulation process is depicted in Figure 26. CCMP encrypts the payload of a plaintext MPDU and encapsulates the resulting cipher text using the following steps:
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Figure 26—CCMP encapsulation block diagram

1. Increment the Frame Number (PN), to obtain a fresh PN for each MPDU, such that the Frame Number never repeat for the same Temporal Key (TK). Note that retransmitted MPDUs are not modified on retransmission.

2. The fields in the MPDU header are used to construct the Additional Authentication Data (AAD) for the CCM mode. The CCM algorithm provides integrity protection for the fields included in the AAD. MPDU header fields that may change when retransmitted are muted by being masked to 0 when calculating the AAD.

3. Construct the CCM Nonce block from the PN, A2 and the Priority of the MPDU where A2 is MPDU Address 2. The Priority is a reserved value set to zero.
4. Place the new PN and the Key ID into the 8-octet CCMP header.

5. CCM originator processing uses the Temporal Key (TK), AAD, Nonce and MPDU data to form the cipher text and MIC.

6. The Encrypted MPDU is formed by combining the original MPDU header, the CCMP header, the encrypted Data and MIC, as described in Clause 8.3.3.2.

The CCM reference describes the processing of the Key, Nonce, AAD and Data to produce the encrypted output. The following clauses describe the details of the creation of the AAD and Nonce from the MPDU and the associated MPDU-specific processing.

8.3.3.3.1 PN Processing

The PN is incremented by a positive number for each MPDU. The PN shall never repeat for a series of encrypted MPDUs using the same Temporal Key (TK).

8.3.3.3.2 Construct AAD

The AAD is constructed from the MPDU Header. The AAD does not include the header Duration field, because the Duration field value can change due to normal IEEE 802.11 operation (e.g. a rate change during retransmission). For similar reasons, several sub-fields in the Frame Control field are masked to zero. AAD construction is performed as follows:

· FC – MPDU Frame Control field, with:

· Subtype (b4 b5 b6) bits masked to zero;

· Retry bit (b11) masked to zero;

· PwrMgt bit (bit 12) masked to zero;

· MoreData bit (bit 13) masked to zero; and

· The Protected Frame bit (bit 14) shall always be set to one.

· A1 – MPDU Address 1.

· A2 – MPDU Address 2.

· A3 – MPDU Address 3.

· SC – MPDU Sequence Control field, with the sequence number field (bits 4-15 of the Sequence Control field) masked to zero. The Fragment Number bits are not modified.

· A4 – MPDU Address, if present in the MPDU.

· 
The format of the AAD is shown in Figure 27. The length of the AAD is 22 octets when there is no A4 field and 28 octets long when the MPDU includes A4..
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Figure 27—AAD Construction

8.3.3.3.3 Construct CCM Nonce

The Nonce field occupies 13 octets, and its structure is shown in Figure 28.
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Figure 28—Nonce Construction

The Nonce has an internal structure of:  Priority Octet || A2 || PN (“||” is concatenation), where

· This Priority octet shall be 0 and reserved for future use with IEEE 802.11 frame prioritization. 
· MPDU address A2 occupies octets 1 through 6. This shall be encoded with the octets ordered with A2 octet 0 at octet index 1 and A2 octet 5 at octet index 6.

· The PN occupies octets 7 through 12. The octets of PN shall be ordered such that PN0 is at octet index 12 and PN5 is at octet index 7.

8.3.3.3.4 Construct CCMP header

The format of the 8-octet CCMP header is given in Clause 8.3.3.2. The header encodes the PN, Key ID and ExtIV values used to encrypt the MPDU.

8.3.3.3.5 CCM originator processing

CCM is a generic authenticate-and-encrypt block cipher mode, and in this specification, CCM is used with the AES block cipher. 

There are four inputs to CCM originator processing:

· Key; the key used for CCMP is the TK (16 octets).

· Nonce; the Nonce is 13 octets, and it is constructed as described in Clause 8.3.3.3.3.

· Frame body; the frame body of the MPDU (9 to 2296 octets; 2296 = 2312 - 8 MIC octets - 8 CCMP header octets ).
· AAD; additional authenticated data (AAD) (22 to 30 octets) that is constructed from the MPDU header as described in Clause 8.3.3.3.2.

The CCM originator processing provides authentication and integrity of the frame body and the AAD as well as confidentiality of the frame body. The output from the CCM originator processing consists of the encrypted data and 8 additional octets of encrypted MIC (see Figure 25).

8.3.3.4 CCMP decapsulation

Figure 29 depicts the CCMP decapsulation process. CCMP decrypts the payload of a cipher text MPDU and decapsulates a plaintext MPDU using the following steps:
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Figure 29—CCMP decapsulation block diagram

1. The encrypted MPDU is parsed to construct the AAD and Nonce values.

2. The AAD is formed from the MPDU header of the encrypted MPDU.

3. The Nonce value is constructed from A2, the PN, and Priority Octet (reserved and set to zero).
4. The MIC is extracted for use in the CCM integrity checking.

5. The CCM recipient processing uses the Temporal Key (TK), AAD, Nonce, MIC and MPDU cipher text data to recover the MPDU plaintext data as well as check the integrity of the AAD and MPDU plaintext data. 

6. The received MPDU Header and the MPDU plaintext data from the CCM recipient processing may be concatenated to form a plaintext MPDU.

7. The decryption processing prevents replay of MPDUs by validating that the PN in the MPDU is greater than the replay counter maintained for the session.

The following clauses describe the details of this processing.

8.3.3.4.1 CCM recipient processing

CCM recipient processing must use the same parameters as CCM originator processing. 

There are four inputs to CCM recipient processing:

· Key; the key used for CCMP is the TK (16 octets).

· Nonce; the Nonce is 13 octets, and it is constructed as described in Clause 8.3.3.3.3.

· Encrypted frame body; the encrypted frame body from the received MPDU. The encrypted frame body includes an 8-octet MIC (1-2312 octets).
· AAD; additional authenticated data (AAD) (22 to 30 octets) is the canonical MPDU header as described in Clause 8.3.3.3.2.

The CCM recipient processing checks the authentication and integrity of the frame body and the AAD as well as decrypting the frame body. The plaintext is returned only if the MIC check is successful.

There is one output from error-free CCM recipient processing:

· Frame body; the plaintext frame body, which is eight octets smaller than the encrypted frame body.

8.3.3.4.2 Decrypted CCMP MPDU

The decapsulation process succeeds when the calculated MIC matches the MIC value obtained from decrypting the received encrypted MPDU. The original MPDU Header is concatenated with the plaintext data resulting from the successful CCM recipient processing to create the plaintext MPDU.

8.3.3.4.3 PN and replay detection

To effect replay detection, the receiver extracts the PN from the CCMP Header; Clause 8.3.3.2 describes how the PN is encoded in the CCMP Header. The following processing rules are used to detect replay:

1. The Frame Number (PN) values sequentially number each MPDU.

2. The PN (a 48-bit counter) shall be selected from a single pool by each transmitter for each Temporal Key (TK).

3. The PN shall be implemented as a 48-bit monotonically incrementing non-negative integer, initialized to one when the corresponding TK is initialized or refreshed.

4. A receiver shall maintain a separate set of PN replay counters for each MAC address from which it receives CCMP traffic. The receiver initializes these replay counters to zero whenever it resets the TK for a peer. The replay counter is set to the PN value of accepted CCMP MPDUs.

The receiver shall discard MSDUs whose constituent MPDU PN values are not sequential. A receiver shall discard any MPDU that is received with its PN less than or equal to the replay counter and shall increment the value of dot11RSNAStatsCCMPReplays for this key.

8.3.3.5 CCMP processing with QC (Informative)

The CCMP processing protects fields in the MPDU header. This clause describes the additional processing requirements for CCMP when the MPDU contains the QoS Control (QC) field.
8.3.3.5.1 AAD COnstructio with QC
The format of the AAD when the QC field is used is shown in Figure 29. The length of the AAD is 24 octets long when the MPDU includes QC but not A4 and 30 octets long when the MPDU includes both A4 and QC.
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Figure 29—AAD Construction with QC
The calculation of the AAD is as described in 8.3.3.3.2 with the addition that the QC field is now included in the AAD.  Only the QC TID is used in the aad and the remaining QC fields are set to zero for the AAD calculation (bits 4 to 15 are set to zero)
· QC – The Quality of Service Control, if present, a two-octet field that includes the MSDU priority; this field is reserved for future use.
8.3.3.5.2 CCM Nonce with Priority Octet
The CCMP Priority must be set to the value of the the QC TID field when the QC field is available in the header.  The priority is set from bits 0 to 3 of the QC field. The priority bits 4, 5, 6 and 7 are reserved, and they are always set to zero. The Priority Octet is reserved for IEEE 802.11 frame prioritization and sets to the fixed value 0 (0x00) when there is no QC field. 

8.3.3.5.3 Replay detection with QoS

The recipient maintains a separate replay counter for each IEEE 802.11 MSDU priority, and uses the PN recovered from a received frame to detect replayed frames, subject to the limitation of the number of supported replay counters indicated in the RSN IE Capabilities Field (see Clause 7.3.2.9). A replayed frame occurs when the PN extracted from a received frame is less that or equal to the current replay counter value for the frame’s MSDU priority. A transmitter does not use IEEE 802.11 MSDU priorities without ensuring that the receiver supports the required number of replay counters. The separate replay counters per MSDU priority accommodates frames that may be delayed due to MSDU priority.
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