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Abstract

This document contains comment resolution proposals for 802.11i Sponsor Ballot. Contributors to this document are Clint Chaplin, Fred Haisch, Mike Moreton, Henry Ptasinski, Fred Stivers, Dorothy Stanley.

Comment 120: Accept

Clause 8.4.10.1

Change “lose” to “loses” in:

In an RSNA, STAs generally transfer only protected data MPDUs. If a STA loses key state synchronization, in order to recover,

And Change

List item 3 from

If the STA is RSNA Capable and has joined an ESS, the SME shall execute the deauthentication procedures as described in Clause 11.3.3 except when the RSN security association is initiated to when MLME-SETPROTECTION.request primitive has been invoked.

To

If the STA is RSNA Capable and has joined an ESS, the SME shall execute the deauthentication procedures as described in Clause 11.3.3. However, if the STA has initiated the RSN security association, but not yet invoked the MLME-SETPROTECTION.request primitive, then no additional action is required.
Comment 198: Accept

Delete the following informative note in clause 8.4.1.1

Informative Note: The Supplicant typically does not have a lifetime for this security association. In this case zero is used to represent no timeout.
Comment 199: Accept

Clause 8.4.6.1 Third paragraph

Change "MAC address is the BSSID" to "MAC address shall be the BSSID"
Comment 215, 519: Accept

Clause 8.4.10.1

Change

STAs receive IEEE 802.1X messages in unprotected data MPDUs destined for the IEEE 802.1X Authenticator’s Uncontrolled Port when the STA does not have a PTK available, configured and MLME-SETPROTECTION.request primitive has not been called.

To

STAs receive IEEE 802.1X messages in unprotected data MPDUs destined for the IEEE 802.1X Authenticator’s Uncontrolled Port when the MLME-SETPROTECTION.request primitive has not been called.
Comment: 248

Clause 8.4.9

Change

A STA’s IEEE 802.1X implementation shall check that the Group cipher suite and AKMP (See Clause 8.4.4) matches that in Beacons and Probe Responses received for the IBSS and for the STA not to set up a security association with any STAs with an inconsistent security policy. The Beacons and Probe Responses of the various STAs within an IBSS are required to reflect a consistent security policy, as the Beacon initiation rotates among the STAs. The methods used to achieve reconciliation of these policy issues across multiple STAs are outside the scope of this standard.

To
A STA joining an IBSS is required to adopt the security configuration of the IBSS, which includes the Group cipher suite, unicast cipher suite and AKMP (See Clause 8.4.4). The STA shall not set up a security association with any STA having a different security configuration. The Beacons and Probe Responses of the various STAs within an IBSS must reflect a consistent security policy, as the Beacon initiation rotates among the STAs. 

Comment 196: Accept

Clause 8.4.5, First paragraph

Remove the following two sentences

It is expected that most other protocol exchanges will make use of the IEEE 802.1X Controlled Ports. However, a given protocol may need to bypass the authorization function and make use of the IEEE 802.1X Uncontrolled Port.
Comment 197: Accept

Clause 8.4.6 First paragraph

Change 

When IEEE 802.1X authentication is an authentication option, an RSNA-capable STA shall use IEEE 802.11 Open System authentication prior to (re)association.

To

When establishing an RSNA, a STA shall use IEEE 802.11 Open System authentication prior to (re)association.
Comment 198; Accept – No – Reject; STA must know via some means that AP can support pre-auth

Clause 8.4.6.1, first paragraph

Delete the following sentence

Pre-authentication shall not be used unless both the old and new APs have advertised the pre-authentication capability in the RSN IE.
Comment 203

Clause 8.4.10.1
Change from: (deleting the subsection heading and first sentence)

8.4.10.1 Illegal data transfer

In an RSNA, STAs generally transfer only protected data MPDUs. If a STA lose key state synchronization, in order to recover, the following rules apply:

To

If a STA loses key state synchronization, in order to recover, the following rules apply:
Comment 395: Accept

Clause 8.4.10.1

Delete the following sentences:

IEEE 802.1X messages except for Pre-authentication messages, are never forwarded to or from the DS. Pre-authentication messages shall not be accepted by the IEEE 802.1X Uncontrolled Port, i.e. they shall only be forwarded to and from the DS when protected.

Informative Note: STAs may optionally receive frames other than IEEE 802.1X messages in unprotected data MPDUs destined for the IEEE 802.1X Authenticator’s Uncontrolled Port at any time, with the caveat that any protocol utilizing this mechanism should provide cryptographic data protection mechanisms, suitable for the intended application or usage, within the protocol itself. These frames are never forwarded to or from the DS, but terminate at an application level service, such as a captive portal, on the AP. This usage is outside the scope of this standard.
Comment 378, 416; Accept

Clause 8.4.1.1

Add the following to the list of elements in the PMKSA:

· AKMP

Clause 8.4.6.2

Change

The PMKSA cannot be changed while cached e.g. the Pairwise cipher, Group cipher, AKMP and authorization parameters cannot be changed.

To:

The PMKSA cannot be changed while cached.
Comment 412:Accept

Clause 8.4.1.1, end of second paragraph

Change the sentence: "An RSN STA has 4 security associations" to "There are four types of  security associations supported by an RSN STA:"  

Comment 413: Reject

While we believe the trusted AP MAC address could be part of the STAKeySA, in practice, it is never used as, the STAKeySA cannot be modified. Any new STAKeySA between an initiator and the peer replaces the existing STAKeySA.

Clause 8.4.1.1, STAKeySA – add sentence:

Change

There shall be only one STAKeySA with the same Initiator and Peer MAC addresses.

To

There shall be only one STAKeySA with the same Initiator and Peer MAC addresses. Creation of a new STAKeySA with the same Initiator and Peer MAC addresses will cause deletion of the existing STAKeySA.
Comment 357:Reject

Open System Authentication is used to maintain backward compatibility with the 802.11 state machine and to recover from loss of key synchronization.

Comment 358: Accept

Clause 8.4.1.2, first informative note in list item 3

Change

The IEEE 802.1X Controlled Port returns to the unauthorized state and blocks all Data frames upon completion of an MLME-DELETEKEYS.request primitive.

To

The IEEE 802.1X Controlled Port returns to the unauthorized state and blocks all Data frames before invocation of an MLME-DELETEKEYS.request primitive.
Comment 359:Accept

Clause 8.4.1.2, second set of list items, in second bullet

Change

The Authenticator shall perform another IEEE 802.1X authentication if it does not have a cached PMKSA for at least one of the supplied PMKIDs.

To

If none of the cached PMKSAs match any of the supplied PMKIDs, the Authenticator shall perform another IEEE 802.1X Authentication. 
Comment 360: Accept

Clause 8.4.1.2, second to the last paragraph

Change

The life cycle of a security association is different in an IBSS. When an IBSS STA’s SME wants to setup a security association with a peer STA, it must first obtain the peer’s security policy using Probe Request if necessary. It then creates an IEEE 802.1X Supplicant and Authenticator port for the peer. When IEEE 802.1X authentication is not used, a STA’s Supplicant sets the IEEE 802.1X authSuccess and portValid variables to TRUE so the 4-Way Handshake of Clause 8.5 (using Pre-Shared Key (PSK)) is used with each IBSS peer STA it encounters.

To

In an IBSS, when a STA’s SME establishes a security association with a peer STA, it creates both an IEEE 802.1X Supplicant and Authenticator for the peer. 
Comment 362:Accept

Clause 8.4.1.2

Change the two informative notes at the end of the section from

Informative Note: A STA can receive IEEE 802.1X messages from a previously unknown MAC address. Membership in the IBSS is determined by the peer STA’s knowledge of the correct PSK.

Informative Note: Any STA within an IBSS may decline to form a security association with a STA joining the IBSS. An attempt to form a security association may also fail because, e.g., the peer uses a different Pre-Shared Key from that which the STA expects.

To

A STA can receive IEEE 802.1X messages from a previously unknown MAC address. 

Any STA within an IBSS may decline to form a security association with a STA joining the IBSS. An attempt to form a security association may also fail because, e.g., the peer uses a different Pre-Shared Key from that which the STA expects.
Comment 414,415:Accept

Clause 8.4.1.2

Remove the following informational note from the beginning of the clause

Reason: The standard text should not discuss the perils of non-normative behavior.

Informative note: Implementations of IEEE 802.11 that conceal the SSID are non-conformant to the IEEE 802.11 specification. Without advertisements, if the AP is indeed authorized, the STA on average must present half its credentials before locating a correct one at initial contact. It may be difficult to distinguish the presentation of multiple credentials from a dictionary attack. Also, the IEEE 802.1X AS may have more than one set of credentials that will authenticate it to the mobile STA, each associated with a different SSID, and the mobile STA may therefore select one that is sub optimal for its needs.
Comment 486:Accept

Clause 8.4.1.2, first list item of the second list

Change 

(Re)Associating followed by IEEE 802.1X authentication

to

(Re)Associating followed by IEEE 802.1X or PSK authentication
Comment 594:Accept

Clause 8.1.4, list item 7

Change

The STA’s Supplicant and the AS generate a different fresh common key for each <STA, AP> pair, and a different key for each session between the pair. This assumption is fundamental, as reuse of any symmetric key would enable compromise of all the data protected by that key.

To

The STA’s Supplicant and the AS generate a different fresh common PMK for each <STA, AP> pair. The STA’s Supplicant and the  Authenticator generate a different, fresh PTK for each session between the pair. This assumption is fundamental, as reuse of any PTK would enable compromise of all the data protected by that key.

And, Clause  8.4.6.2, 

Change

The PMK in the PMKSA can be used with the 4-Way Handshake to establish new PTKs.

To

The PMK in the PMKSA is used with the 4-Way Handshake to establish fresh PTKs.

Note: All of the above comments have been voted on (January Vancouver Plenary)
------------------------------------------------------Second set------------------------------------------------------------------------------

Comment 363: Accept
Clause 8.4.2, last bullet item, clarify

Change sentence in last bullet from

A STA shall ignore suite selectors which contain unrecognized OUI values.

To

A STA shall ignore suite selectors that it does not recognise.
Comment 364: Accept

Clause 8.4.2, last sentence

-The content of the sentence does not match the topic of the section. 

Secondly, the content of the sentence addresses 4-way handshake processing, discussed

In Clause 8.4.9. But we don’t see value in the content of the sentence to support moving and keeping it.

Delete the last sentence:

If a STA in an IBSS receives the first message of a 4-Way Handshake using the IBSS BSSID as A3, the STA’s Supplicant may respond.

Comment 365: Accept

Comment: The requirement to not associate with pre-RSNA equipment is not derived from configuration as described by the informative note, but is derived from the definition of an RSN.

Clause 8.4.3, First informative note

Delete the first informative note:

Informative Note: This can be enforced by configuring the AP to use only RSNA cipher and AKM suites, i.e., by disabling WEP and pre-RSNA IEEE 802.1X Key Management.

Comment 366 

Clause 8.4.3, last sentence – add detail.

Change from

In order to accommodate local security policy, a STA may choose not to associate with an AP that does not support any pairwise key cipher suites.

To

In order to accommodate local security policy, a STA may choose not to associate with an AP that does not support any pairwise key cipher suites. An AP indicates that does not support any pairwise keys by advertising "Use Group Key" as the Pairwise Key Cipher Suite Selector.
Comment 618, Clause 8.4.3, last sentence of third paragraph

Current sentence prevents TKIP-only usage; TKIP only network is an RSN, not a TSN.

Delete the last sentence

“It is invalid in an RSN to specify “Use Group Key” as the Pairwise cipher.”

And make the following changes in clause 7.3.2.9.1

Change the two informative notes from

Informative Note: If CCMP is enabled, then the AP will support pairwise keys and thus the suite selector XX-XX-XX-0 “Use Group Key cipher suite” is not a valid option
. 

Informative Note: The “Use Group Key cipher suite” (selector XX-XX-XX-0) is intended for use only by STAs that have been upgraded to RSNA.

To

 If CCMP is enabled, then the AP shall support pairwise keys and thus the suite selector XX-XX-XX-0 “Use Group Key cipher suite” is not a valid option
.  It is only valid to specify “use group key” as the pairwise cipher suite when the group key cipher suite is TKIP.

Informative Note: The “Use Group Key cipher suite” (selector XX-XX-XX-0) is intended for use only by STAs that have been upgraded to RSNA.

Comment 619: Clause 8.4.3

Commenter wanted to synch text here and in 8.5.2 4-Way message 3 – second pargraph. 8.4.3 describes policy for the security association, 8.5.2 the specific behavior, including ade-authentication. Don’t need to include toinclude detailed behavior here.

Change

If the second RSN IE is supplied in Message 3 then the pairwise key cipher suite used by the security association shall be the Pairwise cipher from the second RSN IE.

To

If the second RSN IE is supplied in Message 3 then the pairwise key cipher suite used by the security association (if established) shall be the Pairwise cipher from the second RSN IE.

Comment 250 – Accept

The security warning is already in Clause 8.2; non RSNA methods are deprecated. No changes needed.

Comment 340 - Accept

Asked to clarify that WEP-40 and WEP-104 are the group ciphers to be used. Agreed that first

Sentence isn’t needed, already clear that WEP is used as the group cipher.

Clause 8.4.3.1

Delete the following paragraph

Since each Group Key cipher suite requires a different transmit address, an AP cannot support multiple Group Key cipher suites simultaneously. In particular, a TSN must use the cipher suite supported by the least capable STA it admits as the group key cipher suite.

Comment 341

802.1X is not used to deliver WEP keys.

Clause 8.4.3.1

Change

If an AP operating within a TSN receives a (Re)Association Request without an RSN IE, it shall allow communications only if a WEP key has been configured or if the key will be provisioned by IEEE 802.1X to secure communication. If a WEP key is not installed, and if IEEE 802.1X AKM is not enabled, the AP shall reject the Association Request; if a WEP key is configured or if the AP is configured to provide IEEE 802.1X AKM, the AP may accept the request.

To

If an AP operating within a TSN receives a (Re)Association Request without an RSN IE, it shall allow communications only if a WEP key has been configured.  
Comment 369: Accept

Comment: Clarify that there is no transition between the confirm primitives being sent and the controlled port being blocked. Clause 8.4.5

Modify the following two paragraphs as shown below:

Change from:

The STA indicates the IEEE 802.11 link is available by invoking the MLME-ASSOCIATE.confirm or MLME-REASSOCIATE.confirm primitive. In the language of IEEE 802.1X, this signals the Supplicant that the MAC has transitioned from the disabled to enabled state. At this point, the Supplicant transitions the Controlled Port to the Unauthorized state and then begins to block all non-IEEE 802.1X MSDUs sent or received via the port.

Similarly, the AP indicates that the IEEE 802.11 link is available by invoking the MLME-ASSOCIATE.indication or MLME-REASSOCIATE.indication primitive. This specification assumes the Authenticator then places the port corresponding to the STA’s association into the Unauthorized state, and begins to block all non-IEEE 802.1X MSDUs sent or received via the port.
To:

The STA indicates the IEEE 802.11 link is available by invoking the MLME-ASSOCIATE.confirm or MLME-REASSOCIATE.confirm primitive. This signals the Supplicant that the MAC has transitioned from the disabled to enabled state. At this point, the Supplicant’s Controlled Port is in the Unauthorized state and all non-IEEE 802.1X MSDUs sent or received via the port are blocked.
The AP indicates that the IEEE 802.11 link is available by invoking the MLME-ASSOCIATE.indication or MLME-REASSOCIATE.indication primitive. At this point, the Authenticator’s Controlled Port corrresponding to the STA’s association is in the Unauthorized state, and all non-IEEE 802.1X MSDUs sent or received via the port are blocked.
Comment 648, 487

Clause 8.4.5

Clarify which port is being used (controlled), and clarify list item 1. Don’t change the default behavior of the controlled port (in unauthorized state – list item.
Change from

This specification assumes the Authenticator then places the port corresponding to the STA’s association into the Unauthorized state, and begins to block all  non-IEEE 802.1X MSDUs sent or received via the port.
This specification assumes each port remains blocked until the IEEE 802.1X state variables portValid and keyDone both become TRUE. …..
This specification assumes that IEEE 802.1X does not block the port when authentication is triggered through either of the following:

1. Pre-authentication. During pre-authentication, a STA is not associated to the AP to which it is attempting to pre-authenticate. Therefore, the AP to which pre-authentication is being attempted is not required to block MSDUs during pre-authentication. 

2. Reauthentication. During IEEE 802.1X reauthentication via the currently associated AP, an existing RSNA can protect all MSDUs exchanged between the STA and the AP. Blocking MSDUs is not required during reauthentication over an RSNA. Note that the circumstances under which IEEE 802.1X performs reauthentication is out of scope of this standard.
To 

This specification assumes the Authenticator then places the Controlled port corresponding to the STA’s association into the Unauthorized state, and begins to block all non-IEEE 802.1X MSDUs sent or received via the Controlled port.

This specification assumes each Controlled port remains blocked until the IEEE 802.1X state variables portValid and keyDone both become TRUE…….

This specification assumes that IEEE 802.1X does not block the Controlled port when authentication is triggered through 

Reauthentication. During IEEE 802.1X reauthentication via the currently associated AP, an existing RSNA can protect all MSDUs exchanged between the STA and the AP. Blocking MSDUs is not required during reauthentication over an RSNA. 
Comment 370, 371

Comment: Topic flow between first sentence, informative note and subsequent text not logical.

Delet and insert text in Clause 8.4.6 text as indicated below.


.

RSNA authentication is in two parts.  The first part consists of the generation of a PMKSA, by means of an IEEE 802.1X authentication.  In the second part, the AP and the STA prove to each other that they have possession of the PMKSA during the 4-way handshake.  The first part is not required where a PMKSA already exists, for example due to PMKSA caching, or pre-authentication. 
This clause describes the conditions under which IEEE 802.1X authentication is invoked. IEEE 802.1X authentication itself is described in IEEE 802.1X.  The 4-way Handshake is described in clause 8.5.3. 

IEEE 802.1X authentication is initiated by any one of the following mechanisms:

1. If a STA negotiates to use IEEE 802.1X authentication during (re)association, the STA’s management entity can respond to the MLME-ASSOCIATE.confirm (resp. indication) primitive by requesting the STA’s Supplicant (resp. AP’s Authenticator) to initiate IEEE 802.1X authentication. Thus, in this case, authentication is driven by the STA’s decision to associate and the AP’s decision to accept the association.

2. If a STA’s MLME-SCAN.confirm primitive finds another AP within the current ESS, a STA may signal its Supplicant to use IEEE 802.1X to pre-authenticate with that AP.

Informative Note: A roaming STA’s IEEE 802.1X Supplicant may initiate pre-authentication by sending an EAPOL-Start message via its old AP, through the DS, to a new AP.

3. If a STA receives an IEEE 802.1X message, it delivers this to its Supplicant or Authenticator, which may initiate a new IEEE 802.1X authentication.

Informative Note: When a STA (re)associates with an AP without a PMKSA in the PMKSA cache, the AP’s Authenticator will force a full IEEE 802.1X authentication. In the case where the STA has recently pre-authenticated with the AP and the AP has the PMKSA in the PMKSA cache, the AP’s Authenticator may proceed directly to key management in response to the STA’s Supplicant’s EAPOL-Start.




  



 






In 8.4.6.1(Pre-authentication and RSNA Key Management), replace
“Thus, the STA sets the To DS subfield in the Frame Control Field. It is the responsibility of the associated AP to forward the Data frame to the targeted AP via the DS.”

With

“As pre-authentication frames do not use the IEEE 802.1X EAPOL Ethertype, the AP with which the STA is currently  associated need not apply any special handling.  The AP and the MAC in the STA shall handle these frames in the same way as other frames with arbitrary Ethertype that require distribution via the DS.”

In 8.4.5(RSN management of the IEEE 802.1X Controlled Port), change the 4th paragraph as shown, and add the indicated paragraph

This specification assumes each port remains blocked until the IEEE 802.1X state variables portValid and keyDone both become TRUE. This assumption means that IEEE 802.1X controlled port discards MSDUs sent across the IEEE 802.11 channel prior to the installation of cryptographic keys into the MAC. This protects the STA’s host and the IEEE 802.11 WLAN from forged MSDUs written to the channel while it is still being initialized.
The MAC does not distinguish between MSDUs for the Controlled Port, and MSDUs for the Uncontrolled Port.  This means that IEEE 802.1X EAPOL frames will only be encrypted after invocation of the MLME-SETPROTECTION.request primitive.
In 8.4.10(RSNA security association termination), delete the following paragraph, as it is now covered in 8.4.5(RSN management of the IEEE 802.1X Controlled Port).

STAs receive IEEE 802.1X messages in unprotected data MPDUs destined for the IEEE 802.1X Authenticator’s Uncontrolled Port when the MLME-SETPROTECTION.request primitive has not been called

In 8.4.10(RSNA security association termination), add the following new paragraph:

If the selected AKMP fails between a STA and AP that are associated, then both the STA and AP shall invoke the MAC Deauthentication procedure described in Clause 11.3.3.
Comment 373:

Comment: I don't think the requirement that the old AP support pre-authentication makes any sense now that pre-authentication frames use a new ethertype.

Change 

A STA shall not use pre-authentication except when pairwise keys are employed. Pre-authentication shall not be used unless both the old and new APs have advertised the pre-authentication capability in the RSN IE.

To
A STA shall not use pre-authentication except when pairwise keys are employed. Pre-authentication shall not be used unless the new AP advertises the pre-authentication capability in the RSN IE.

Comment 374

Comment: The information in the paragraph starting "Pre-authentication packets are sent" is duplicated by later paragraphs.

Delete the following parapgraph
Pre-authentication frames are sent between the Supplicant’s MAC address and the Authenticator’s MAC address. The Authenticator’s MAC address shall be the BSSID of the AP with which the Supplicant is pre-authenticating.

And move the following two paragraphs to replace it:

A STA’s Supplicant can initiate pre-authentication whenever it has an association established with an AP. To effect pre-authentication, the STA’s Supplicant sends an IEEE 802.1X EAPOL-Start message with the DA being the BSSID of a targeted AP and the RA being the BSSID of the AP with which it is associated. Thus, the STA sets the To DS subfield in the Frame Control Field. It is the responsibility of the associated AP to forward the Data frame to the targeted AP via the DS.

An AP’s Authenticator that receives an EAPOL-Start message via the DS may initiate IEEE 802.1X authentication to the STA via the DS. The DS will forward this message to the AP with which the STA is associated.

Comment: 393
Move the following sentence from the informative note in 8.4.1.2 to the end of the first paragraph in 8.4.10.

The IEEE 802.1X Controlled Port returns to the unauthorized state and blocks all Data frames before invocation of an MLME-DELETEKEYS.request primitive.

Comment: 375, 376

Comment – Duplicate text.

Clause 8.4.6.1 

Delete the following text 

If a PMKSA has not been created, e.g., by pre-authentication, the STA’s Supplicant must carry out IEEE 802.11 authentication and association, the IEEE 802.1X authentication, and IEEE 802.1X AKM.

When pre-authentication is used, the STA’s IEEE 802.1X Supplicant must carry out IEEE 802.1X AKM with the cached PMKSA that was established with the new AP through pre-authentication.

Similarly, the AP’s IEEE 802.1X Authenticator must cache the PMKSA in case the pre-authenticated STA associates with the AP. If during association the AP’s Authenticator finds it has cached the PMKSA for the associated STA, it may initiate the 4-Way Handshake.
Comment 377

Clause 8.4.6.1 – Conflicting text with 8.4.6.2. which requires that a failed PMKSA be invalidated.

Delete the sentence

The Supplicant may choose to invalidate the failed PMKSA before attempting to resetablish a new security association.

Comment 342

Explain more about how this works with 802.1X.

Replace the third paragraph of 8.4.3.1, 

If an AP operating within a TSN receives a (Re)Association Request without an RSN IE, it shall allow communications only if a WEP key has been configured or if the key will be provisioned by IEEE 802.1X to secure communication. If a WEP key is not installed, and if IEEE 802.1X AKM is not enabled, the AP shall reject the Association Request; if a WEP key is configured or if the AP is configured to provide IEEE 802.1X AKM, the AP may accept the request.

with the following text

In a TSN, The MAC within an AP does not need to distinguish between an RSNA and a pre-Robust Security Network Association, as the higher layer filtering implicit in the specification of the IEEE 802.1X controlled port in an un-authorised state shall be instantiated for all STAs.  The SME shall distinguish between the two types of association on receipt of an MLME-Associate.indication primitive by the presence or otherwise of the RSN IE.  Establishment of an RSNA in a TSN proceeds in the same manner as in an RSN.

The SME shall only allow the establishment of a pre-Robust Security Network Association if the MLME-Associate.indication primitive does not include the RSN IE, and a WEP key is configured for use in this TSN. The SME shall program this key into the MAC and activate protection for this STA using the MLME-SETKEYS.request and MLME-SETPROTECTION.request

primitives respectively.  On receipt of the MLME-SETPROTECTION.confirm primitive, the SME shall modify frame filtering in the same manner as would be achieved by authorising the IEEE 802.1X controlled port for an RSNA.
Comment 388

Clause 8.4.8, more specific description of which keys.

Change 

Synchronize the installation of session keys into the MAC,

To

Synchronize the installation of temporal keys into the MAC,

Comment 390

Details belong in later section

Move the last paragraph of 8.4.8, shown below, to the end of Clause 8.5.4.2

The Authenticator shall use MLME-DEAUTHENTICATE.request primitive to deauthenticate the STA if message 2 of the Group Key Handshake has not been received by the Authenticator after the timeout period of dot11RSNAConfigGroupUpdateCount times dot11RSNAConfigGroupUpdateTimeOut after initiating the Group Key Handshake. The Authenticator may fail to complete the Group Key Handshake because the AP is unable to transmit the message for a period of time due to signal fading, multipath or other transient signal interference.

Comments 204, 397, 398

Clause 8.5.1, Third paragraph

The symbol AA denotes the IEEE 802.1X Authenticator MAC Address, and SPA denotes the Supplicant’s MAC Address. In an ESS, AA is the wireless MAC address of the AP, and SPA the MAC address of the STA. For the purposes of comparison, the MAC address is encoded as six octets, taken to represent an unsigned binary number. The first octet of the MAC address (as defined in Clause 7.1.1) is used as the most significant octet.

To

The symbol AA denotes the IEEE 802.1X Authenticator MAC Address, and SPA denotes the Supplicant’s MAC Address. In an ESS, the AAA shall be the BSSID used by the AP, and SPA the MAC address of the STA. For the purposes of comparison, the MAC address is encoded as six octets, taken to represent an unsigned binary number. The first octet of the MAC address shall be used as the most significant octet. Clause 7.1.1 bit numbering conventions shall be used within each octet.
Comment 396

Change

From

GTK, a hierarchy consisting of a single key, to protect multicast traffic.

To

GTK, a hierarchy consisting of a single key, to protect multicast and broadcast traffic.
Comment 205

Change from

When not using a Pre-Shared Key, the Pairwise Master Key results from IEEE 802.1X authentication between the Supplicant and the Authentication Server.

To

When not using a Pre-Shared Key, the Pairwise Master Key is derived as a result of the authentication between the Supplicant and the Authentication Server.

Comment 206

Clause 8.5.1.3 Group Key hierarchy

Change the text font and formatting to clearly indicate that the figure and subsequent text are in fact part of the informative note.
Comment 135, Clause 8.5.2

“Temporal” is incorrect, the following text refers to the PTK.

Change

Key Type (bit 3): specifies whether this EAPOL-Key frame is part of a 4-way handshake deriving a Pairwise Temporal Key.

To

Key Type (bit 3): specifies whether this EAPOL-Key frame is part of a 4-way handshake deriving a PTK.

Comment 208

Change to ensure consistency with 802.1X-REV terminology

Change

Descriptor Type. This field is one octet and has a value defined by IEEE 802.1X, identifying RSNA Key Descriptor.

To

Descriptor Type. This field is one octet and has a value defined by IEEE 802.1X, identifying the 802.11 Key Descriptor Type.

Comment 239

Clarify which key the RSC applies to.

Change from

Key RSC. This field is eight (8) octets in length. It contains the receive sequence counter (RSC) for the key being installed in IEEE 802.11

To

Key RSC. This field is eight (8) octets in length. It contains the receive sequence counter (RSC) for the GTK being installed in IEEE 802.11

Comment 490, 508

Definition of PMKID Encapsulation format is missing

Insert the following text following Figure 37

	PMKID

	16 Octets


Figure 38—PMKID Encapsulation format

And change “octet” to “octets” in Figure 37.
Comment 603, 614

Key RSC field is also used in the MIC failure report

Change from

Key RSC. This field is eight (8) octets in length. It contains the receive sequence counter (RSC) for the key being installed in IEEE 802.11. It is only used in message 3 of the 4-Way Handshake and the first message of the Group Key Handshake, where it is used to synchronize the IEEE 802.11 replay state. It shall contain 0 in other messages. The Key RSC gives the current message number for the GTK, to allow a STA to identify replayed MPDUs. If the key RSC is less than eight octets in length the remaining octets shall be set to 0. The least significant octet of the TSC or PN should be in the first octet of the Key RSC.

To

Key RSC. This field is eight (8) octets in length. It contains the receive sequence counter (RSC) for the GTK being installed in IEEE 802.11. It is used in message 3 of the 4-Way Handshake and the first message of the Group Key Handshake, where it is used to synchronize the IEEE 802.11 replay state. It may also be used in the Michael MIC Failure Report  frame, to include the TSC value of the errored frame. It shall contain 0 in other messages. The Key RSC gives the current message number for the GTK, to allow a STA to identify replayed MPDUs. If the key RSC is less than eight octets in length the remaining octets shall be set to 0. The least significant octet of the TSC or PN should be in the first octet of the Key RSC.
Comment 626
Key Type terminology changes from the definition to the text..

Change from

Key Type (bit 3): specifies whether this EAPOL-Key frame is part of a 4-way handshake deriving a Pairwise Temporal Key.

1. The value 0 indicates the message is not part of a PTK derivation.

2. The value 1 indicates the message is part of a PTK derivation

To

Key Type (bit 3): specifies whether this EAPOL-Key frame is part of a 4-way handshake deriving a Pairwise Temporal Key.

1. The value 0 (Group) indicates the message is not part of a PTK derivation.
2. The value 1 (Pairwise) indicates the message is part of a PTK derivation
Comments 211 and 212. 

Both should be rejected. It indeed is the key, not the handshake type that is being discussed.
211 text needs to be changed back to the original, and the rejection reason changed on 212
Comment 492

At the end of Clause 8.5.2.2,

Change

N: KeyID. Specifies which index should be used for this GTK. Index 0 shall not be used for GTKs.

To

N: KeyID. Specifies which index should be used for this GTK. Index 0 shall not be used for GTKs, except in mixed environments, as described in Clause 8.5.1.
Comment 389

Clause 8.5.3

Change the text to be consistent with 8.4.8

Change

guarantees the freshness of the their shared session key

to 

ensures that the security association keys are fresh
Comment 613

Reassign B4-B5 of Key Information as Key ID field at least for Failure Report Frame.

Clause 8.3.2.3.2

Change

The Pairwise/group and key index bits may be set to allow the Supplicant to report to the AP the TK in use when the Michael MIC failure was encountered.

To

The Pairwise/group and Key Data keyID bits may be set to allow the Supplicant to report to the AP the TK in use when the Michael MIC failure was encountered.
Comment 493

Comment of 'Only when the AP does not support keymapping keys': this also happens when the STA has the 'Pairwise using Group' flag set and the AP decides to only give out a Group key to that STA.

Change from

Install = 0/1 – 0 only if AP does not support key mapping keys

To

Install = 0/1 – 0 only if the AP does not support key mapping keys, or if the STA has the “No Pairwise” capability bit set, and only the group key will be used.
Comment 623

Clause 8.5.3.3

Change from

On reception of message 3, the Supplicant verifies the Key Replay Counter is not an already used value or the ANonce differs from that in Message 1. If so, it silently discards the message.  Otherwise, the Supplicant

To

On reception of message 3, the Supplicant silently discards the message if the Key Replay Counter is an already used value or if the ANonce value in Message 3 differs from the Anonce value in Message 1.  The Supplicant also
Comment 631

Clause 8.5.4

If the AP deletes the message, the AP should send a Deauthentication message and then delete the association state by setting the L2Failure event in the Authenticator state machine.

If the AP deletes the message, the AP should send a Deauthentication message and then delete the association state by setting the Disconnect failure event in the Authenticator state machine.

Comment 474

Change the title of Figure 42 from 

Authenticator state machine to Authenticator state machines
Comment 151

Clause 8.5.5.3

Move the first and fourth informative notes to be before the others, and promoted to normative text.

The Replay Counter used by the Supplicant for EAPOL-Key frames that are sent in response to a received EAPOL-Key frame shall be the received Replay Counter.

Invalid EAPOL-Key frames such as invalid MIC, GTK without a MIC, etc. shall be ignored.

Comment 523

Clause 8.5.6.1, Figure 42

In Authenticator state matchine, transition from PTKINITNEGOTIATING to PTKINITDONE when TimeoutCtr>N conflicts with Clause 8.5.3.5, 1st para, last sentence: "the Authenticator should deauthenticate the STA".

Instruct the editor to Change the state machine to show transition from PTKINITNEGOTIATING to KEYERROR when TimeoutCtr>N
Comment 210

Clause 8.5.2



When replying to a message from the Authenticator, the Supplicant shall use the Key Replay  Counter value from the last valid EAPOL-Key frames received from the Authenticator. The Authenticator should use the Key Replay Counter to identify invalid messages to silently discard. The Supplicant should also use the  Key Replay  Counter and ignore EAPOL-Key frames with a Key Replay  Counter smaller than any received in a valid message. 

to

When replying to a message from the Authenticator, the Supplicant shall use the Key Replay  Counter value from the last valid EAPOL-Key frames received from the Authenticator. The Authenticator should use the Key Replay Counter to identify invalid messages to silently discard. The Supplicant should also use the  Key Replay  Counter and ignore EAPOL-Key frames with a Key Replay  Counter smaller or equal to any received in a valid message.

Comment 200 – roaming during pre-auth

Clause 8.4.6.2

Add text to say that a station may not roam while a pre-authentication is in progress

Insert the following text at the end of Clause 8.4.6.2, 

A STA may not associate to an AP while a pre-authentication to that AP is in progress.
Comment 213, 216, 517, 520, 650, 652 ***Discuss BEFORE taking 370/371 suggested changes

Commenters propose to have all 802.1X messages unencrypted

Pro: eliminates race conditions

Con: Requires encryption engine to look at the ethertype.
Comment 394 – does the race condition really exist? 8.4.10.1
AP: Message 3 is sent by the AP - setprotection not yet called

Supplicant: Pairwise key configured

Supplicant: calls setprotection rx

Supplicant: Group key configured

Supplicant: Message 4 sent

Supplicant: calls setprotection tx and rx


Supplicant can now send an encrypted data message

AP: receives message 4

AP: configures Pairwise key (may be group key)

AP: Calls setprotection tx and rx

If the encrypted message arrives before setprotection on AP then it is

discarded.

If the encrypted message arrives after setprotection on AP then it is

processed correctly.

AP: Message 3 is sent by the AP – AP calls setprotection rx
Supplicant: Pairwise key configured

Supplicant: calls setprotection rx

Supplicant: Group key configured

Supplicant: Message 4 sent

Supplicant: calls setprotection tx and rx


Supplicant can now send an encrypted data message

AP: receives message 4

AP: configures Pairwise key (may be group key)

AP: Calls setprotection tx and rx

If the encrypted message arrives before setprotection on AP (TX) then it is

Processed correctly.

If the encrypted message arrives after setprotection on AP then it is

processed correctly.
And modify the informative note.
Informative Note: There is a race condition between when MLME-SETPROTECTION.request primitive is invoked on the Supplicant and when it is invoked on the Authenticator. During this time an encrypted MPDU may be received that cannot be decrypted and the MPDU will be discarded without a deauthentication occurring.

Informative Note: There is a race condition between when MLME-SETPROTECTION.request primitive is invoked on the Supplicant and when it is invoked on the Authenticator. During this time an encrypted MPDU may be received that cannot be decrypted and the MPDU will be discarded without a deauthentication occurring. This race condition can be avoided if the AP sets MLME-SETPROTECTION.request primitive for received messages when it sends Message 3.
Comment 403

Clause 8.4.6.2 – Resolution needs to be coordinated with resolution of comment 402 in 7.3.2.9; also comment 418.

"If both sides assert possession of a cached PMKSA but the 4-way handshake fails, both sides shall delete the cached PMKSA for the selected PMKID".  As there is no explicit means for the STA or AP to know which of the PMKIDs (from a given list) it will use, this can potentially lead to a denial of service attack forcing the STA to remove all of the PMKSA's as well!  Further, Since PMKSAs are also used for PSK's.  An attacker can use an offline dictionary attack to hijack a STA's session by specifying the use of a PSK derived PMK.

Restrict the specification of a PMKID to non-PSK derived PMKSA as well as restrict the use of a single vs. a list of PMKIDs.

Reject the comment.

There are many, much simpler DOS attacks available to an attacker in a wireless system. The benefit

Of cached PKMIDs outweighs the drawbacks in this case.
Comment 417 

Clause 8.5.2.1

The establishment of a STAKey SA is still incomplete and insecure.  There is no liveness proof between the STA's PTK's; nor are there assurances that the same AP established the STAKey SA for each corresponding STA.

Either a full 4-way handshake between STA's is required or an approach as suggested in submission 03/657.

Reject

· No PTKs are established by the STAKey exchange, only STA keys 

· Only one initiator-peer connection can be active at a time, and a STAKey SA can only be established when the two STAs have established RSNAs with the same AP. This assures that the same AP delivered the STAKey to each of the STAs.
· STAKey is analogous to group key dispersement by the AP.
Comment 367 

Clause 8.4.4

Commenter asks to remove ability to negotiate pairwise key ciphersuites in an IBSS.

Need to make 8.4.4. and 8.4.9 consistent.

Known inconsistency with change to 8.4.9 in Comment 248,249
Recommendation: Reject the comment and retain the ability to

Negotiate the pairwise ciphersuites. Added flexibility may have uses in the future.
Change:

8.4.9

A STA joing an IBSS is required to adopt the security configuration of the IBSS, which includes the Group cipher suite, unicast cipher suite and AKMP (See Clause 8.4.4).

To

A STA joing an IBSS is required to adopt the security configuration of the IBSS, which includes the Group cipher suite, unicast cipher suites and AKMP (See Clause 8.4.4).

























































































































































�Already covered in 8.4.1.2.  Not related to RSNA authentication





�Covered above.


�Covered in 8.4.5


�Covered by suggested text for 8.4.6.1, which is  a better place.


�This line covered by suggested changes to 8.4.5.


�This is now part of 8.4.10
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