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Abstract

This document contains comment resolution proposals for 802.11i SB.

Comment 120: Accept

Clause 8.4.10.1

Change “lose” to “loses” in:

In an RSNA, STAs generally transfer only protected data MPDUs. If a STA loses key state synchronization, in order to recover,

And Change

List item 3 from

If the STA is RSNA Capable and has joined an ESS, the SME shall execute the deauthentication procedures as described in Clause 11.3.3 except when the RSN security association is initiated to when MLME-SETPROTECTION.request primitive has been invoked.

To

If the STA is RSNA Capable and has joined an ESS, the SME shall execute the deauthentication procedures as described in Clause 11.3.3. However, if the STA has initiated the RSN security association, but not yet invoked the MLME-SETPROTECTION.request primitive, then no additional action is required.
Comment 198: Accept

Delete the following informative note in clause 8.4.1.1

Informative Note: The Supplicant typically does not have a lifetime for this security association. In this case zero is used to represent no timeout.
Comment 199: Accept

Clause 8.4.6.1 Third paragraph

Change "MAC address is the BSSID" to "MAC address shall be the BSSID"
Comment 215, 519: Accept

Clause 8.4.10.1

Change

STAs receive IEEE 802.1X messages in unprotected data MPDUs destined for the IEEE 802.1X Authenticator’s Uncontrolled Port when the STA does not have a PTK available, configured and MLME-SETPROTECTION.request primitive has not been called.

To

STAs receive IEEE 802.1X messages in unprotected data MPDUs destined for the IEEE 802.1X Authenticator’s Uncontrolled Port when the MLME-SETPROTECTION.request primitive has not been called.
Comment: 248

Clause 8.4.9

Change

A STA’s IEEE 802.1X implementation shall check that the Group cipher suite and AKMP (See Clause 8.4.4) matches that in Beacons and Probe Responses received for the IBSS and for the STA not to set up a security association with any STAs with an inconsistent security policy. The Beacons and Probe Responses of the various STAs within an IBSS are required to reflect a consistent security policy, as the Beacon initiation rotates among the STAs. The methods used to achieve reconciliation of these policy issues across multiple STAs are outside the scope of this standard.

To
A STA joining an IBSS is required to adopt the security configuration of the IBSS, which includes the Group cipher suite, unicast cipher suite and AKMP (See Clause 8.4.4). The STA shall not set up a security association with any STA having a different security configuration. The Beacons and Probe Responses of the various STAs within an IBSS must reflect a consistent security policy, as the Beacon initiation rotates among the STAs. 

Comment 196: Accept

Clause 8.4.5, First paragraph

Remove the following two sentences

It is expected that most other protocol exchanges will make use of the IEEE 802.1X Controlled Ports. However, a given protocol may need to bypass the authorization function and make use of the IEEE 802.1X Uncontrolled Port.
Comment 197: Accept

Clause 8.4.6 First paragraph

Change 

When IEEE 802.1X authentication is an authentication option, an RSNA-capable STA shall use IEEE 802.11 Open System authentication prior to (re)association.

To

When establishing an RSNA, a STA shall use IEEE 802.11 Open System authentication prior to (re)association.
Comment 198; Accept

Clause 8.4.6.1, first paragraph

Delete the following sentence

Pre-authentication shall not be used unless both the old and new APs have advertised the pre-authentication capability in the RSN IE.
Comment 203

Clause 8.4.10.1
Change from: (deleting the subsection heading and first sentence)

8.4.10.1 Illegal data transfer

In an RSNA, STAs generally transfer only protected data MPDUs. If a STA lose key state synchronization, in order to recover, the following rules apply:

To

If a STA loses key state synchronization, in order to recover, the following rules apply:
Comment 395: Accept

Clause 8.4.10.1

Delete the following sentences:

IEEE 802.1X messages except for Pre-authentication messages, are never forwarded to or from the DS. Pre-authentication messages shall not be accepted by the IEEE 802.1X Uncontrolled Port, i.e. they shall only be forwarded to and from the DS when protected.

Informative Note: STAs may optionally receive frames other than IEEE 802.1X messages in unprotected data MPDUs destined for the IEEE 802.1X Authenticator’s Uncontrolled Port at any time, with the caveat that any protocol utilizing this mechanism should provide cryptographic data protection mechanisms, suitable for the intended application or usage, within the protocol itself. These frames are never forwarded to or from the DS, but terminate at an application level service, such as a captive portal, on the AP. This usage is outside the scope of this standard.
Comment 378, 416; Accept

Clause 8.4.1.1

Add the following to the list of elements in the PMKSA:

· AKMP

· Pairwise Ciphersuite selector, established during the initial 4-Way Handshake.

· Group ciphersuite selector, established during the initial 4-Way Handshake.
Comment 412:Accept

Clause 8.4.1.1, end of second paragraph

Change the sentence: "An RSN STA has 4 security associations" to "There are 4 types of SAs supported by an RSN STA:"  

Comment 413: Reject

While we believe the trusted AP MAC address could be part of the STAKeySA, in practice, it is never used as, the STAKeySA cannot be modified. Any new STAKeySA between an initiator and the peer replaces the existing STAKeySA.

Clause 8.4.1.1, STAKeySA – add sentence:

Change

There shall be only one STAKeySA with the same Initiator and Peer MAC addresses.

To

There shall be only one STAKeySA with the same Initiator and Peer MAC addresses. Creation of a new STAKeySA with the same Initiator and Peer MAC addresses will cause deletion of the existing STAKeySA.
Comment 357:Reject

Open System Authentication is used to maintain backward compatibility with the 802.11 state machine and to recover from loss of key synchronization.

Comment 358: Accept

Clause 8.4.1.2, first informative note in list item 3

Change

The IEEE 802.1X Controlled Port returns to the unauthorized state and blocks all Data frames upon completion of an MLME-DELETEKEYS.request primitive.

To

The IEEE 802.1X Controlled Port returns to the unauthorized state and blocks all Data frames before invocation of an MLME-DELETEKEYS.request primitive.
Comment 359:Accept

Clause 8.4.1.2, second set of list items, in second bullett

Change

The Authenticator shall perform another IEEE 802.1X authentication if it does not have a cached PMKSA for at least one of the supplied PMKIDs.

To

The Authenticator shall perform another IEEE 802.1X authentication if it has a cached PMK for none of the supplied PMKIDs.
Comment 360: Accept

Clause 8.4.1.2, second to the last paragraph

Change

The life cycle of a security association is different in an IBSS. When an IBSS STA’s SME wants to setup a security association with a peer STA, it must first obtain the peer’s security policy using Probe Request if necessary. It then creates an IEEE 802.1X Supplicant and Authenticator port for the peer. When IEEE 802.1X authentication is not used, a STA’s Supplicant sets the IEEE 802.1X authSuccess and portValid variables to TRUE so the 4-Way Handshake of Clause 8.5 (using Pre-Shared Key (PSK)) is used with each IBSS peer STA it encounters.

To

In an IBSS, when a STA’s SME establishes a security association with a peer STA, it creates both an IEEE 802.1X Supplicant and Authenticator for the peer. 
Comment 362:Accept

Clause 8.4.1.2

Change the two informative notes at the end of the section from

Informative Note: A STA can receive IEEE 802.1X messages from a previously unknown MAC address. Membership in the IBSS is determined by the peer STA’s knowledge of the correct PSK.

Informative Note: Any STA within an IBSS may decline to form a security association with a STA joining the IBSS. An attempt to form a security association may also fail because, e.g., the peer uses a different Pre-Shared Key from that which the STA expects.

To

A STA can receive IEEE 802.1X messages from a previously unknown MAC address. 

Any STA within an IBSS may decline to form a security association with a STA joining the IBSS. An attempt to form a security association may also fail because, e.g., the peer uses a different Pre-Shared Key from that which the STA expects.
Comment 414,415:Accept

Clause 8.4.1.2

Remove the following informational note from the beginning of the clause

Informative note: Implementations of IEEE 802.11 that conceal the SSID are non-conformant to the IEEE 802.11 specification. Without advertisements, if the AP is indeed authorized, the STA on average must present half its credentials before locating a correct one at initial contact. It may be difficult to distinguish the presentation of multiple credentials from a dictionary attack. Also, the IEEE 802.1X AS may have more than one set of credentials that will authenticate it to the mobile STA, each associated with a different SSID, and the mobile STA may therefore select one that is sub optimal for its needs.

And add the following sentence after the first sentence in list item 1

The STA selects an authorized ESS by selecting among APs that advertise an appropriate SSID. A STA shall not associate to an AP with an unknown SSID.
Comment 486:Accept

Clause 8.4.1.2, first list item of the second list

Change 

(Re)Associating followed by IEEE 802.1X authentication

to

(Re)Associating followed by IEEE 802.1X or PSK authentication
Comment 594:Accept

Clause 8.1.4, list item 7

Change

The STA’s Supplicant and the AS generate a different fresh common key for each <STA, AP> pair, and a different key for each session between the pair. This assumption is fundamental, as reuse of any symmetric key would enable compromise of all the data protected by that key.

To

The STA’s Supplicant and the AS generate a different fresh common PMK for each <STA, AP> pair. The STA’s Supplicant and the AP generate a different, fresh PTK for each session between the pair. This assumption is fundamental, as reuse of any PTK would enable compromise of all the data protected by that key.

And, Clause  8.4.6.2, 

Change

The PMK in the PMKSA can be used with the 4-Way Handshake to establish new PTKs.

To

The PMK in the PMKSA is used with the 4-Way Handshake to establish fresh PTKs.

For group discussion: Comment 200 – roaming during pre-auth

Comment 394 – does the race condition really exist? 8.4.10.1
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