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Abstract

Comment resolution text for LB64, covering Clauses 8. 8.1, 8.2. 8.3, 8.3.1.
(1) To resolve LB64 comment number 343, in Clause 8.1, replace the Informative Note:

Informative Note: This document does not prohibit STAs from simultaneously operating pre-RSNA and RSNA algorithms, but does not define how to accomplish simultaneous operation. Clause 8.4 discusses some aspects of mixing RSNA and pre-RSNA STAs.

With the following:

Informative Note: This document does not prohibit STAs from simultaneously operating pre-RSNA and RSNA algorithms.  Clause 8.4 discusses some aspects of mixing RSNA and pre-RSNA STAs, but does not completely define how to accomplish simultaneous operation.
(2) To resolve LB64 comment number 355, in Clause 8.3, delete the text in this clause.
(3) To resolve LB64 comment number 182, in Clause 8.3, replace the following text;
Use of any of the confidentiality algorithms depends on local policies. IEEE 802.11 recommends not using
TKIP except as a patch to pre-RSNA devices, since that confidentially and integrity mechanisms are not as
strong as those of CCMP. RSNA devices should only use TKIP when communicating with devices that are
unable to communicate using CCMP.

With:
Use of any of the confidentiality algorithms depends on local policies. Since its confidentiality and integrity mechanisms are not as robust as those of CCMP, TKIP is intended to be used in pre-RSNA devices, as a hardware-compatible upgrade in fielded equipment. RSNA devices should only use TKIP when communicating with devices that are unable or not configured to communicate using CCMP. 

(4) To resolve LB64 comment number 178, in Clause 8.1.4, delete the last sentence of bulleted item 2.

(5) To resolve LB64 comment number 280, add the following text at the end of Clause 8.4.1, as a new numbered bullet item:

"8. That the destination STA chosen by the transmitter is the correct destination.  For example, IP ARP and ICMP are methods of determining the destination STA MAC address that are not secure from attacks by other members of the ESS.  One of the possible solutions to this problem might be for the STA only to send or receive frames whose final destination or source addresses are the AP, and for the AP to provide a network layer routing function, but such solutions are outside the scope of this standard."
(6) To resolve LB64 comment number 344, in Clause 8.1.1, delete the first sentence.

(7) To resolve LB64 comment numbers 347, 349, 554, and 555  in Clause 8.1.3, replace the existing text with the following text:  
8.1.3 RSNA establishment

A STA establishes an RSNA in one of four ways.

1. When using IEEE 802.1X AKM in an ESS, an RSNA-capable STA shall use the MAC, SME, and MLME sublayers as well as the 802.1X protocol to establish an RSNA as follows:

a. It identifies the AP as RSNA-capable from the AP’s Beacons or Probe Responses.

b. It shall use Open System authentication.

c. It negotiates cipher suites during the association process, as described in Clauses 8.4.2 and 8.4.3.

d. It uses IEEE 802.1X to authenticate, as described in Clauses 8.4.6 and 8.4.7.

e. It establishes Temporal Keys by executing a key management algorithm, using the protocol defined by Clause 8.5.

f. It uses the agreed upon Temporal Keys and cipher suites to protect the link. Clauses 8.3.2 and 8.3.3 describe the RSNA data protection mechanisms.

2. If an RSNA is based on a Pre-Shared Key in an ESS, a STA shall use the MAC, SME, and MLME sublayers to establish an RSNA as follows:

a. It identifies the AP as RSNA-capable from the AP’s Beacons or Probe Responses.

b. It shall use Open System authentication.

c. It negotiates cipher suites during the association process, as described in Clauses 8.4.2 and 8.4.3.

d. It establishes Temporal Keys by executing a key management algorithm, using the protocol defined by Clause 8.5. It uses the Pre-Shared Key in a procedure that uses nonces and a key derivation function to produce the Pairwise Master Key.

e. It protects the data link using the negotiated cipher suites with the established Temporal Key.

3. If an RSNA is based on a Pre-Shared Key in an IBSS, a STA shall use the MAC, SME, and MLME sublayers to establish an RSNA as follows:

a. It identifies the peer as RSNA-capable from the peer’s Beacons or Probe Responses.

Informative note: STAs may respond to a data MPDU from an unrecognized STA by sending a Probe Request to find out if it is RSNA-capable.

b. It may optionally perform Open System Authentication.

c. Each STA negotiates cipher suites and establishes Temporal Keys by executing a key management algorithm, using the protocol defined by Clause 8.5.  It uses the Pre-Shared Key in a procedure that uses nonces and a key derivation function to produce the Pairwise Master Key.  Note that the two peer stations may follow this procedure simultaneously. See Clause 8.4.9.

d. It protects the data link using the negotiated cipher suites with the established Temporal Key.

4. When using IEEE 802.1X AKM in an IBSS, an RSNA-capable STA shall use the MAC, SME, and MLME sublayers as well as the 802.1X protocol to establish an RSNA as follows:

a. It identifies the peer as RSNA-capable from the peer’s Beacons or Probe Responses.

Informative note: STAs may respond to a data MPDU from an unrecognized STA by sending a Probe Request to find out if it is RSNA-capable.

b. It may optionally perform Open System Authentication.

c. Each station uses IEEE 802.1X to authenticate with the AS associated with the other STA’s Authenticator, as described in Clauses 8.4.6 and 8.4.7. There are hence two authentications happening at the same time.

d. Each STA’s SME establishes Temporal Keys by executing a key management algorithm, using the protocol defined in Clause 8.5. There are hence two such key management algorithms happening in parallel between any two STA’s Supplicants and Authenticators.

e. Both STAs use the agreed upon Temporal Key portion of the Pairwise Transient Key and cipher suites from one of the exchanges to protect the link. Each MAC uses the Group Temporal Key established by the exchange it initiated to protect the multicast and broadcast frames it transmits. 

(8) To resolve LB64 comment number 179, in Clause 8.2.1.3, delete the following two sentences from the first paragraph:
“WEP-40 encryption keys shall be 40-bits in length. WEP-104 keys shall be 104-bits in length.”
(9) To resolve LB64 comment number 180, in Clause 8.2.1.4.3, change the second paragraph from:

For WEP-40, bits 0 through 39 of the WEP key correspond to bits 24 through 63 of the seed, and bits 0 through 23 of the IV correspond to bits 0 through 23 of the seed, respectively. For WEP-104, bits 0 through 103 of the WEP key correspond to bits 24 through 127 of the seed, and bits 0 through 23 of the IV correspond to bits 0 through 23 of the seed, respectively. The bit numbering conventions in Clause 7.1.1 apply to the seed. The seed shall be the input to RC4, in order to encrypt or decrypt the WEP Data and ICV fields.

To:

For WEP-40, bits 0 through 39 of the WEP key correspond to bits 24 through 63 of the seed, and bits 0 through 23 of the IV correspond to bits 0 through 23 of the seed, respectively.  The bit numbering conventions in Clause 7.1.1 apply to the seed. The seed shall be the input to RC4, in order to encrypt or decrypt the WEP Data and ICV fields.

Informative Note: For WEP-104, bits 0 through 103 of the WEP key correspond to bits 24 through 127 of the seed, and bits 0 through 23 of the IV correspond to bits 0 through 23 of the seed, respectively.
(10) To resolve LB64 comment number 598, In Clause 8.1.2, delete the informative note, as follows:

Informative Note: Fielded implementations of Pre-RSNA Equipment may optionally implement RSN cipher suites, but would include a Vendor Proprietary Information Element describing the availability of the RSN cipher suites, instead of the RSN IE. This usage is outside the scope of this standard.

And in Clause 4, delete the following acronym definition (no longer used):

WPA

Wi-Fi Protected Access
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