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Abstract

Minutes of the 802.11 Task Group I meetings held during the 802.11 WLAN Working Group Interim Session in Vancouver, British Columbia, Canada from January 12th – 16th, 2004.

Monday, January 12, 2004
4:00pm

Call to Order & Agreement on Agenda

Meeting called to order on Monday, January 12, 2004 at 4:07pm by Chair Dave Halasz.

Secretary: Frank Ciotti
Agenda discussion - Proposed Agenda:
· Approve Agenda

· Approve Meeting minutes from Albuquerque (03/873)

· Review IP policy & Letters received

· Chairs status

· Sponsor Ballot results

· 802.11i EAP Method Requirements (Monday & Thursday): Dorothy Stanley
· Security Standing Committee – Clint Chaplin
· Action management frames 03/992 – Mike Moreton

· TGi Motions 03/996: Mike Moreton

· Submissions & Motions for SB resolution

· Review comments and divide comments into sub-groups

· Ad-hoc to resolve comments, return for motions

· Prepare for next meeting
Chair: Any Objection to approving the agenda?

None
Agenda Approved

Meeting minutes approval
Chair: Any objection to approving the Meeting Minutes from Albuquerque?

None

Minutes Approved

Review IP Policy

Two slides requested by WG chair “IEEE-SA Standards Board Bylaws on Patents in Standards” and “Inappropriate Topics for IEEE WG Meetings” were shown and read by Chair.
Any objections regarding IP Policy are to be made to either the WG or TG chairs.

Chair: Does anybody have a patent they wish to disclose?

No.
Chair’s Status

Chair: We went to SB which closed on Dec 20th.  There were 163 voters in the pool.  117 yes, 15 no.  85% returned.  Doc 04/1004 contains the comments.  There were 712 comments.
802.11i EAP Method Requirements – Dorothy Stanley – doc 04/065
Dorothy: The IETF response to the original 802.11 March 2003 letter is documented in this document.  IETF recommends that IEEE place the EAP requirements into an RFC so that they can be referenced by IETF.  The task is to map the 802.11 requirements language from our document to an IETF RFC language per the RFC 2284bis format.
Comment: A man-in-the-middle attack is really a general term that can mean one of several types of attacks.
Dorothy: I would like people to review this draft, and then we will vote on it on Thursday.  And then submit as an RFC to the IETF.
Chair: Did you want to schedule time for an ad-hoc?
Dorothy: There is really no good time in our schedule before Thursday afternoon.
Security Standing Committee - Clint Chaplin – doc 04/008r3
Clint: Suggest the creation of a Security Standing Committee.  This committee would address the issue of how we maintain security going forward.  This group would act as an advisor to other groups.  You don’t need to be a voting member to participate in a Standing Committee which means that we could use outside resources.
Comment: Things that happen in other groups can affect 802.11 security (e.g. 802.1af).  How will this be addressed?  Are other groups going to follow this, or have their own security groups?
Cl: I can’t say at this point.  I would like to try.
Comment: I support this concept.  Where it lives and how it relates to other groups is relevant.  This should attract more security experts to participate and review.
Cl: Should we start with just a 802.11 security group, and then grow to all of 802?  Or start with all of 802?
Comment: If Stuart approves this, what will be the power of the SC be within 802.11?

Cl: We don’t have the power to make standards.
Comment: this seems analogous to the maintenance group becoming a Task Group (TGm).
Comment: The maintenance committee has identified large wholes in the 802.11 standard, that if fixed would change the operation.
Comment: I feel that it is very important to have security liaisons not only to the TGs and WGs, but to the IETF and other standard organizations as well.
Cl: Many of the outside groups will not trust the advise of experts outside their groups.
Comment: There is a scope issue.  Our 4-way handshake is dependent upon other standards outside 802.11 (802.1 and IETF).  We need to monitor changes to these external dependencies.
Comment: You would like this SC to interact early on in any new TG or WG.  We may want to mandate that an item for the PAR is security requirements.  This would force new work to consult the SC early on.
Comment: You may want to open liaisons with groups with whom we have dependencies.  This should be brought up at an 802 Plenary and presented as something that affects everyone.
Comment: There is an interest within 3gpp to have a mtg with the IEEE regarding security.
Cl: I will be presenting this to WNG tomorrow at 10:30.
Submission: Mike Moreton - Encrypted Action Frames – doc 03/992
Mike: This is not an attempt to encrypt all management frames, but rather to put hooks in place for others to use.  Many other groups would like Action Frames to be authenticated and/or encrypted.  802.11i does not use Action Frames, so we haven’t bothered to address them.  
Mike: This idea is to create a new Encrypted Action Frame type, rather than change drafts to encrypt the existing Action Frame type.
Comment: Why different types for Encrypted Vs. Non-Encrypted.  Seems unnessecary when there is an encrypted bit.
Mike: This was to avoid issues with existing AF implementations.
Comment: What replay counter space?

Comment: The use of Encrypted AF should be negotiated during the Assoc, and then if Encrypted is selected, then non-encrypted AF should be dropped.

Mike: I agree, but I did not want to break existing implementations.  This would only encrypt, not authenticate existing implementations.  
Comment: Since you are using CCMP, integrity is there.  But it use must be mandated.

Mike: agree.

Comment: is there any requirement to negotiate a key hierarchy for management Vs. data frames?

Mike: my idea would be that there wouldn’t be.  Simply a different replay counter.

Comment: if there are mult priority queues, how do those two uses of replay counters interact?
Mike: That shouldn’t be an issue as long as separate replay counters are used.

Chair: it may be dangerous to specify how TGk should operate.  By us specifying behavior, be may actually hurt some future TG.
Comment: Are you going t mandate that the receiver accept both encrypted and non-encrypted Action Frames?

Mike: that all ready exists.  This by itself won’t protect things.  It is toolkit
Comment: First, if you have sequence number collision, then you have the same problem as WEP.  Second, we are just out of SB, and this looks like new functionality.  So the only way to add this is to address a SB comment.
Mike: yes, I made a comment on this.

Comment: Things seems to warrant a separate PAR.
Mike: This should be treated like data frames, where there is a replay counter based on a sequence number.
Mike: I am not going to make a motion on this at this point based on the multicast comment.
Comment: TGk is voting on a similar motion this week.

Mike: Will this address TGk’s issues?

Submission: Mike Moreton – TGi Motions – doc 03/996
Discussion on RSNACapable
Comment: If you clean-up the use of the term RSNACapable, you should also clean-up the term RSNAEquipment.

Motion by Mike Moreton

It is the intention of TGi, that the term “RSNACapable” should only imply that the device is capable of establishing an RSNA, not that it is configured to do so.  Dot11RSNAEnabled shall be set to true when RSNA is actually enabled, and hence is a far more common determinant of RSNA type behaviour than RSNACapable.

Second: Dave Nelson
Discussion:

None

Vote: 25-0-4 Passes
Discussion on Using 802.1X AKMP to get a WEP Key
Comment: There is already a capability bit.  Are you proposing to move this?

Mike: I’m not suggesting that we make any changes to the draft at this time, simply stating a rule for usage that can be applied to future changes.
Motion by Mike Moreton

It is the intention of TGi, that the combination of Group Key Cipher Suite = WEP, and Pairwise Key Cipher Suite = Use Group Key should not be allowed.

Second: Dorothy Stanley
Discussion: 

None

Vote: 13-3-5 Passes
Discussion on IBSS Policy

Comment: This does not represent TGi’s intention, although I am in favor of it.  I’ve been arguing about this one for a long time and TGi has never accepted it.

Comment: TGi’s opinion does change over time.

Chair: There are other aspects of IBSS that do not function properly without a uniform security policy.

Comment: what is a uniform security policy?

Mike: EAP methods are outside our scope.  If all parties support both TKIP and CCMP, why have both in the list since CCMP will always be chosen?
Motion by Mike Moreton

The intention of TGi is that IBSS support should be based on the concept of a uniform security policy for all members of the BSS.  A uniform security policy shall include a single pairwise encryption suite, and a single AKMP.

Second: Dave Nelson
Discussion:

None:

Vote: 9-9-7 Fails

Discussion on Deleting an RSNA
Comment: the point at which you want to remove the state is the point at which you require a new 4-way handshake.
Comment: The motions to state the intent of the TG seem pointless.  Who will do the actual work?
Comment: These motions are not pointless, as they need to be discussed prior to the comment resolution.  These topics affect several of the sub-groups, and we need to have a common intent across all sub-groups to maintain uniformity.
Mike: I agree that Straw Polls seem more appropriate, but procedurally, you can’t debate Straw Polls.

Chair: We can resume this discussion after the dinner break.

Recessed at 6:00pm until 7:30pm
Resumed at 7:45pm
Chair: We left off with the discussion of Mike Moreton’s document 03/996.  Mike and I were talking about this, and decided that it would be better to present the entries in the document as Straw Polls instead of Motions.
Discussion on MAC Signaling of a New STA in an IBSS

The current draft describes two ways for informing the SME that a new station is attempting to talk to you in IBSS.  The intent here is to provide only a single mechanism – that is the MLME-AUTHENTICATE.indication which will be generated by either receipt of an Authenticate frame, or receipt of a data frame that could not be decrypted.
Straw Poll by Mike Moreton

TGi should adopt the MLME- AUTHENTICATE.indication mechanism for signalling new STAs in an IBSS, and remove the MLME-PROTECTEDFRAMEDROPPED.indication mechanism for signalling new STAs in an IBSS.

Result: 5-0-8
Discussion on Local Multicast
Comment: This one should be a motion and not a straw poll

Comment: Is this a motion to do nothing?

Mike: yes, but our intent should be clear.
Motion by MikeMoreton

It is the policy of TGi not to include protection of TGe’s “Local Multicast” feature.

Second: Jon Edney
Discussion:

None

Vote: 14-0-6 Passes
Revisit of IBBS issue
Straw Poll by Mike Moreton

IBSS support should be based on the concept of a uniform security policy for all members of the IBSS.  A uniform security policy shall include a single pairwise encryption suite, and a single AKMP.

Result: 16-0-3
Comment: what takes precedence, the motion or the straw poll?
Mike: the motion failed, so it has no consequence.  The intention of the group was not stated.

Discussion on MAC Authentication in an IBSS
Comment: if there are few or no implementations of this, then who cares?

Mike: I just want to reduce the complexity

Comment: It may help those that are planning on implementing IBSS.  I heard that Microsoft is implementing IBSS.

Comment: A lot of the complexity is there because IBSS is not a well defined concept that you can build systems on.  It is a huge waste of all of our time to be discussing IBSS.  It should be removed or TGi should fix it to be useful.
Comment: IBSS is not required for WPA certification.  Is it required for WPA2?  If not, then kill it.

Straw Poll by Mike Moreton

TSN should not be supported in an IBSS, and hence the optional MAC authentication stage is of no value, and should be removed.
Result: 5-0-14
Discussion on MAC Authentication in an ESS
Comment: Some customers will expect the MAC authentication will be there.

Mike: I suggest that it be made optional as it is in IBSS.

Chair: Does this actually address the Comments?
Mike: yes

Comment: it is too late to do this.  I believe this was voted on in the Florida meeting, but decided leave in for WPA.

Straw Poll my Mike Moreton
Remove the MAC Authentication stage when establishing an RSNA in an ESS
Result: 1-11-5
Discussion on IBSS 4-way Handshakes
Comment: one still has to solve the problem of two STAs Associating simultaneously.
Comment: the problem is not in 802.1X.  This is the description of the PAR for 802.1af.
Comment: Allowing peers to authenticate is the key goal of 802.1af.

Chair: This would simplify things, but you would still end up with 6 or 8 packets.
Comment: If this problem is being resolved by another group’s PAR, why are we defining this in TGi?

Comment: 802.1af is moving away from the Supplicant & Authenticator model to accommodate peer to peer authentication.
Comment: I would argue that having two 4-way handshakes is not complex because you can re-use code.

Straw Poll by Mike Moreton

TGi should move to a single 4-way handshake for IBSS.
Result: 3-9-6
Submissions & Motions for SB resolution

Chair: Are there any motions or submission addressing SB Comments?

None

Review SB Comments and Break into Subgroups

Chair: Draft 7.1 is on the server in the “pre 500” area.
Chair: I am looking for volunteers to help lead the subgroups.
POI: There were about 5 comments that were labeled as Editorial, and they should be labeled as Technical because they require changes to normative text.  How should we address these?
Chair: Leave them as Editorial, since they all need to be addressed anyway.

SB Comment Sub-groups:

	Sub-group lead(s)
	Clause(s)

	Dave Halasz, Frank Ciotti
	2, 3, 4, 7 

	Jesse Walker
	5, 8.3.2

	Dave Nelson
	8, 8.1, 8.2

	Dorothy Stanley
	8.5, 8.6

	Paul Lambert
	8.3.3, Annex I


Chair: Any objection to recessing until tomorrow at 1:30pm?

None

Recessed until 1:30pm tomorrow.
Tuesday, January 13, 2004

Resumed at 1:30pm
Chair: Are there any comment resolution motions to be made at this time?

None

Chair: Draft 7.1 is available on the server
Comment: what is in draft 7.1?

Comment: Draft 7.1 addresses most of the editorial comments on the SB.
Comment: Were most of the editorial comments in the spreadsheet (03/1004) already addressed?
Comment: yes

Comment: A number of technical comments are listed “addressed”.  And some of the resolution text does not match the description.
Chair: we need to review why this appears to be corrupted.  We should hold off on adopting draft 7.1
Revised SB Comment Sub-groups:

	Sub-group lead(s)
	Clause(s)

	Dave Halasz, Frank Ciotti
	2, 3, 4, 7 

	Jesse Walker
	5, 8.3.2

	Dave Nelson
	8, 8.1, 8.2, 8.3.1

	Dorothy Stanley
	8.4, 8.5

	Paul Lambert
	8.3.3, Annex I


Editor’s Report from this morning’s Editors meeting – Jesse Walker
Jesse: There is a concern that since the draft has to be sent to the IEEE as a Frame document, if we wait too long to convert the draft to Frame, the draft voted on in Sponsor Ballot is not the one being submitted to RevComm.
Jesse: The Operating Rules only state that the draft be made available to the members in PDF.  The editors voted to use Frame for all draft going forward.
Jesse: I do not plan on maintaining a Word version of the draft once I convert it to draft.
Chair: There is an issue with copying pictures and tables from PDF.  One won’t be able to modify the pictures.
Jesse: We should definitely do this before completing Sponsor Ballot.
Chair: Any further topics before we break into the ad-hoc session?
none

Chair: Any objection to working in an ad-hoc until Wednesday at 8:00am?

None
Wednesday, January 14, 2004

8:00AM - Resume

Chair: I would like to discuss the issue going to Re-circulation by the end of this week.  My opinion is that it does not look likely that we will make it.
Chair: Does anyone have another opinion?
None

Chair: I don’t believe you need 30 days notice to go to recirculation.  However, you do need 30 days notice to schedule a TG meeting to resolve comments.  I will discuss with Stuart and others to clarify this.  We could schedule a meeting and go to recirculation before the March meeting.  I would like people to think about this.  We can bring this up again Thursday night.
Chair: are there Comment Resolution motions that people would like to make?
Yes – Jesse doc 04/103

Jesse: I used the row number from the spreadsheet to indicate the comment number in the motions rather than the index number in column A.

Motion by Jesse Walker
Motion: IEEE 802.11 Task Group I adopts 802_11i-D7.1.doc as the basis for further work
Second: Dorothy Stanley
Discussion:

Comment: we should use 7.1 for comment resolution from this point forward?
Jesse: yes

Vote: 19-0-2 Passes
Motion by Jesse Walker

Address Comment 301 on 5.1.1.4 by adopting the text:

“In an RSNA, IEEE 802.11 provides functions to protect Data frames, IEEE 802.1X provides authentication and a controlled port, and IEEE 802.11 and IEEE 802.1X collaborate to provide key management”
Second: Dave Nelson
Discussion:

None

Any objection?

None

Motion Passes

Motion by Jesse Walker

Address Comment 295 on 5.2.2.2 with the following text:

The first component is an IEEE 802.1X Port Access Entity (PAE). PAEs are present on all STAs in an RSNA and control the forwarding of data to and from the MAC.  An AP always implements an Authenticator PAE and implements the EAP Authenticator role, and a STA always implements a Supplicant PAE and implements the EAP Peer role.  In an IBSS, each STA implements both an Authenticator PAE and a Supplicant PAE, and both the EAP Authenticator and Peer roles.
Second: Dorothy Stanley
Discussion:

Comment: This is just one example of where terminology is not consistent with 802.1X.  If we change this here, we may be inconsistent with the use of these terms elsewhere in the draft.

Jesse: A valid concern, but we are trying to make the document correct.
Vote: 19-1-1 Passes

Motion by Jesse Walker

Address Comments 287, 288 by replacing the text from 5.4.2.2

“Once the IEEE 802.1X AKM completes successfully, the IEEE 802.1X Controlled Port unblocks to allow data traffic”
with the text:

“Once the AKM completes successfully, data protection is enabled to prevent unauthorized access, and the IEEE 802.1X Controlled Port unblocks to allow protected Data traffic.”
Second: Al Potter
Discussion:

None

Any objection?

None

Motion Passes

Motion by Jesse Walker
Address Comment 298 by replacing the text from 5.4.2.3 with:
“No facilities are provided to move an RSNA during Reassociation, so the old RSNA will be deleted, and a new RSNA will need to be constructed”
Second: Frank Ciotti
Discussion:

None
Any objection?

None

Motion Passes

Motion by Jesse Walker
Address Comment 299 by replacing 1st paragraph we are adding with:

In a WLAN that does not support the establishment of RSNAs, Authentication and Confidentiality services were defined with the intention of providing similar security characteristics to those achieved by restricting physical access to a wired LAN. A wired LAN provides a level of Authentication as only users with physical access to the LAN can connect, and a level of Confidentiality as only users with physical access can monitor data flows
Second: Mike Moreton
Discussion:

Comment: The comment attempts to reflect the intent of WEP at the time.

Comment: With enough resources, signals can be retrieved from a wire without physical access.  This simply attempts to describe the original intent of 802.11 with WEP.
Comment: So WEP was an attempt to provide the same level of security as that provided by a wire.
Comment: The second sentence is where the contention is.  Insertion of the phrase “very low” before “level” is more accurate.
Comment: We should use the term “protection” rather than security terms.
Motion to amend by Russ Housley

Address Comment 299 by replacing 1st paragraph we are adding with:

In a WLAN that does not support the establishment of RSNAs, WEP protection intended to provide similar security characteristics to those achieved on a physically protected wired LAN.
Second: Thomas Maufer
Any objection?
Yes

Discussion:

Comment: we have not indicated where this is to be inserted in the draft.  

Call the question

Any objection?

None

Question called

Vote on motion to amend: 10-1-4 Passes
Main Motion

Discussion:

Jesse: against: this motion needs more work in order for it to meet the demands of the comment

Motion to table the motion by Mike Moreton
Vote: 10-2-1 Passes

Motion tabled

Jesse: I encourage people to review the text in Motion 7 of doc 04/103 as it replaces the text in clause 5.4.3.1.  
Jesse: there was an editorial comment that the draft should make amendments to the 2003 re-affirmation rather than the 1999 spec.
Chair: is this the roll-up?

Jesse: yes.  There are significant changes
Motion by Dorothy Stanley - Comment 120: Accept

Clause 8.4.10.1

Change “lose” to “loses” in:

In an RSNA, STAs generally transfer only protected data MPDUs. If a STA loses key state synchronization, in order to recover,

And Change List item 3 from

If the STA is RSNA Capable and has joined an ESS, the SME shall execute the deauthentication procedures as described in Clause 11.3.3 except when the RSN security association is initiated to when MLME-SETPROTECTION.request primitive has been invoked.

To

If the STA is RSNA Capable and has joined an ESS, the SME shall execute the deauthentication procedures as described in Clause 11.3.3. However, if the STA has initiated the RSN security association, but not yet invoked the MLME-SETPROTECTION.request primitive, then no additional action is required.
Second: Jesse Walker
Discussion:

None

Any objection?

None

Motion Passes

Motion by Dorothy Stanley - Comment 198: Accept

Delete the following informative note in clause 8.4.1.1

Informative Note: The Supplicant typically does not have a lifetime for this security association. In this case zero is used to represent no timeout.
Second: Jesse Walker
Discussion:

None
Any objection?

None

Motion passes

Motion by Dorothy Stanley - Comment 199: Accept

In Clause 8.4.6.1 Third paragraph, change 
"MAC address is the BSSID" 
to 
"MAC address shall be the BSSID"

Second: Mike Moreton
Discussion:

Comment: it may be possible for the STA to learn the wired MAC addr of the remote AP, which may not be the same as the BSSID.
Comment: if an AP receives a frame on the wired interface with a destination MAC address of the WLAN interface (BSSID), the AP may drop it.
Comment: AP’s that support pre-authentication, must not drop frames of this type.

Vote: 16-0-1 Passes
Motion by Dorothy Stanley – Comments 215, 519: Accept

In Clause 8.4.10.1, change

STAs receive IEEE 802.1X messages in unprotected data MPDUs destined for the IEEE 802.1X Authenticator’s Uncontrolled Port when the STA does not have a PTK available, configured and MLME-SETPROTECTION.request primitive has not been called.

To

STAs receive IEEE 802.1X messages in unprotected data MPDUs destined for the IEEE 802.1X Authenticator’s Uncontrolled Port when the MLME-SETPROTECTION.request primitive has not been called.

Second: Mike Moreton
Discussion:

None

Any objection?

None

Motion passes

Motion by Dorothy Stanley – Comment: 248

In Clause 8.4.9, change

A STA’s IEEE 802.1X implementation shall check that the Group cipher suite and AKMP (See Clause 8.4.4) matches that in Beacons and Probe Responses received for the IBSS and for the STA not to set up a security association with any STAs with an inconsistent security policy. The Beacons and Probe Responses of the various STAs within an IBSS are required to reflect a consistent security policy, as the Beacon initiation rotates among the STAs. The methods used to achieve reconciliation of these policy issues across multiple STAs are outside the scope of this standard.

To

A STA joining an IBSS is required to adopt the security configuration of the IBSS, which includes the Group cipher suite, unicast cipher suite and AKMP (See Clause 8.4.4). The STA shall not set up a security association with any STA having a different security configuration. The Beacons and Probe Responses of the various STAs within an IBSS must reflect a consistent security policy, as the Beacon initiation rotates among the STAs. 

Second: Mike Moreton
Discussion:

None

Vote: 13-0-5 Passes

Motion by Dorothy Stanley – Comment 196: Accept

In Clause 8.4.5, First paragraph, remove the following two sentences:

It is expected that most other protocol exchanges will make use of the IEEE 802.1X Controlled Ports. However, a given protocol may need to bypass the authorization function and make use of the IEEE 802.1X Uncontrolled Port.
Second: Jesse Walker
Discussion:

None

Any objection?

None

Motion passes

Motion by Dorothy Stanley – Comment 197: Accept

In Clause 8.4.6 First paragraph, change 

When IEEE 802.1X authentication is an authentication option, an RSNA-capable STA shall use IEEE 802.11 Open System authentication prior to (re)association.

To

When establishing an RSNA, a STA shall use IEEE 802.11 Open System authentication prior to (re)association.
Second: Mike Moreton
Discussion:

None

Any objection?

None

Motion passes

Discussion on reconsider for comment 196 motion

Comment: the intent here was to provide a mechanism for Hotspot providers to allow new subscribers to enroll.

Motion to reconsider by Dave Nelson

Second: none

Discussion on Comment 200
Comment: The scenario is the STA is associated to AP1, and begins pre-authenticat to AP2 via the DS.  The STA then re-associates to AP2  and continues the pre-authenticat via the wireless medium.  Since these frames are not the EAPOL Ethertype they are pre-authenticat Ethertype), should AP2 discard them?  
Comment: The original pre-authenticat via the wired medium should be aborted.
Comment: AP2 should discard the pre-authenticat frames recvd via the WLAN.

Comment: The STA should also know that it is now associated to AP2 and therefore should not be sending pre-authenticat frames to it and switch EAPOL frames.
Recessed at 10:00am until 1:30pm
Resumed at 1:37pm
Chair: Revision 5 of the comment spreadsheet is available.  After adopting draft 7.1, there are 382 remaining comments.
Resuming with Dorothy Stanley’s comment resolution motions.  The document is on the server as 04/124.
Discussion on Comment 198:
Comment: The AP must advertise its support for pre-authentication in the RSN IE.  So the STA should know if new AP supports it.
Dorothy: The draft states that the new AP need not be in radio range.
Comment: The STA could be aware of the new AP via mechanisms other than Beacons (e.g. 802.11k, GPS, etc.).

Comment: Approving this would allow STAs to attempt to Associate to AP without knowing its security parameters.

Dorothy: Do you need to know that the new AP supports pre-authentication?
Comment: yes

Dorothy: So there needs to be a mechanism for the STA to obtain this parameter other than the Beacon if the STA is out of radio range of the new AP.
Comment: What happens in the case where the STA is pre-authenticating to a new AP, but the STA does not like some part of the pre-authentication?  And then the STA Associates to the new AP?
Motion by Dorothy Stanley – Comment 203

In Clause 8.4.10.1, delete the subsection heading and first sentence, and change: 
8.4.10.1 Illegal data transfer

In an RSNA, STAs generally transfer only protected data MPDUs. If a STA lose key state synchronization, in order to recover, the following rules apply:

To:
If a STA loses key state synchronization, in order to recover, the following rules apply:

Second: Fred Stivers
Discussion:

Comment: is the part that is being deleted duplicated elsewhere, or was it deemed incorrect?
Dorothy: Changes adopted earlier may have addressed this.
Vote: 17-0-1 Passes
Motion by Dorothy Stanley – Comment 395: Accept

In Clause 8.4.10.1, delete the following sentences:

IEEE 802.1X messages except for Pre-authentication messages, are never forwarded to or from the DS. Pre-authentication messages shall not be accepted by the IEEE 802.1X Uncontrolled Port, i.e. they shall only be forwarded to and from the DS when protected.

Informative Note: STAs may optionally receive frames other than IEEE 802.1X messages in unprotected data MPDUs destined for the IEEE 802.1X Authenticator’s Uncontrolled Port at any time, with the caveat that any protocol utilizing this mechanism should provide cryptographic data protection mechanisms, suitable for the intended application or usage, within the protocol itself. These frames are never forwarded to or from the DS, but terminate at an application level service, such as a captive portal, on the AP. This usage is outside the scope of this standard.

Second: Dan Harkins
Discussion:
None

Any objection?

None

Motion passes

Motion by Dorothy Stanley – Comment 378, 416; Accept

In Clause 8.4.1.1, add the following to the list of elements in the PMKSA:

•
AKMP

· Pairwise Ciphersuite selector, established during the initial 4-Way Handshake.

· Group ciphersuite selector, established during the initial 4-Way Handshake.

Second: Nancy Cam-Winget
Discussion:

POI: why is the Group Key ciphersuite selector added?

Dorothy: the text indicates that the Group Key ciphersuite is part of the cached PMKSA

Comment: Maybe the cached PMK text should be modified instead.  Remove the reference to ciphersuites being part of the SA from Clause 8.4.6.2 as they are not know at the time of pre-authentication.

Comment: After pre-authentication with the AS, a vendor specific attribute may be used to establish a cipher suite prior to Association with the new AP.
Comment: The authorization parameters indicate what you are authorized to do.  They are not used to negotiate a cipher-suite.
Comment: AAA can’t change the cipher-suite selector, however the 4-way handshake may.
Dorothy: is the AKMP part of the PMKSA?
Comment: yes
Motion to amend by Dan Harkins
In Clause 8.4.1.1, add the following to the list of elements in the PMKSA:

•
AKMP

In Clause 8.4.6.2, change the sentence:

The PMKSA cannot be changed while cached e.g. the Pairwise cipher, Group cipher, AKMP and authorization parameters cannot be changed.

To:

The PMKSA cannot be changed while cached.

Second: Dave Nelson
Discussion:

None

Vote: 19-0-0 Passes
Discussion on main motion:

None

Any objection to the main motion?

None

Main motion passes

Motion by Dorothy Stanley – Comment 412:Accept

In Clause 8.4.1.1, end of second paragraph, change the sentence: 

"An RSN STA has 4 security associations" 

to:
"There are four types of security associations supported by an RSN STA:"
Second: Dave Nelson
Discussion:

None

Any objection?

None

Motion Passes

Motion by Dorothy Stanley – Comment 413: Accept
In Clause 8.4.1.1, STAKeySA – change:
There shall be only one STAKeySA with the same Initiator and Peer MAC addresses.

To:
There shall be only one STAKeySA with the same Initiator and Peer MAC addresses. Creation of a new STAKeySA with the same Initiator and Peer MAC addresses will cause deletion of the existing STAKeySA.
Second: Jon Edney
Discussion:
None

Any objection?

None

Motion passes

Motion by Dorothy Stanley – Comment 358: Accept

In Clause 8.4.1.2, first informative note in list item 3, change:
The IEEE 802.1X Controlled Port returns to the unauthorized state and blocks all Data frames upon completion of an MLME-DELETEKEYS.request primitive.

To:
The IEEE 802.1X Controlled Port returns to the unauthorized state and blocks all Data frames before invocation of an MLME-DELETEKEYS.request primitive.

Second: Fred Haisch
Discussion:

None

Any objection?

None

Motion passes

Motion by Dorothy Stanley – Comment 359:Accept

In Clause 8.4.1.2, second set of list items, in second bullet, change:
The Authenticator shall perform another IEEE 802.1X authentication if it does not have a cached PMKSA for at least one of the supplied PMKIDs.

To:
If none of the cached PMKSA’s match any of the supplied PMKIDs, then the Authenticator shall perform another IEEE 802.1X authentication.
Second: Mike Moreton
Discussion:

Comment: the PMKSA contains more than just the PMKID, so match is the wrong word.

Motion to amend by Dan Harkin

In Clause 8.4.1.2, second set of list items, in second bullet, change:

The Authenticator shall perform another IEEE 802.1X authentication if it does not have a cached PMKSA for at least one of the supplied PMKIDs.

To:

If none of the PMKIDs of the cached PMKSA’s match any of the supplied PMKIDs, then the Authenticator shall perform another IEEE 802.1X authentication.

Second Dave Nelson

Discussion:

None

Any objection?

None

Motion to amend passes

New main motion

Discussion:

Any objection?

None

Main Motion passes

Motion by Dorothy Stanley – Comment 360: Accept

In Clause 8.4.1.2, second to the last paragraph, change:
The life cycle of a security association is different in an IBSS. When an IBSS STA’s SME wants to setup a security association with a peer STA, it must first obtain the peer’s security policy using Probe Request if necessary. It then creates an IEEE 802.1X Supplicant and Authenticator port for the peer. When IEEE 802.1X authentication is not used, a STA’s Supplicant sets the IEEE 802.1X authSuccess and portValid variables to TRUE so the 4-Way Handshake of Clause 8.5 (using Pre-Shared Key (PSK)) is used with each IBSS peer STA it encounters.

To:
In an IBSS, when a STA’s SME establishes a security association with a peer STA, it creates both an IEEE 802.1X Supplicant and Authenticator for the peer.

Second: Dan Harkins
Discussion:

Comment: Does this address comment 361 as well?

Dorothy: yes
Any objection?

None

Motion Passes

Any objection to a five minute recess?

None

Recessed for five minutes

Resume
Motion by Dorothy Stanley – Comment 362:Accept

In Clause 8.4.1.2, change the two informative notes at the end of the section from:

Informative Note: A STA can receive IEEE 802.1X messages from a previously unknown MAC address. Membership in the IBSS is determined by the peer STA’s knowledge of the correct PSK.

Informative Note: Any STA within an IBSS may decline to form a security association with a STA joining the IBSS. An attempt to form a security association may also fail because, e.g., the peer uses a different Pre-Shared Key from that which the STA expects.

To:

A STA can receive IEEE 802.1X messages from a previously unknown MAC address. 

Any STA within an IBSS may decline to form a security association with a STA joining the IBSS. An attempt to form a security association may also fail because, e.g., the peer uses a different Pre-Shared Key from that which the STA expects.

Second: Clint Chaplin
Discussion:

None

Vote: 13-0-0 Passes
Discussion on Comments 414,415: 

Comment: The STA may obtain the SSID of the AP via mechanisms other than beacons

Comment: since the STA must indicate the SSID in the Association Request, is this superflouos?

Dorothy: the STA may not actually know the SSID and may be fishing.

Comment: Was the comment objection to associating to unknown APs, or to assert that AP vendors that conceal the SSID are non-conformant?

Chair: is suppressing the SSID considered a secure solution?

Comment: not any longer.

Comment: In fact, concealing the SSID reduces security.  It is the client’s identifier for which credentials to present.

Comment: I don’t see the security value in an SSID.  Anyone can use whatever SSID they wish.  It is not included in exchanges.

Comment: An analogy is MAC address filtering.  MAC address spoofing is easily accomplished.

Dorothy: it is an unprotected identifier, but still an identifier.  It allows the client to present less of its credentials than it would otherwise.

Comment: If an AP does not advertise its SSID, but the STA does know it, the STA is permitted to Associate to it.

Recessed until 4:00pm

Motion by Dorothy Stanley – Comment 486:Accept

In Clause 8.4.1.2, first list item of the second list, change:
(Re)Associating followed by IEEE 802.1X authentication

to:
(Re)Associating followed by IEEE 802.1X or PSK authentication

Second: Jon Edney
Discussion:

None

Any objection?

None

Motion passes

Motion by Dorothy Stanley – Comment 594:Accept

In Clause 8.1.4, list item 7, change:
The STA’s Supplicant and the AS generate a different fresh common key for each <STA, AP> pair, and a different key for each session between the pair. This assumption is fundamental, as reuse of any symmetric key would enable compromise of all the data protected by that key.

To:
The STA’s Supplicant and the AS generate a different fresh common PMK for each <STA, AP> pair. The STA’s Supplicant and the Authenticator generate a different, fresh PTK for each session between the pair. This assumption is fundamental, as reuse of any PTK would enable compromise of all the data protected by that key.

and, in Clause  8.4.6.2, change:
The PMK in the PMKSA can be used with the 4-Way Handshake to establish new PTKs.

To:
The PMK in the PMKSA is used with the 4-Way Handshake to establish fresh PTKs.

Second: Jesse Walker
Discussion:

None
Any objection?

None

Motion passes

Dorothy will revisit Comments 414 & 415 later.
Motion by Dave Nelson

To resolve SB comment number 343, in Clause 8.1, replace the Informative Note:

Informative Note: This document does not prohibit STAs from simultaneously operating pre-RSNA and RSNA algorithms, but does not define how to accomplish simultaneous operation. Clause 8.4 discusses some aspects of mixing RSNA and pre-RSNA STAs.

With the following:

Informative Note: This document does not prohibit STAs from simultaneously operating pre-RSNA and RSNA algorithms.
Second: Dorothy Stanley
Discussion:

None

Any objection?

None

Motion passes

Motion by Dave Nelson

To resolve SB comment number 355, in Clause 8.3, delete the first two sentences in this clause.
Second: Jesse Walker
Discussion:

None

Any objection?

None

Motion passes

Motion by Dave Nelson

To resolve SB comment number 280, add the following text at the end of Clause 8.1.4, as a new numbered bullet item:

"8. The destination STA chosen by the transmitter is the correct destination.  For example, Address Resolution Protocol (ARP) and Internet Control Message Protocol (ICMP) are methods of determining the destination STA MAC address that are not secure from attacks by other members of the ESS.  One of the possible solutions to this problem might be for the STA only to send or receive frames whose final destination or source addresses are the AP, and for the AP to provide a network layer routing function, but such solutions are outside the scope of this standard."
Second: Mike Moreton
Discussion:

None

Any objection?

None

Motion passes

Motion by Dave Nelson

To resolve SB comment number 344, in Clause 8.1.1, delete the first sentence.

Second: Jesse Walker
Discussion:

None

Any objection?

None

Motion passes

Motion by Dave Nelson

To resolve Sponsor Ballot comment number 179, in Clause 8.2.1.3, delete the following two sentences from the first paragraph:

“WEP-40 encryption keys shall be 40-bits in length. WEP-104 keys shall be 104-bits in length.”
Second: Jon Edney
Discussion:

None

Any objection?

None

Motion passes

Motion by Dave Nelson

To resolve SB comment number 180, in Clause 8.2.1.4.3, change the second paragraph from:

For WEP-40, bits 0 through 39 of the WEP key correspond to bits 24 through 63 of the seed, and bits 0 through 23 of the IV correspond to bits 0 through 23 of the seed, respectively. For WEP-104, bits 0 through 103 of the WEP key correspond to bits 24 through 127 of the seed, and bits 0 through 23 of the IV correspond to bits 0 through 23 of the seed, respectively. The bit numbering conventions in Clause 7.1.1 apply to the seed. The seed shall be the input to RC4, in order to encrypt or decrypt the WEP Data and ICV fields.

To:

For WEP-40, bits 0 through 39 of the WEP key correspond to bits 24 through 63 of the seed, and bits 0 through 23 of the IV correspond to bits 0 through 23 of the seed, respectively.  The bit numbering conventions in Clause 7.1.1 apply to the seed. The seed shall be the input to RC4, in order to encrypt or decrypt the WEP Data and ICV fields.

Informative Note: For WEP-104, bits 0 through 103 of the WEP key correspond to bits 24 through 127 of the seed, and bits 0 through 23 of the IV correspond to bits 0 through 23 of the seed, respectively.
Second: Jesse Walker
Discussion:

None

Any objection?

None

Motion passes

Motion by Dave Nelson

To resolve SB comment number 589, In Clause 8.1.2, delete the following informative note:

Informative Note: Fielded implementations of Pre-RSNA Equipment may optionally implement RSN cipher suites, but would include a Vendor Proprietary Information Element describing the availability of the RSN cipher suites, instead of the RSN IE. This usage is outside the scope of this standard.

And in Clause 4, delete the following acronym definition (no longer used):

WPA

Wi-Fi Protected Access
Second: Jesse Walker
Discussion:

None

Any objection?

None

Motion passes

Motion by Jesse Walker

Address Comments 224-226, 302, and 551 by replacing the body of 5.4.3.1 with the text:
IEEE 802.11 authentication operates at the link level between IEEE 802.11 STAs. IEEE 802.11 does not provide either end-to-end (message origin to message destination) or user-to-user authentication.

IEEE 802.11 attempts to control LAN access via the authentication service. IEEE  802.11 authentication is an SS. This service may be used by all STAs to establish their identity to STAs with which they communicate, in both ESS and IBSS networks. If a mutually acceptable level of authentication has not been established between two STAs, an association shall not be established.

IEEE 802.11 defines two authentication methods, Open System Authentication and Shared Key Authentication. Open System Authentication admits any STA to the DS. Shared Key Authentication relies on WEP to demonstrate knowledge of a WEP encryption key. The IEEE 802.11 authentication mechanism also allows definition of new authentication methods.

An RSNA also supports authentication based on IEEE 802.1X, or Pre-Shared Keys (PSKs). IEEE 802.1X authentication utilizes the Extensible Authentication Protocol (EAP, RFC 2284bis) to authenticate STAs and the AS with one another. This standard does not specify a mandatory-to-implement EAP method. Clause 8.4.4 describes the IEEE 802.1X Authentication and PSK usage within IEEE 802.11 IBSS.

In an RSNA, IEEE 802.1X Supplicants and Authenticators exchange protocol information via the IEEE 802.1X Uncontrolled Port. The IEEE 802.1X Controlled Port is blocked from passing general data traffic between the STA and the AP until an IEEE 802.1X authentication procedure completes successfully over the IEEE 802.1X Uncontrolled Port. 

The Open System Authentication algorithm is used in both BSS and IBSS RSNAs, though Open System Authentication is optional in an RSNA IBSS. RSNA disallows the use of Shared Key Authentication.

Management information base (MIB) functions are provided to support the standardized authentication schemes.

A STA may be authenticated with many other STAs at any given instant.

Second: Don Eastlake III
Discussion:

None

Any objection?

None

Motion passes

Chair: Are there any further motions or discussion topics?
Submission: Fred Stivers – Clarifying TKIP MIC Processing Format - doc 04/0097
A Second WME plug-fest is coming up in 1.5 weeks.  One of the tests will be WPA over WME.  There is an inconsistency in Draft 7.0 from previous versions of the sequence of fields (priority) fed to the Michael MIC algorithm.
Comment: why was it reversed in the first place?

Comment: it can be viewed as either a byte stream to be processed by Michael, or an assembly.  I viewed it as an assembly which is why I submitted a comment on it and it was changed.  If it is better viewed as how Michael processes it, then I am fine with that.
Comment: the std is inconsistent with the terms byte and octet, but we should use octet to be consistent
Motion by Fred Stivers

Instruct the editor to incorporate the changes specified in document 04/0094r0 into the TGi draft with the changing of the term “byte” to “octet”.
Second: Dorothy Stanley

Discussion:

Comment: on the producer side, the stream gets created the way that the diagram exists now.
Comment: can we add a test vector that contains a non-zero priority field for TKIP?

Fred: we can take that as an action item to generate one.
Chair: should we replace the Priority field with an RFU/MBZ field?
Comment: there are no issues with the term “Priority” – there are no comments on that.  There may be issues if we provide a non-zero priority example.
Vote: 17-0-2 Passes

Discussion on QC, Replay Protection and Priority – Paul Lambert
Comment: we could cut clause 8.3.3.5 and then TGe could add it back after TGi is ratified.
Comment: could we simply change the name of the term “QC” to “Priority”?
Comment: TGe can add this with the knowledge that it is reserved for when they go to RevComm.
Straw Poll by Paul Lambert

Clause 8.3.3.5 should be left in the TGi draft
Result: 14-1-6
Recessed until 8:00am tomorrow
Thursday, January 15, 2004
Chair: At the chairs mtg this morning, we discussed the plans for the next meeting.  A motion was passed in November to empower TGi to conduct business.  Meetings require 30 days notice.  Conference calls require 10 days.  We do not need a motion to schedule a meeting, but we do need an announcement.  We talked about having an ad-hoc meeting prior to the March meeting.  We want any new SB to close before the March meeting, so the meeting would have to be the week of February 16th. 
Chair: Are there any motions for SB comment resolutions?

None

Chair: I would like to work in ad-hoc and break into the comment processing sub-groups until 4:00pm.
Comment: is there a new version of the SB Comments spreadsheet posted?
Chair: Revision 5 is posted

Chair: any objection to working in ad-hoc until 4:00pm?
None

Resume 4:00pm
Submission: Paul Lambert – TGi Comment Resolution for CCMP – doc 04/0129r0

Comment: Some of the “shall be” phrases were changed to “are be”.
Paul: We can either fix it in the motion or leave it to the editor to correct the grammar.

Comment: I would prefer that just the modified text appear as “changed” in the new draft, rather than the entire clause.
Paul: Then I will make the motion that the changes in this submission be incorporated into the draft, rather then replace the entire clause.

Motion by Paul Lambert
Incorporate the red-marked changes indicated in document 04/0129r0 into the TGi draft.
Second: Jesse Walker
Discussion:

None

Any objection:

Yes

Vote: 14-0-2 Passes
Motion by Frank Ciotti
Replace the following bullet item in Clause 8.3.3.3:
1.
Increment the Frame Number (PN), to obtain a fresh PN for each MPDU, such that the Frame Number never repeat for the same Temporal Key (TK). Note that retransmitted MPDUs are not modified on retransmission.
With:
1.
Increment the Frame Number (PN), to obtain a fresh PN for each MPDU, such that the Frame Number never repeats for the same Temporal Key (TK). Note that retransmitted MPDUs are not modified on retransmission.

Second: Dave Nelson
Discussion:

None

Any objection?

None

Motion passes

Motion by Frank Ciotti

Replace the following sentence in Clause 8.3.3.2:
The reserved bits are  be set to zero (0) and are be ignored on reception.
With:
The reserved bits shall be set to zero (0) and shall be ignored on reception.

Second: Jon Edney
Discussion:

None

Any objection?

None

Motion passes

Motion by Jon Edney
Replace the term “Frame Number” with “PDU Number” throughout the TGi draft.
Second: Nancy Cam-Winget
Discussion:

Comment: this will draw more comments.  We should simply reject the comment.

Motion to Amend by Mike Moreton

Replace the term “Frame Number” with “Packet Number” throughout the TGi draft.
Second: Jesse Walker
Discussion:

Comment: This will probably continue to draw comments.
Vote: 9-2-4 Passes
Main Motion

Replace the term “Frame Number” with “Packet Number” throughout the TGi draft.
Discussion:
Comment: why not simply create a new definition to resolve the issue (e.g. MIC Vs. MAC)
Vote: 10-2-4 Passes
Motion by Frank Ciotti
Replace the following header text

8.3.3.5.1 AAD COnstructio with QC

with
8.3.3.5.1 AAD Construction with QC

Second: Dave Nelson
Discussion:

None

No objection

Motion passes

Straw Poll by Dave Nelson
Should the text of Clause 8.3.3.5 be labeled informative?
Result: 0-11-5
Motion by Dave Nelson
Replace the following header:
8.3.3.5 CCMP processing with QC (Informative)

With:
8.3.3.5 CCMP processing with QC
Second: Thomas Maufer
Discussion:

Comment: against: if we make this normative, we make a requirement on TGe we did not have before.

Comment: for: if we leave it informative, we must remove all normative language from the text.

Comment: Removing the clause will draw comments as well.  Perhaps leaving as informative and removing the normative language is the correct action.
Comment: we should leave as informative, and ask TGe to include as normative in their draft.
Comment: we could label as “Candidate for normative text for TGe”
Comment: The TG that completes last is responsible for adopting this text as normative.
Comment: We should trust TGe to do this.  There is only a problem if TGe gets to RevComm before us.
Comment: We could reject the comment and indicate that the clause was placed in the draft for TGe.
Comment: Removing from the draft would be a mistake.

Comment: what’s the difference if it’s normative or informative?
Comment: if it’s normative, we’re locked in RevComm.

Comment: If we reject the comment because of the TGe procedural issue, the comment will go to RevComm and they will look at our reason for rejecting, and should find it reasonable.  The alternate may not be true.
Comment: if we don’t reference TGe and simply have fields that are not defined, are we blocked in RevComm?

Chair: RevComm could 
Call the question

Any objection?

None

Vote: 3-5-8 Fails
Motion by Fred Stivers

Remove Clause 8.3.3.5 from the TGi draft.
Second: Henry Ptasinski
Discussion:
Comment: In the straw poll yesterday we decided to keep this.  My concern is not that TGe won’t include security, but rather that what they adopt is correct.
Comment: The purpose of making the standards is not for the people in these meetings, but rather for the people who will be implementing them.

Comment: If the removal is in the minutes, can’t we simply point them to the minutes.
Chair: If this clause is removed, TGi members could go to the TGe meetings to ensure that this text was adopted.
Comment: If we go to RevComm first, this is the proper action.  If we remove it, TGe will not like it.
Comment: Is this Clause necessary in the TGi draft?  Make a comment on the TGe LB that will get carried forward to SB that this text needs to be included.
Vote: 10-2-3 Passes

Submission: Dave Nelson – TGi SB Comment Resolutions - doc 04/0137
Comment: Removal of which sub-layer establishes an RSNA in Clause 8.1.3 makes the draft vague.  There was specific text in this clause that had a few errors and was removed.  That text should simply be corrected.
Dave: To correct the text would require significant work.
Any objection to recessing until 8:00pm?
None

Recessed at 5:51pm

Resume 8:00pm
Chair: Dell has volunteered to host a TGi meeting in Austin.  The planned dates are January 18-20th.  Are there other volunteers?

None

Chair: do we want a conference call a week before the meeting?  
Comment: yes.
The consensus of the group is to hold a conference call on Monday, February 9th at 11:00am Eastern time.
Motion by Frank Ciotti
IEEE 802.11i should conduct a conference call on February 9, 2004 at 11:00am Eastern time, and schedule a meeting for February 18, 19, and 20, 2004 in Austin, TX.
Second: Al Potter
Discussion:

None

Vote: 11-0-2 Passes
Motion by Dave Nelson
To resolve SB comment number 182, in Clause 8.3, replace the following text;

Use of any of the confidentiality algorithms depends on local policies. IEEE 802.11 recommends not using TKIP except as a patch to pre-RSNA devices, since that confidentially and integrity mechanisms are not as strong as those of CCMP. RSNA devices should only use TKIP when communicating with devices that are unable to communicate using CCMP.

With:

Informative Note: Use of any of the confidentiality algorithms depends on local policies. The confidentiality and integrity mechanisms of TKIP are not as robust as those of CCMP.  TKIP is designed to operate within the hardware limitations of a broad class of pre-RSNA devices.  TKIP is suitable for firmware-only, hardware-compatible upgrade of fielded equipment.  RSNA devices should only use TKIP when communicating with devices that are unable or not configured to communicate using CCMP.
Second: Jesse Walker
Discussion:

None

Any objection:

None

Motion passes

Motion by Dave Nelson

To resolve SB comment number 178, in Clause 8.1.4, change the last sentence of the bulleted item 92) from:

The promiscuous roaming model, in which a STA associates with any AP instead of only authorized APs, does not and cannot provide security in a WLAN.

To:

The STA shares authentication credentials with the AS utilized by the selected AP or in the case of PSK the selected AP.  The SSID provides an unprotected indication that the selected AP’s authentication entity shares credentials with the STA. Only the successful completion of the IEEE 802.1X EAP or PSK authentication, after association, can validate any such indication that the AP is connected to an authorized network or service provider.
Second: Jesse Walker
Discussion:

None

Any objection?

None

Motion passes

Motion by Dave Nelson

To resolve issues raised by SB comments 554 and 555, in Clause 8.5.1.2, change the Informative Note text from:

Informative Note: If the AKMP is RSNA-PSK then a 256-bit Pre-Shared Key may be configured into the STA and AP or a pass-phrase may be configured into the Supplicant or Authenticator. The method used to configure the PSK is outside this specification, but one method is via user interaction. If a passphrase is configured then a 256-bit key is derived and used as the PMK otherwise the Pre-Shared Key is used directly as the PMK. Implementations may support different Pre-Shared Keys for each pair of communicating STAs.

To:

Informative Note: If the AKMP is RSNA-PSK then a 256-bit Pre-Shared Key may be configured into the STA and AP or a pass-phrase may be configured into the Supplicant or Authenticator. The method used to configure the PSK is outside this specification, but one method is via user interaction. If a passphrase is configured then a 256-bit key is derived and used as the PSK.   In any RSNA-PSK method, the Pre-Shared Key is used directly as the PMK. Implementations may support different Pre-Shared Keys for each pair of communicating STAs.

Second: Don Eastlake
Discussion:

None

Any objection?

None

Motion passes

Motion by Dave Nelson

To resolve SB comment 236, in Clause 10.3.14.2, change the text as shown:

10.3.14.2 MLME-EAPOL.confirm

10.3.14.2.1 Function

This primitive confirms that this EAPOL- Key frame has been acknowledged by the IEEE 802.11 MAC.

10.3.14.2.2 Semantics of the service primitive

The primitive parameters are as follows:.
MLME-EAPOL.confirm

(






Result Code






)

	Name
	Type
	Valid Range
	Description

	ResultCode
	Enumeration
	SUCCESS,
TIMEOUT
	Indicates that the EAPOL-Key frame has been ACKed by the target STA


10.3.14.2.3 When Generated

This primitive is generated by the MAC as a result of an MLME-EAPOL.request being generated to send an EAPOL-Key frame. 

10.3.14.2.4 Effect of Receipt

The SME is always notified whether or not this EAPOL- Key frame has been acknowledged by the IEEE 802.11 MAC.

Second: Jon Edney
Discussion:

None

Any objection?

None

Motion passes

Motion by Dave Nelson

To resolve SB comment number 237, in Clause 10.3.14.3, delete this entire clause, and renumber as appropriate.  The effect of this change is to delete the MLME-EAPOL.indication primitive.
Second: Jesse Walker
Discussion:
None

Any objection?

None

Motion passes

Motion by Dave Nelson
To resolve SB comment number 244, in Clause 10.3.16.1.2 change the text as shown:

10.3.16.1.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-SETPROTECTION.request 
(
Protectlist

)

Each Protectlist consists of the following elements:
	Name
	Type
	Valid range
	Description

	Address
	MAC Address
	Any valid individual MAC address
	This parameter is valid only when the key type is Pairwise, STAKey, or when the key type is Group and is from an IBSS STA

	ProtectType
	Enum
	Rx, Tx, Rx_Tx
	The protection value for this MAC

	Key Type
	Integer
	Group, Pairwise, STAKey
	Defines whether this key is a Group or Pairwise key, or STAKey key.


Second: Mike Moreton
Discussion:

None

No objection

Motion passes

Submission: Dorothy Stanley – doc 04/0160
Discussion:

Comment: I remember discussing two items and I don’t see them.  Liveness and Session Distinction.  Did we decide that Liveness was a part of mutual authentication?
Comment: Yes.

Comment: How do the logistics of this work?

Dorothy: logistics going up – Bernard is taking the contents of this draft, and formatting it for IETF.  The comments coming back will come back to me.  If there are changes requested to the requirements, then we will have make those motions here.
Comment: the author of this document will be individual authors, not the 802.11WG.  It may be better to have the WG.
Comment: the IETF limits the number of authors to five.  You cannot have an organization be the author.

Comment: no new text is required for Liveness and Session Distinction as these are listed as “should”.
Motion by Dorothy Stanley
Approve the following text containing IEEE 802.11 requirements for EAP methods and request that the chair of IEEE 802.11 do the necessary editorial and formatting changes required and submit the text as an IETF Internet Draft and request publication as an IETF Informational RFC.

Abstract 
The draft IEEE 802.11i MAC Security Enhancements Amendment makes use of IEEE 802.1X, which in turn relies on the Extensible Authentication Protocol (EAP).  This document defines requirements for EAP methods used in IEEE 802.11 wireless LAN deployments.

The IEEE 802.11 Working Group has approved the material in this document and it is being presented as an IETF RFC for informational purposes.

Introduction

The draft IEEE 802.11i MAC Security Enhancements Amendment [IEEE802.11i] makes use of IEEE 802.1X [IEEE8021X-REV] which in turn relies on the Extensible Authentication Protocol (EAP), defined in [RFC2284bis]. Deployments of IEEE 802.11 WLANs today are based on EAP, and use several EAP methods, including EAP-TLS [RFC2716], EAP-TTLS [TTLS], PEAP [PEAP] and EAP-SIM [SIM]. These methods support authentication credentials that include digital certificates, user-names and passwords, secure tokens, and SIM secrets.

EAP Credential types

The draft IEEE 802.11i specification requires that EAP authentication methods are available.  Wireless LAN deployments are expected to use different credentials types, including digital certificates, user-names and passwords, existing secure tokens, and mobile network credentials (GSM and UMTS secrets).  Other credential types that may be used include public/private key (without necessarily requiring certificates), and asymmetric credential support (password on one side, public/private key on the other).

Mandatory requirements

EAP authentication methods suitable for use in wireless LAN authentication MUST satisfy the following criteria:

1. Generation of keying material.  This corresponds to the "Key derivation" security claim defined in [RFC2284bis], Section 7.2.1. 

2. Mutual authentication support.  This corresponds to the "Mutual authentication" security claim defined in [RFC2284bis], Section 7.2.1.

3. Synchronization of state.  This corresponds to the "Protected result indication" security claim defined in [RFC2284bis], Section 7.2.1. 

4. Resistance to dictionary attacks.  This corresponds to the "Dictionary attack resistance" security claim defined in [RFC2284bis], Section 7.2.1. 

5. Protection against man-in-the-middle attacks.  This corresponds to the 

"Cryptographic binding", "Integrity Protection", "Replay protection", and "Session Independence" security claims defined in [RFC2284bis], Section 7.2.1.

6. Protected ciphersuite negotiation.  If the method negotiates the ciphersuite used to protect the EAP conversation, then it MUST support the "Protected ciphersuite negotiation" security claim defined in [RFC2284bis], Section 7.2.1.

7. Key strength.  An EAP method suitable for use with IEEE 802.11 MUST be capable of generating keying material with 128-bits of effective key strength, as defined in [RFC2284bis] Section 7.2.1. As noted in [RFC2284bis] Section 7.10, an EAP method supporting key derivation MUST export a Master Session Key (MSK) of at least 64 octets, and an Extended Master Session Key (EMSK) of at least 64 octets.

Recommended requirements

EAP authentication methods used for Wireless LAN authentication SHOULD support the following features: 

8. Fragmentation.  [RFC2284bis] Section 3.1 states: "EAP methods can assume a minimum EAP MTU of 1020 octets, in the absence of other information.  EAP methods SHOULD include support for fragmentation and reassembly if their payloads can be larger than this minimum EAP MTU."  This implies support for the "Fragmentation" claim defined in [RFC2284bis], Section 7.2.1.

Optional features

EAP authentication methods used for Wireless LAN authentication MAY support the following features: 

9. Channel binding. This corresponds to the "Channel binding" security claim defined in [RFC2284bis], Section 7.2.1.

10. End-user identity hiding.  This corresponds to the "Confidentiality" security claim defined in [RFC2284bis], Section 7.2.1.

11. Fast reconnect.  This corresponds to the "Fast reconnect" security claim defined in [RFC2284bis], Section 7.2.1. 

Non-compliant EAP authentication methods

EAP-MD5-Challenge (the current mandatory-to-implement EAP authentication method), is defined in [RFC2284bis] Section 5.4. EAP-MD5-Challenge and two EAP authentication methods defined in [RFC2284bis], One-Time Password (Section 5.5) and Generic Token Card (Section 5.6), are non-compliant with the requirements defined in this document. 
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Second: Jesse Walker
Discussion:

None
Vote: 14-0-0 Passes

Motion by Mike Moreton
Include the changes specified in document 04/0159 into the TGi draft.
Second: Dorothy Stanley
Discussion:

None

No objection

Motion passes

Motion by Dorothy Stanley – Comments 414, 415: Accept
Delete the first informative note from Clause 8.4.1.2.
Informative note: Implementations of IEEE 802.11 that conceal the SSID are non-conformant to the IEEE 802.11 specification. Without advertisements, if the AP is indeed authorized, the STA on average must present half its credentials before locating a correct one at initial contact. It may be difficult to distinguish the presentation of multiple credentials from a dictionary attack. Also, the IEEE 802.1X AS may have more than one set of credentials that will authenticate it to the mobile STA, each associated with a different SSID, and the mobile STA may therefore select one that is sub optimal for its needs.

Second: Nancy Cam-Winget
Discussion:

None

Vote: 13-0-2 Passes
Chair: any further business before adjourning?
Comment: There was discussion of some type of acknowledgement for Tim Moore’s efforts.

Chair: I will make a motion tomorrow in the closing plenary to forward the letter to the IETF.
Chair: any objection to adjourning?
None

Adjourned at 9:30pm
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