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Abstract

This submission provides normative text for potential incorporation into the TGk Draft to provide a security mechanism for measurement requests, reports and other TGk related information

Instructions to Editor

Add after Table 20 in 7.3.2 the following text:

Information Elements which require protection through security services shall be called Protectable Information Elements (PIE). A list of PIEs is given in Table 21.

TABLE 21 – Protectable Information Elements

	Information Element

	Measurement Request

	Measurement Report

	AP Channel Report

	Site Report


PIEs shall have a common format as shown in Figure 0-1 and may be “protected” or “unprotected” depending on the state of the Security Flags field. Security services are only invoked on protected PIEs. For the purposes of Figure 34, all the fields after the Length field comprise the Information part of the Information Element.

	
	
	
	
	
	
	

	
	Element ID

	Length
	Security Flags
	Security Header
	Element Specific information
	Message Integrity Code

	Octets:
	1
	1
	1
	0 or 6
	variable
	0 or 8


Figure 0 ‑1 –Protectable Information Element
The Security Flags shall comprise bit fields as shown in Figure 0-2.

	
	
	
	

	
	Reserved
	Protect
Enable
	Key ID

	Bit:
	0 - 4
	5
	6-7


Figure 0 ‑2 –Measurement Request mode field
Bits 0 – 4 are reserved and shall be set to 0 in transmitted elements and ignored in received elements

Bit 5 shall be set to ‘1’ in frames that are protected and set to ‘0’ in frames that are unprotected

Bits 6-7 shall be set to ‘0’ in unprotected frames. In protected frames Bits 6-7 shall identify the Protected Information ELement Key (PIEkey) that was used in protecting the frame. The KeyID field shall be set to the Key Index supplied by MLME-SETKEYS.request primitive with a Key Type value of PIEkey.

The Security Header field shall not be present in unprotected PIEs (i.e. when the value of ‘Protect Enable’ is ‘0’.) The Security Header field shall comprise six octets that when concatenated are treated as a 48 bit value. The value is initialized from the Element Sequence Number (ESN) on transmit. The first octet (ESN0) shall represent the most significant byte of the ESN. Initialization and selection of ESN values is described in clause 8.8. On reception the value of the Security Header is used to detect replayed Information Elements. This is described in clause 8.8.

Element Specific Data has a format and meaning defined for the particular Information Element.

When present, the Message Integrity Code is an 8 octet field used to detect unauthorized modifications to the PIE. The value is generated and checked as described in Section 8.8. This field shall not be present in unprotected PIEs (i.e. when ‘Protect Enable’ is ‘0’).
Replace the first paragraph of 7.4.1 with the following text:

Five Action frame formats are defined for Spectrum Management purposes. An Action Field in the Control Field octet immediately after the Category field, differentiates the five formats.  The format of the Control Field is shown in Figure 0-6

	
	
	

	
	Integrity Protect
	Action Field

	Bit:
	0
	1-7


Figure 0 ‑6 –Measurement Action Control Field
The ‘Integrity Protect’ bit shall indicate whether the action frame includes authentication and integrity protection. If the bit is ‘1’ the Radio Measurement Action Frame shall include an 8 Octet Message Integrity Code (MIC). The Integrity Protect bit shall only be set for unicast actions frames.

On transmitted frames the Integrity Protect bit shall be set to ‘1’ if and only if the “Integrity” parameter of the MLME-Request Service primitive was TRUE. When the Integrity Protect bit is ‘1’, the station shall compute and insert the MIC field as described in clause 8.9. If the station is unable to compute the MIC field due to lack of appropriate keys or because the TA address is multicast or for some other reason it must reject the request with a ResultCode of ‘CANNOT PROTECT’

If the Integrity Protect bit of a received Action Frame is ‘1’ the receiving station shall compute the MIC value as described in clause 8.9 and compare the result to the MIC field of the received frame. If the value does not match or if the receiving station is unable to compute the MIC, the Action Frame shall be silently discarded.

The Action field values associated with each frame format are defined in Table 5.

Modify figures 22, 23, 24, 25 and also figures in sections 7.4.1.6, 7.4.1.7 and 7.4.1.8 as follows:

1) Rename “Action” field to “Control” field

2) Add an optional field (indicated by dotted outline) of 8 octets called “Message Integrity Code”

In section 10.3.12.1.2 add a new primitive parameter after Peer MAC Address:

Integrity

Add a new row in the parameter table inserting before Dialog Token:

Integrity

Boolean

TRUE, FALSE
When TRUE actions frames must be protected

In Section 10.3.12.2.2 add a new enumeration for the result code:

CANNOT PROTECT

In section 10.3.12.3.2 add a new primitive parameter after Peer MAC Address:

Integrity

Add a new row in the parameter table inserting before Dialog Token:

Integrity

Boolean

TRUE, FALSE
When TRUE actions frames must be protected

Add the end of (TGi Draft 7.0) 8.4.8 add the following text:

A further key exchange is also defined for use in protecting Radio Resource Measurement information. This is called the PIEkey Handshake. The AP’s authenticator can use the PIEkey Handshake to update the PIEkeys of stations with which it has a valid security association. The PIEkey uses the EAPOL-Key messages for this exchange. When it completes, the STA’s Supplicant can use the MLME-SETKEYS.request primitive to configure the PIEkey.
Add the end of (TGi Draft 7.0) 8.4.9 add the following text:

A key exchange is defined for use in protecting Radio Resource Measurement information. This is called the PIEkey Handshake. The authenticator of a STA can use the PIEkey Handshake to update the PIEkeys of stations with which it has a valid security association. The PIEkey uses the EAPOL-Key messages for this exchange. When it completes, the STA’s Supplicant can use the MLME-SETKEYS.request primitive to configure the PIEkey.
Add a new (TGi Draft 7.0) Clause 8.5.1.4:

The PIEkey shall be derived from the GMK by:

PIEkey ( PRF-128(GMK, “Protected IE key expansion” || AA || GNonce)

Add the following section

8.8 Protectable Information Elements

8.8.1 Security Services

Certain information elements as defined in Table 21 are eligible for protection using security services defined in this clause. Such Information Elements are called Protectable Information Elements (PIE). PIEs shall only be used by stations in an RSN. The following security services are provided:

· Confidentiality

· Detection of modification

· Detection of replayed elements

The services do not provide source integrity – this means that the originator of the PIE cannot be proved only by looking at the PIE and the TA of the MPDU containing the PIE.

The format of PIEs is defined in Figure 0-1 and provides for certain additional fields used in protecting the information carried by the element. Three fields are used to provide the security protection:

· Security Flags

· Security Header

· Message Integrity Code

The format of these fields is described in Figure 0-2
8.8.2 Element Sequence Number (ESN)

Each station that intends to send or receive Protected PIEs shall maintain a set of Element Sequence Numbers. These are used to detect replays of protected PIEs. Each station shall maintain one ESN for its use in generating protected PIEs, and one ESN for each station from which it intends to receive protected PIEs. Each ESN shall be a 48 bit value. The ESN used for generating PIEs shall be called the Transmit ESN (TESN).

8.8.2.1 Initialization of ESN values

The initial state of the TESN shall be ‘uninitialized’. A station shall not generate any protected PIEs if the TESN is ‘uninitialized’. Upon receipt of a valid MLME-SETKEYS.request primitive with an entry for PIEkeys, the TESN shall be set to the Receive Sequence Count value contained in the request. Upon receipt of a valid MLME-DELETEKEYS.request with an entry for PIEkeys, the TESN shall be set to the ‘uninitialized’ state.

The station shall maintain one ESN value for each station from which is has received a PIE, These ESN values shall be stored in a table called the ‘ESN Peer Table’ indexed by the TA value of the sending station. Upon receipt of any protected PIE in a multicast or unicast message intended for the station, the station shall look for an entry in the table corresponding to the sending TA value. If no entry exists a new entry shall be created and the current value of TESN shall be stored as the initial value of ESN. Entries in the ESN Peer Table shall not be deleted unless the table is fully reinitialized (to empty). The table shall be reinitialized when and only when a valid MLME-DELETEKEYS.request or MLME-SETKEYS.request is received.
8.8.2.2 Maintaining the ESN values

The value of TESN shall always be incremented by one prior to its use in generating a protected PIE. No two protected PIEs shall be generated using the same value of TESN unless a valid MLME-SETKEY.request has been received since the last time the value was used. Upon receipt of any protected PIE in a message intended for the station, the station shall peform the following two actions:

1) If the value of the ESN in the received PIE is greater than the current TESN then the TESN shall be set to the received ESN value.

2) The station shall look for the entry in the ESN Peer Table that corresponds to the sending TA. If an entry is found the station shall set the value in the table equal to the received ESN value. Otherwise, a new entry shall be initialized as described in clause 8.8.2.1.The entry in the table shall be updated only after it can been used for replay check as described in clause 8.8.4.2
8.8.3 Creating a protected PIE

8.8.3.1 Required Information

In order to create a protected PIE the following components shall be available. 

· The Element ID

· The Element Specific Information that is to be included and protected

· The length of the Element Specific Information (LenESI)

· A valid PIEkey as provided in a previous MLME-SETKEYS.request

· The value of KeyID associated with the PIEkey.

· The MAC address of the station that will be used as the TA when the PIE is transmitted.

8.8.3.2 Initialization

First a PIE shall be constructed and initialized according to the format shown in Figure 0-1 and with values as specified below:

· Element ID shall be set equal to the desired Element ID

· Length shall be set to the values LenESI + 15

· The Rsvd bits of the Security Flags shall be set to ‘0’

· The ‘Protected’ bit of the Security Flags shall be set to ‘1’

· The ‘KeyID’ bits of the Security Flags shall be set to the value of KeyID

· Octet ESN0 to ESN5 of the Security Header shall be initialized from the TESN after it has been incremented as specified in 8.8.2.2. ESN0 shall be set to the most significant octet of the TESN and subsequent octets (ESN1..ESN5) shall be set to sequentially lower significance octets of the TESN.

· The Element Specific Information shall be copied into the PIE without modification

· All the octets of the Message Integrity Code field shall be set to 0

8.8.3.3 Overview of steps
The steps in creating the Protected PIE are as follows:

· Additional Authentication Data (AAD) is generated

· The CCM Nonce is constructed from the TESN and TA

· CCM originator processing uses the PIEkey, AAD, Nonce and Element Specific Data to form the cipher text and MIC

· The Protected PIE is formed by overwriting the fields of the construction PIE with the values of cipher text and MIC.

These operations are based closely on the CCMP operations described in clause (TGi Draft7.0) 8.3.3.3. However, the operations are not identical because some of the fields are unused or differently specified.
8.8.3.4 Construct AAD

The AAD is constructed from the TA, the Element ID and the Length field of the PIE. The length of the AAD shall be 8 octets and the format shall be as shown in figure 0-4.

	
	
	
	

	
	Element ID

	Length
	TA

	Octets:
	1
	1
	6


Figure 0‑4 –AAD for protected PIE
The Length value shall be lenESI + 15.

8.8.3.5 Construct the CCM Nonce

The Nonce field occupies 13 octets and its structure is shown in Figure 0-5.

	
	
	
	

	
	Reserved

	TA
	TESN

	Octets:
	1
	1
	6


Figure 0‑5 –CCM Nonce for protected PIE
The Reserved field shall be set to ‘0’.

The TA field shall be set to the TA of the station that will transmit the PIE.

The TESN shall be the same value used in the Security Header Field of the PIE and the ordering of the octets shall be most significant first and least significant last.

8.8.3.6 CCM originator processing

There are four inputs to CCM originator processing:

· Key: The PIEkey
· Nonce: the 13 octet Nonce described in Clause 8.8.3.5
· Frame Body: the Element Specific Information

· AAD: 8 bytes of additional authenticated data as described in clause 8.8.3.4
The CCM originator processing provides authentication and integrity of the PIE as well as confidentiality of the Element Specific Information. However, it should be noted that since the PIEkey is shared by other stations no protection is provided against PIE created by another station using a forged TA value.

The output of CCM originator processing is an 8 octet MIC value and the cipher text the same length as the Element Specific Information

8.8.3.7 Assembly of the protected PIE

The protected PIE shall be constructed by modifying the PIE constructed in clause 8.8.3.2 as follows:

· The Element Specific Information field shall be replaced by the cipher text using the same octet order.

· The Message Integrity Code field shall be replaced by the MIC value generated by CCM originator processing

8.8.4 Decryption and checking of a received protected PIE

8.8.4.1 Required Information and Overview

In order to decrypt and check a received protected PIE the following information is required:

· The MAC address of the sending station (TA)

· The PIEkey corresponding to the KeyID bits found in the Security Flags field of the received PIE

· The value of ESN extracted from the Peer ESN Table corresponding to the sending station TA (‘last ESN’). 

· The value of ESN extracted from the Security Header of the received PIE (‘new ESN’).

The steps in decrypting and checking the PIE shall be performed in the following order:

· The values of ESN shall be checked to detect replayed PIEs (clause 8.8.4.2)

· The PIE shall be parsed to extract the AAD and CCM Nonce values

· The AAD, Nonce, PIEkey, (encrypted) Element Specific Information and MIC are processed using CCM recipient processing

· If the recipient processing detects a MIC failure the PIE shall be silently discarded

· The plaintext generated by recipient processing is used to overwrite the Element Specific Information Field.

8.8.4.2 Replay Detection

The values of ‘new ESN’ and ‘last ESN’ shall be compared. If no value for ‘last ESN’ exists, the PIE shall be silently discarded. If the value of ‘new ESN’ is less than or equal to the value of ‘last ESN’ then the PIE shall be silently discarded. Otherwise the PIE shall be further processed as described in the following clauses.

8.8.4.3 Construction the AAD.

The AAD shall be constructed as shown in figure 0-4.

The value of TA is set to the TA of the sending station and the values of Length and Element Identifier shall be extracted from the received PIE

8.8.4.4 Construction of the Nonce

The Nonce shall be constructed as shown in Figure 0-5.

The value of TA is set to the TA of the sending station and the value of the TESN shall be set equal to the value of ‘new ESN’

8.8.4.5 CCM Recipient Processing

There are four inputs to CCM recipient processing:

· Key: The PIEkey values corresponding to the KeyID contained in the security header

· Nonce: A 13 octet value as described in clause 8.8.4.4

· Encrypted Frame Body: This shall be the concatenation of the Element Specific Information field of the received PIE followed by the MIC field

· AAD: 8 octets as described in clause 8.8.4.3.

The CCM recipient processing checks the authentication and integrity of the frame body and the AAD as well as decrypting the frame body. The plaintext is returned only if the MIC check is successful.

There is one output from error-free CCM recipient processing:

· Frame body: the plaintext frame body, which is eight octets smaller than the Encrypted Frame Body.

8.8.4.6 Assembly of the unprotected PIE

The unprotected PIE shall be constructed by modifying the received protected PIE (or a copy thereof) as follows:

· The Element Specific Information field shall be replaced by the plaintext generated by CCM recipient processing using the same octet order.

· The Message Integrity Code field shall be set to 0

8.9 Integrity Protection of Radio Measurement Action Frames

8.9.1 Overview

Action frames used for Radio Measurements have provision for integrity protection. Such integrity protection shall only be available between stations is an RSN. Integrity protection is indicated by the ‘Integrity Protect’ bit in the Control Field. When the Integrity Protect bit is ‘1’ the frame shall include an 8 octet Message Integrity Code (MIC) at the end of the action frame as shown in Figure 0-?

	
	
	
	
	
	

	
	Category

	Control
	Dialog Token
	Element Specific Information
	MIC

	Octets:
	1
	1
	1
	Variable
	8


Figure 0‑? –Radio Measurement Action Frame
The MIC value is intended to detect any unwanted changes in the MAC Addressing or in the Action Frame body. The MIC value shall only be computed where the frame is a unicast frame and where pairwise keys are available for the combination of TA and RA MAC addresses.

Note that the MIC provides authentication and integrity but does not protect against replay and does not provide confidentiality.

8.9.2 Computation of the MIC

The MIC shall be computed using the hashing algorithm HMAC-SHA1-64 (see RFC 2104). The inputs to the hashing algorithm shall be:

1) the concatenation of the TA, RA and the entire Radio Measurement Action Frame starting with the Category field and ending with the last byte of the Element Specific Information shown in Figure 0-?

2) The pairwise key for the combination of RA and TA

8.9.3 Transmitted Action Frame

For transmitted frames the value of TA shall be the station sending the frame and the value of RA shall be the MAC address provided in the MLME request primitive. The station shall compute the MIC according to clause 8.9.2 and insert the resulting value into the action frame prior to transmission.

8.9.4 Received Action Frame

For received frames the value of TA shall be obtained from the action frame MAC header and the value of RA shall be the MAC address of the receiving station. The station shall compute the MIC according to clause 8.9.2 and compare the result with the value in the MIC field of the received action frame. If the result is different the frame shall be silently discarded.

Modify clause 10.3.11.1.2 as currently defined in 802.11i draft 7.0 replacing the table as follows:
	Name
	Type
	Valid range
	Description

	Key
	Bit string
	N/A
	The TK value

	Length
	Integer
	N/A
	The number of bits in the Key to be used.

	Key ID
	Integer
	N/A
	Key ID

	Key Type
	Integer
	Group, Pairwise, STAKey, PIEkey
	Defines whether this key is a Group Pairwise key, STAKey key or PIEkey.

	Address
	MAC Address
	Any valid individual MAC address
	This parameter is valid only when the type is Pairwise, when the Type is Group and the STA is in IBSS, or when the Type is STAKey.

	Receive Sequence Count
	8 octets
	N/A
	Value the receive sequence counter(s) should be initialized to

	Authenticator/Supplicant
	Boolean
	TRUE, FALSE
	Whether the key is configured by the Authenticator or Supplicant, TRUE indicates that the Michael integrity key is for Tx.

	Cipher Suite Selector
	4 octets
	As defined in the RSN IE format
	The Cipher Suite required for this association. This parameter is not valid when the Key Type is PIEkey


Note: need to find where key type is enumerated and add PIEkey
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