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Abstract

This document proposes a format for a new frame type called the Encrypted Action frame.  The actions that can be transported inside it are identical to the standard Action frame, but with the single exception that they are encrypted in the same way as an MPDU payload would be.  A capability bit is also provided so that a STA can advertise whether it can accept Encrypted Action frames as an alternative to conventional Action Frames.
The Encrypted Action Frame is provided mainly as a useful feature for other amendments that may require secure action frames, but lack the security expertise to propose them themselves.  It does NOT require that existing action frames be encrypted, though they MAY be if both ends have indicated that they support these frames.
Modifications to 802.11i draft 7.0 are provided.
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Proposed Changes

In section 7.1.3.1.2 Type and Subtype fields, Insert the Management/ Encrypted Action row before the Management/Reserved row and change the Management/Reserved row in Table 1 as follows:
	Type vale

b3 b2
	Type description
	Subtype value

b7 b6 b5 b4
	Subtype description

	00
	Management
	1110
	Encrypted Action

	00
	Management
	1110-1111
	Reserved


Change the second paragraph added to 7.1.3.1.9 “Protected Frame Field” as follows:
The Protected Frame field is set to 1 only within frames of type Data and frames of type Management, subtypes Authentication or Encrypted Action. The Protected Frame field is set to 0 in all other frames. When the Protected Frame bit is set to 1, in a frame of type Data or of type Management/Encrypted Action, the Frame Body field is protected utilizing the cryptographic algorithm selected during association or reassociation and expanded as defined in Clause 8. Only WEP is allowed as the cryptographic algorithm for frames of type Management, subtype Authentication.  This bit shall always be set to 1 in frames of type Management/Encrypted Action as these frames are always protected.
In section7.3.2.9 add a new RSN Capabilities bit “Encrypted Action Frames” with the following description:
Encrypted Action Frame

This subfield shall be set to one if the STA transmitting the subfield supports the reception of Encrypted Action Frames.  This subfield shall be set to zero if the STA does not support the reception of Encrypted Action Frames.

Insert 7.2.3.13 after 7.2.3.12 as follows:

7.2.3.13 Encrypted Action frame format

The frame body of a management frame of subtype Encrypted Action contains the information shown in Table 15b.

Table 15b—Encrypted Action frame body
	Order
	Field
	Notes

	1
	encryption header if present
	See section 8

	2
	Action Information Element
	

	3
	encryption trailer if present
	See section 8


An Encrypted Action frame carries a payload of a single Action Information Element protected utilizing the cryptographic algorithm selected for Data MPDUs during association or reassociation and expanded as defined in Clause 8.

For the purposes of encapsulation and decapsulation, an Encrypted Action Frame shall be processed as if it were a data MPDU containing an entire MSDU of priority zero.

Encrypted Action frames shall not be sent to a STA that has not indicated its willingness to receive such frames by setting the Encrypted Action Frames bit in the RSN Capabilities field.
Unless stated otherwise, the Action Information Element from a received Encrypted Action Frame shall be treated as if it was received in a Management/Action frame.

An Encrypted Action frame may be placed in a different queue than similar Data MPDUs, so the receiver shall maintain a separate Replay Counter (see section 8) for Encrypted Action frames.  This is in addition to the number of Replay Counters advertised in the RSN Capabilities field.  
Note that the security algorithms described in Clause 8 do not protect the Subtype sub-field of the Frame Control field, and so Management/Encrypted Action frames can not be securely distinguished from other encrypted Management frames based on the subtype alone.  As the only other such frames are Management/Authentication frames which are sometime encrypted with WEP, Management/Encrypted Action frames shall not be encrypted with WEP so that they can be distinguished.

In Annex A, add a new row to the PICS as follows:
	PCX 1.10
	Encrypted Action Frame
	7.2.3.13
	PCX.1:O
	Yes   No
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Justification

		11h defined the Management/Action frame.

		11e and 11k plan to make use of it

		Some of these uses could benefit from authentication and/or encryption.

		Other groups don’t feel expert enough to define a security mechanism for these frames.  So everything gets sent in the clear.

		TGi should provide a general purpose facility that other groups can use.

		Doesn’t solve the full problem of securing all management frames

		But at least we stop making things worse.
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Requirements

		Mustn’t require new security methods

		Reuse data encryption

		Must be optional

		Must be backwards compatible

		Must be secure.
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Solution

		Define a new frame type “Encrypted Action” that is always encrypted.

		The payload (Action IE) is encrypted just like a data frame.

		The Action IE is treated the same as an Action IE in a normal Action frame.

		Receiver must subscribe to receive these frames

		New bit in the RSN Capabilities
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Standard Action Frame Format
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