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Abstract

This document lists the outstanding negative votes, for the IEEE 802.11i Draft 7.0, and a statement of why these unresolved negative votes could not be resolved. There are three remaining no voters with a total of four comments. The comments were rejected by the task group and approved by the working group. The voters and their reason for voting no are,
Simon Barber

In the IEEE 802.11 header, wants address 3 and address 4 encrypted.

Rejected: They are protected. Encrypting would be an architectural change.
Wants authentication before association.

Rejected: Task group debated and decided against.

Ken Clements
Wants changes reflected in Annex C. (Formal description of MAC operation)

Rejected: Task Group left Annex C in the standard. But the IEEE 802.11i amendment MAC operation description is in the normative text.

Russ Housley

Wants key identifiers synchronized with future work in the IETF.

Rejected: Would be receptive if the IETF had text available.
There were no new “no votes” on the last recirculation. All of the above comments have been entered prior to the last recirculation.
From the last IEEE 802.11i recirculation, the Task Group wishes to roll all editorial coments labeled, “To be addressed at Sponsor ballot” into the Sponsor Ballot response. This is to save time on producing an eventual amendment.
When Letter Ballot 62 closed, there were 14 no voters. After following up with the 14 no voters, there are now 3 no voters.
Remaining no voters on IEEE 802.11i, Draft 7.0
The remaining no voters, on IEEE 802.11i Draft 7.0 are the following,
Simon Barber

Ken Clements

Russ Housley

Background information
Working Group Letter Ballot 52, was with Draft 3.0 of IEEE 802.11i.
Working Group Letter Ballot 57, was with Draft 4.0 of IEEE 802.11i.

Working Group Letter Ballot 60, was with Draft 5.0 of IEEE 802.11i.

Working Group Letter Ballot 61, was with Draft 6.0 of IEEE 802.11i.

Working Group Letter Ballot 62, was with Draft 7.0 of IEEE 802.11i.

Outstanding negative votes history and why these negative votes could not be resolved is contained in the following pages.
Simon Barber

LB52
	Comment/Explanation
	Recommended Change
	Task Group Response

	SA and DA are not encrypted in TKIP or CCMP. SA or DA can end up as address 3 or addresses 3 and 4. In this case they can be encrypted. Not encrypting them reveals information about the link that can then be used in a future attack, such as a broadcast frame replay attack.
	Add a protection mechanism for address 3 and 4. Either include them in the encrypted data, or provide a separate mechanism to cover them.
	Reject.  They are protected in CCMP by integrity check.

	RSN authentication should occur before association.
	add an EAPoL MMPDU in place of the existing authentication machanism.
	Rejected. The decision of the Task Group was to not go down this path.


LB57 – No comments, no response
LB60 – Comments re-entered

	Task Group Response

	Reject. Address privacy has not been a defined service for Tgi.  This is a large architectural change.

	From the minutes of the IEEE 802.11 TGi Ad-Hoc of August 2003:

Comment 745 rejection 

1. The 1999 802.11 standard makes the assumption that there is no session oriented information until after 802.11 Association.  A security association cannot be constructed without the presence of a session.

2. Pre-authentication would not be forwardable across the DS if authentication were to occur using 802.11 MAC authentication frames.  This would limit the flexibility of pre-authentication design.

3. The task group felt is was advantageous to utilize the existing 802.1X EAPOL frames for authentication rather than invent new 802.11 specific frames for this purpose.  When 802.11 1999 was passed, there was no standard for 802 authentication.  However, since then 802.1X has been passed and 802.11i has decided leverage that standard.  

4. The task group felt it was important to remove authentication from the MAC since 802.11 is not the appropriate place to define authentication mechanisms.

Straw Poll by Dave Halasz

For the four reasons stated above, comment 745 should be rejected.

Discussion:

None

Result: 15-0-1


LB61 – No comments, no response
LB62 – No comments, no response
	Follow up after LB62

	Dave Halasz discussed the two remaining comments with Simon Barber on November 11, 2003. The TGi chair explained the task group’s position and explained that the comment about Authentication before Association may be addressed by future work out of the IEEE 802.11 Fast Roaming Study Group. At this time, Simon Barber mentioned that the two comments had not been addressed. Furthermore, the two comments are the reason why he is still voting no.


Ken Clements

LB52

	Comment/Explanation
	Recommended Change
	Task Group Response

	Although primarilly concerned with section 8, changes in the draft to section 11 operations that are specified in Annex C have not been propagated to updates of Annex C.  The draft is incomplete without the normative updates to Annex C.
	Make the necessary changes to Annex C to reflect the changes in MAC layer operation specified by the text of the draft.
	This draft deletes Annex C


LB57 – No comments, no response
	In IEEE 802.11i draft 5.0, the following was added,

	Annex C (normative) Formal description of MAC operation

Insert the following text at the end of the text portion of the text portions introducing Annex C.3 and Annex C.4:

This annex describes the security behavior of only Clauses 8.2.2 and 8.2.3.




LB60 – Comment re-entered
	Comment/Explanation

	The reason for my no vote is the same as last LB, i.e. lack of

formal specifications of the changes to the operation of the 802.11 MAC

layer.

	Task Group Response

	While the claim this comment makes is true, there is no evidence that the lack of a formal description makes any difference in practice. 

Indeed, the evidence is to the contrary. The text of the TGi draft is sufficiently detailed and complete as to permit independent implementations. This claim may be verified by empirical observation. 

Wi-Fi Protected Access (WPA) is  based on an earlier version of the TGi draft, D3.0. Tgi draft D3.0 was sufficiently detailed to permit independent interoperable implementation of 802.1X supplicants from 4 different vendors, RADIUS servers from 2 different vendors, station NICs from 9 different vendors, and access points from 4 different vendors. 

This claim may be verified by consulting http://www.wi-fi.org/OpenSection/Certified_Products.asp.

Aside from key caching and incorporation of the group key into the 4-Way Handshake, the changes to the TGi draft after D3.0 have been exclusively to clarify text, not add new features. This means can we expect the current draft is more easily implemented than D3.0, which has already led to successful independent interoperable implementations. 

Furthermore, 802.11h was approved without any changes to the formal description in Annex C, and IEEE 802.3 has removed Annex C completely, indicating that IEEE 802.11, 802, and RevCom all believe that updates to the formal description are not necessary for correct and interoperable implementations of the standard. TGi therefore rejects comment 336 of 03/659.


LB60 – Comment re-entered and response is re-entered

LB61 – Comment re-entered and response is re-entered

LB62 – Comment re-entered and response is re-entered

	Follow up after LB62

	Dave Halasz discussed the remaining comments with Ken Clements on November 11, 2003. The TGi chair explained the task group’s response, regarding previous related work. However Ken Clements responded that the other work was done incorrectly. At this time, Ken Clements mentioned that the comment had not been addressed. Furthermore, the comment is the reason why he is still voting no.


Russ Housley

LB60
	Comment/Explanation
	Recommended Change
	Task Group Response

	The key management in 802.11i is dependent on 802.1X, which is dependent on EAP.  The key indentifiers should not deviate from the conventiond being specified in the IETF for use with EAP.  Rather, the key identifiers ought to take advantage of the conventions being defined in the IETF for use with EAP.
	On page 73, lines 11 through 15, a key naming scheme compatable with the one being defined for EAP by the IETF should be used.
	We do not want another dependency on a draft standard. We may re-consider this when EAP Key naming becomes a standard.  Synchronize with the EAP group at the October 802.11i meeting. We will continue discussion with the EAP group for alignment, prior to the 802.11i Sponsor ballot submission.


LB61

	Task Group Response

	Reject, EAP group did not reach a consensus and 11i PMKID key identifiers can't be aligned with EAP as there are cases when 11i do not take the PMK from eap e.g. PSK. 11i does not define an identifier for PTKs as this is an internal implementation issue and not an interoperability issue


LB62 – No comments, no response
	Follow up after LB62

	Dave Halasz contacted Russ Housley on November 8, 2003, to discuss Russ’s no vote. Russ Housley mentioned he would do another review and email his response. Russ Housley emailed his response on November 8, 2003 stating that he is still not satisfied with the comment being addressed.
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