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Abstract

Motions drafted to address Letter Ballot 60 Comments on Introduction, TOC and Clauses 2, 3, 4 and 7 of 802.11i draft 5.0.

Clause 2
Comment 784
In Clause 2, page 1 line 28, replace

IETF RFC1750, Randomness Recommendations for Security, Eastlake, 3rd, D., Crocker, S., Schiller, J.

With:
IETF RFC1750, Randomness Recommendations for Security, Eastlake, 3rd, D., Crocker, S., Schiller, J., December 1994.
Comment 785
In Clause 2, page 2 line 3, replace

IETF RFC2202, Test Cases for HMAC-MD5 and HMAC-SHA-1, Cheng, P., Glenn, R. 

With:
IETF RFC2202, Test Cases for HMAC-MD5 and HMAC-SHA-1, Cheng, P., Glenn, R., September 1997.
Comment 788
In Clause 2, page 2 line 12, remove:

IETF IEN 137, On Holy Wars and a Plea for Peace, Cohen, D., April 1980.

Comment 789
In Clause 2, page 2 line 13, move:

IETF RFC 2548, Microsoft Vendor-specific RADIUS Attributes, Zorn, G., March 1999.

Annex E:
Clause 3
Comment 152
Replace all occurrences of

“Authentication Suite”
With:
“Authentication and Key Management Suite”

excluding occurrences in Annex D.
Comment 743
In Clause 3, page 4 line 1, replace:

Pairwise: Two entities that are associated with each other; an AP and one associated STA, or a pair of STAs in an IBSS network, This term is used to describe the key hierarchies for keys that are shared only between the two entities in a Pairwise association.

With:
Pairwise: Two entities that are associated with each other (e.g., an AP and an associated STA, or a pair of STAs in an IBSS network).  This term is used to describe the key hierarchies for keys that are shared only between the two entities.

Comment 792

In Clause 3, page 2, line 17, remove:
Change definition “3.40 privacy” to “3.40 confidentiality, and renumber as appropriate. 

In Clause 3, insert:
Change the definition for “privacy” as follows:
“3.40 privacy confidentiality: The service used to prevent the content of messages from being read by other than the intended recipients.”
Comment 793

In Clause 3, page 2, line 18, remove:
Change the phrase “enhance privacy” to “enhance confidentiality”in definition 3.49

In Clause 3, insert:
Change the definition for “wired equivalent privacy (WEP)” as follows:
3.49 wired equivalent privacy (WEP): The optional cryptographic confidentiality algorithm specified by IEEE 802.11 used to provide data confidentiality that is subjectively equivalent to the confidentiality of a wired local area network (LAN) medium that does not employ cryptographic techniques to enhance privacy confidentiality.

Comment 806

On page 18, line 22, remove:
Change the phrase “Wired Equivalent Privacy (WEP)” in Clause 7.1.3.1 to “Protected Frame”.

In Clause 7.1.3.1, insert:
Change the phrase “Wired Equivalent Privacy (WEP)” in Clause 7.1.3.1 to “Protected Frame” as follows:

The Frame Control field consists of the following subfields: Protocol Version, Type, Subtype, To DS, From DS, More Fragments, Retry, Power Management, More Data, Wired Equivalent Privacy (WEP) Protected Frame, and Order.

Comment 807

On page 18, line 24, remove:
Change “WEP” in Figure 13 to “Protected Frame”.

In Clause 7.1.3.1, insert:
Delete Figure 13.

Insert the following figure as Figure 13:
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Comment 808
On page 18, line 25, the 802.11i editor shall remove:
Change the title of Clause 7.1.3.1.9 to:

7.1.3.1.9 Protected Frame field

In Clause 7.1.3.1.9, the 802.11i editor shall insert:
Change the title as follows: “7.1.3.1.9 WEP Protected Frame field”

On page 18, line 27, the 802.11i editor shall remove:
Change the text of Clause 7.1.3.1.9 to:

The Protected Frame field is one bit in length. The Protected Frame field is set to 1 if the Frame Body field contains information that has been processed by a cryptographic encapsulation algorithm. The Protected Frame field is set to 1 only within frames of Type Data and frames of Type Management, Subtype Authentication. The Protected Frame field is set to 0 in all other frames. When the Protected Frame bit is set to 1, in a frame of type data, the Frame Body field is protected utilizing the cryptographic algorithm or WEP selected during association or reassociation and expanded as defined in Clause 8. Only WEP is allowed as the cryptographic algorithm for frames of Type Management, Subtype Authentication.

In Clause 7.1.3.1.9, the 802.11i editor shall insert:
Delete the following paragraph from Clause 7.1.3.1.9:
The WEP field is 1 bit in length. It is set to 1 if the Frame Body field contains information that has been processed by the WEP algorithm. The WEP field is only set to 1 within frames of type Data and frames of type Management, subtype Authentication. The WEP field is set to 0 in all other frames. When the WEP bit is set to 1, the Frame Body field is expanded as defined in 8.2.5.

Insert the following paragraph in Clause 7.1.3.1.9:
The Protected Frame field is one bit in length. The Protected Frame field is set to 1 if the Frame Body field contains information that has been processed by a cryptographic encapsulation algorithm. The Protected Frame field is set to 1 only within frames of Type Data and frames of Type Management, Subtype Authentication. The Protected Frame field is set to 0 in all other frames. When the Protected Frame bit is set to 1, in a frame of type data, the Frame Body field is protected utilizing the cryptographic algorithm or WEP selected during association or reassociation and expanded as defined in Clause 8. Only WEP is allowed as the cryptographic algorithm for frames of Type Management, Subtype Authentication.

Comment 810

On page 18, line 35, the 802.11i editor shall replace:
Change the text of paragraph from Clause 7.2.2 reading

With:
Delete the paragraph from Clause 7.2.2 reading:
On page 19, line 3, the 802.11i editor shall replace:
to
The frame body consists of the MSDU or a fragment thereof, and a security header and trailer (if and only if the Protected Frame subfield in the frame control field is set to 1). The frame body is null (0 octets in length) in data frames of Subtype Null function (no data), CF-Ack (no data), CF-Poll (no data), and CF-Ack+CF-Poll (no data). These frame types shall be checked that the frame body is null and if not discard the frame.

With:

Insert the following paragraph in Clause 7.2.2
The frame body consists of the MSDU or a fragment thereof, and a security header and trailer (if and only if the Protected Frame subfield in the frame control field is set to 1). The frame body is null (0 octets in length) in data frames of Subtype Null function (no data), CF-Ack (no data), CF-Poll (no data), and CF-Ack+CF-Poll (no data). These frame types shall be checked that the frame body is null and if not discard the frame.

Prior to the following paragraph:

Within all data type frames sent during the CFP, the Duration field is set to the value 32 768. Within all data type frames sent during the contention period, the Duration field is set according to the following rules:

Comment 679

In Clause 7.1.3.1.9, page 18, line 31, replace::
When the Protected Frame bit is set to 1, in a frame of type data, the Frame Body field is protected utilizing the cryptographic algorithm or WEP selected during association or reassociation and expanded as defined in Clause 8.
With:

When the Protected Frame bit is set to 1, in a frame of type data, the Frame Body field is protected utilizing the cryptographic algorithm selected during association or reassociation and expanded as defined in Clause 8.
Comment 715

In Clause 7.2.3.10, page 19, line 26, replace:
Only Authentication frames, with Authentication Algorithm set to Open System Authentication, may be used within an RSNA.

With:

Only Authentication frames with Authentication Algorithm set to Open System Authentication may be used within an RSNA.

Comments 502, 811, 812, 813, 814, 815, 816, 817, 818
In Clause 7.2.3.1, replace:
	14
	RSN Information Element
	If dot11RSNAEnabled is TRUE, then a Beacon shall specify a single RSN Information Element.


With:
	14
	RSN Information Element
	The RSN information element is only present within Beacon frames generated by STA’s that have dot11RSNAEnabled set to TRUE.


In Clause 7.2.3.4, replace:

	5
	RSN Information Element
	If dot11RSNAEnabled is TRUE, then an Association Request shall specify a single RSN Information Element.


With:
	5
	RSN Information Element
	The RSN information element is only present within Association Request frames generated by STA’s that have dot11RSNAEnabled set to TRUE.


In Clause 7.2.3.6, replace:

	6
	RSN Information Element
	If dot11RSNAEnabled is TRUE, then a Reassociation Request shall specify a single RSN Information Element.


With:
	6
	RSN Information Element
	The RSN information element is only present within Reassociation Request frames generated by STA’s that have dot11RSNAEnabled set to TRUE.


In Clause 7.2.3.9, replace:

	10
	RSN Information Element
	If dot11RSNAEnabled is TRUE, then a Probe response shall specify a single RSN Information Element.


With:
	10
	RSN Information Element
	The RSN information element is only present within Probe Response frames generated by STA’s that have dot11RSNAEnabled set to TRUE.


Comment 164
In Annex D page 122, line 43, replace:

dot11RSNNumberOfReplayCounters }

With:
dot11RSNANumberOfReplayCounters }
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