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Abstract

Annex F updated to include comment resolutions.  Updates made to 11-03-0485r0.
<The following is proposed replacement text for in Annex F to resolve ballot comments>
Annex F RSNA reference implementations and test vectors

F.1 (informative) TKIP Temporal Key Mixing Function reference implementation and test vector

This clause provides a “C” language reference implementation of the temporal key mixing function.

/***********************************************************************

   Contents:    Generate 802.11 per-packet RC4 key hash test vectors

   Date:        April 19, 2002

   Authors:     Doug Whiting,   Hifn

                Russ Housley,   RSA Labs

                Niels Ferguson, MacFergus

                Doug Smith,     Cisco

   Notes:

   This code is released to the public domain use, built solely out of

   the goodness of our hearts for the benefit of all mankind. As such,

   there are no warranties of any kind given on the correctness or

   usefulness of this code.

   This code is written for pedagogical purposes, NOT for performance.

************************************************************************/

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include <assert.h>

#include <time.h>

typedef unsigned char  byte;   /*  8-bit byte (octet)  */

typedef unsigned short u16b;   /* 16-bit unsigned word */

typedef unsigned long  u32b;   /* 32-bit unsigned word */

/* macros for extraction/creation of byte/u16b values  */

#define RotR1(v16)   ((((v16) >> 1) & 0x7FFF) ^ (((v16) & 1) << 15))

#define   Lo8(v16)   ((byte)( (v16)       & 0x00FF))

#define   Hi8(v16)   ((byte)(((v16) >> 8) & 0x00FF))

#define  Lo16(v32)   ((u16b)( (v32)       & 0xFFFF))

#define  Hi16(v32)   ((u16b)(((v32) >>16) & 0xFFFF))

#define  Mk16(hi,lo) ((lo) ^ (((u16b)(hi)) << 8))

/* select the Nth 16-bit word of the temporal key byte array TK[]   */

#define  TK16(N)     Mk16(TK[2*(N)+1],TK[2*(N)])

/* S-box lookup: 16 bits --> 16 bits */

#define _S_(v16)     (Sbox[0][Lo8(v16)] ^ Sbox[1][Hi8(v16)])

/* fixed algorithm "parameters" */

#define PHASE1_LOOP_CNT   8    /* this needs to be "big enough"     */

#define TA_SIZE           6    /*  48-bit transmitter address       */

#define TK_SIZE          16    /* 128-bit temporal key              */

#define P1K_SIZE         10    /*  80-bit Phase1 key                */

#define RC4_KEY_SIZE     16    /* 128-bit RC4KEY (104 bits unknown) */

/* configuration settings */

#define DO_SANITY_CHECK   1    /* validate properties of S-box?     */

/* 2-byte by 2-byte subset of the full AES S-box table */

const u16b Sbox[2][256]=       /* Sbox for hash (can be in ROM)     */

{ {

   0xC6A5,0xF884,0xEE99,0xF68D,0xFF0D,0xD6BD,0xDEB1,0x9154,

   0x6050,0x0203,0xCEA9,0x567D,0xE719,0xB562,0x4DE6,0xEC9A,

   0x8F45,0x1F9D,0x8940,0xFA87,0xEF15,0xB2EB,0x8EC9,0xFB0B,

   0x41EC,0xB367,0x5FFD,0x45EA,0x23BF,0x53F7,0xE496,0x9B5B,

   0x75C2,0xE11C,0x3DAE,0x4C6A,0x6C5A,0x7E41,0xF502,0x834F,

   0x685C,0x51F4,0xD134,0xF908,0xE293,0xAB73,0x6253,0x2A3F,

   0x080C,0x9552,0x4665,0x9D5E,0x3028,0x37A1,0x0A0F,0x2FB5,

   0x0E09,0x2436,0x1B9B,0xDF3D,0xCD26,0x4E69,0x7FCD,0xEA9F,

   0x121B,0x1D9E,0x5874,0x342E,0x362D,0xDCB2,0xB4EE,0x5BFB,

   0xA4F6,0x764D,0xB761,0x7DCE,0x527B,0xDD3E,0x5E71,0x1397,

   0xA6F5,0xB968,0x0000,0xC12C,0x4060,0xE31F,0x79C8,0xB6ED,

   0xD4BE,0x8D46,0x67D9,0x724B,0x94DE,0x98D4,0xB0E8,0x854A,

   0xBB6B,0xC52A,0x4FE5,0xED16,0x86C5,0x9AD7,0x6655,0x1194,

   0x8ACF,0xE910,0x0406,0xFE81,0xA0F0,0x7844,0x25BA,0x4BE3,

   0xA2F3,0x5DFE,0x80C0,0x058A,0x3FAD,0x21BC,0x7048,0xF104,

   0x63DF,0x77C1,0xAF75,0x4263,0x2030,0xE51A,0xFD0E,0xBF6D,

   0x814C,0x1814,0x2635,0xC32F,0xBEE1,0x35A2,0x88CC,0x2E39,

   0x9357,0x55F2,0xFC82,0x7A47,0xC8AC,0xBAE7,0x322B,0xE695,

   0xC0A0,0x1998,0x9ED1,0xA37F,0x4466,0x547E,0x3BAB,0x0B83,

   0x8CCA,0xC729,0x6BD3,0x283C,0xA779,0xBCE2,0x161D,0xAD76,

   0xDB3B,0x6456,0x744E,0x141E,0x92DB,0x0C0A,0x486C,0xB8E4,

   0x9F5D,0xBD6E,0x43EF,0xC4A6,0x39A8,0x31A4,0xD337,0xF28B,

   0xD532,0x8B43,0x6E59,0xDAB7,0x018C,0xB164,0x9CD2,0x49E0,

   0xD8B4,0xACFA,0xF307,0xCF25,0xCAAF,0xF48E,0x47E9,0x1018,

   0x6FD5,0xF088,0x4A6F,0x5C72,0x3824,0x57F1,0x73C7,0x9751,

   0xCB23,0xA17C,0xE89C,0x3E21,0x96DD,0x61DC,0x0D86,0x0F85,

   0xE090,0x7C42,0x71C4,0xCCAA,0x90D8,0x0605,0xF701,0x1C12,

   0xC2A3,0x6A5F,0xAEF9,0x69D0,0x1791,0x9958,0x3A27,0x27B9,

   0xD938,0xEB13,0x2BB3,0x2233,0xD2BB,0xA970,0x0789,0x33A7,

   0x2DB6,0x3C22,0x1592,0xC920,0x8749,0xAAFF,0x5078,0xA57A,

   0x038F,0x59F8,0x0980,0x1A17,0x65DA,0xD731,0x84C6,0xD0B8,

   0x82C3,0x29B0,0x5A77,0x1E11,0x7BCB,0xA8FC,0x6DD6,0x2C3A,

  },

  {  /* second half of table is byte-reversed version of first! */

   0xA5C6,0x84F8,0x99EE,0x8DF6,0x0DFF,0xBDD6,0xB1DE,0x5491,

   0x5060,0x0302,0xA9CE,0x7D56,0x19E7,0x62B5,0xE64D,0x9AEC,

   0x458F,0x9D1F,0x4089,0x87FA,0x15EF,0xEBB2,0xC98E,0x0BFB,

   0xEC41,0x67B3,0xFD5F,0xEA45,0xBF23,0xF753,0x96E4,0x5B9B,

   0xC275,0x1CE1,0xAE3D,0x6A4C,0x5A6C,0x417E,0x02F5,0x4F83,

   0x5C68,0xF451,0x34D1,0x08F9,0x93E2,0x73AB,0x5362,0x3F2A,

   0x0C08,0x5295,0x6546,0x5E9D,0x2830,0xA137,0x0F0A,0xB52F,

   0x090E,0x3624,0x9B1B,0x3DDF,0x26CD,0x694E,0xCD7F,0x9FEA,

   0x1B12,0x9E1D,0x7458,0x2E34,0x2D36,0xB2DC,0xEEB4,0xFB5B,

   0xF6A4,0x4D76,0x61B7,0xCE7D,0x7B52,0x3EDD,0x715E,0x9713,

   0xF5A6,0x68B9,0x0000,0x2CC1,0x6040,0x1FE3,0xC879,0xEDB6,

   0xBED4,0x468D,0xD967,0x4B72,0xDE94,0xD498,0xE8B0,0x4A85,

   0x6BBB,0x2AC5,0xE54F,0x16ED,0xC586,0xD79A,0x5566,0x9411,

   0xCF8A,0x10E9,0x0604,0x81FE,0xF0A0,0x4478,0xBA25,0xE34B,

   0xF3A2,0xFE5D,0xC080,0x8A05,0xAD3F,0xBC21,0x4870,0x04F1,

   0xDF63,0xC177,0x75AF,0x6342,0x3020,0x1AE5,0x0EFD,0x6DBF,

   0x4C81,0x1418,0x3526,0x2FC3,0xE1BE,0xA235,0xCC88,0x392E,

   0x5793,0xF255,0x82FC,0x477A,0xACC8,0xE7BA,0x2B32,0x95E6,

   0xA0C0,0x9819,0xD19E,0x7FA3,0x6644,0x7E54,0xAB3B,0x830B,

   0xCA8C,0x29C7,0xD36B,0x3C28,0x79A7,0xE2BC,0x1D16,0x76AD,

   0x3BDB,0x5664,0x4E74,0x1E14,0xDB92,0x0A0C,0x6C48,0xE4B8,

   0x5D9F,0x6EBD,0xEF43,0xA6C4,0xA839,0xA431,0x37D3,0x8BF2,

   0x32D5,0x438B,0x596E,0xB7DA,0x8C01,0x64B1,0xD29C,0xE049,

   0xB4D8,0xFAAC,0x07F3,0x25CF,0xAFCA,0x8EF4,0xE947,0x1810,

   0xD56F,0x88F0,0x6F4A,0x725C,0x2438,0xF157,0xC773,0x5197,

   0x23CB,0x7CA1,0x9CE8,0x213E,0xDD96,0xDC61,0x860D,0x850F,

   0x90E0,0x427C,0xC471,0xAACC,0xD890,0x0506,0x01F7,0x121C,

   0xA3C2,0x5F6A,0xF9AE,0xD069,0x9117,0x5899,0x273A,0xB927,

   0x38D9,0x13EB,0xB32B,0x3322,0xBBD2,0x70A9,0x8907,0xA733,

   0xB62D,0x223C,0x9215,0x20C9,0x4987,0xFFAA,0x7850,0x7AA5,

   0x8F03,0xF859,0x8009,0x171A,0xDA65,0x31D7,0xC684,0xB8D0,

   0xC382,0xB029,0x775A,0x111E,0xCB7B,0xFCA8,0xD66D,0x3A2C,

  }

};

#if DO_SANITY_CHECK

/*

**********************************************************************

* Routine: SanityCheckTable -- verify Sbox properties

*

* Inputs:  Sbox

* Output:  None, but an assertion fails if the tables are wrong

* Notes:

*   The purpose of this routine is solely to illustrate and

*   verify the following properties of the Sbox table:

*      - the Sbox is a "2x2" subset of the AES table:

*            Sbox + affine transform + MDS.

*      - the Sbox table can be easily designed to fit in a

*            512-byte table, using a byte swap

*      - the Sbox table can be easily designed to fit in a

*            256-byte table, using some shifts and a byte swap

**********************************************************************

*/

void SanityCheckTable(void)

    {

    const static int  M_x = 0x11B;   /* AES irreducible polynomial */

    const static byte Sbox8[256] = { /* AES 8-bit Sbox */

        0x63,0x7c,0x77,0x7b,0xf2,0x6b,0x6f,0xc5,

        0x30,0x01,0x67,0x2b,0xfe,0xd7,0xab,0x76,

        0xca,0x82,0xc9,0x7d,0xfa,0x59,0x47,0xf0,

        0xad,0xd4,0xa2,0xaf,0x9c,0xa4,0x72,0xc0,

        0xb7,0xfd,0x93,0x26,0x36,0x3f,0xf7,0xcc,

        0x34,0xa5,0xe5,0xf1,0x71,0xd8,0x31,0x15,

        0x04,0xc7,0x23,0xc3,0x18,0x96,0x05,0x9a,

        0x07,0x12,0x80,0xe2,0xeb,0x27,0xb2,0x75,

        0x09,0x83,0x2c,0x1a,0x1b,0x6e,0x5a,0xa0,

        0x52,0x3b,0xd6,0xb3,0x29,0xe3,0x2f,0x84,

        0x53,0xd1,0x00,0xed,0x20,0xfc,0xb1,0x5b,

        0x6a,0xcb,0xbe,0x39,0x4a,0x4c,0x58,0xcf,

        0xd0,0xef,0xaa,0xfb,0x43,0x4d,0x33,0x85,

        0x45,0xf9,0x02,0x7f,0x50,0x3c,0x9f,0xa8,

        0x51,0xa3,0x40,0x8f,0x92,0x9d,0x38,0xf5,

        0xbc,0xb6,0xda,0x21,0x10,0xff,0xf3,0xd2,

        0xcd,0x0c,0x13,0xec,0x5f,0x97,0x44,0x17,

        0xc4,0xa7,0x7e,0x3d,0x64,0x5d,0x19,0x73,

        0x60,0x81,0x4f,0xdc,0x22,0x2a,0x90,0x88,

        0x46,0xee,0xb8,0x14,0xde,0x5e,0x0b,0xdb,

        0xe0,0x32,0x3a,0x0a,0x49,0x06,0x24,0x5c,

        0xc2,0xd3,0xac,0x62,0x91,0x95,0xe4,0x79,

        0xe7,0xc8,0x37,0x6d,0x8d,0xd5,0x4e,0xa9,

        0x6c,0x56,0xf4,0xea,0x65,0x7a,0xae,0x08,

        0xba,0x78,0x25,0x2e,0x1c,0xa6,0xb4,0xc6,

        0xe8,0xdd,0x74,0x1f,0x4b,0xbd,0x8b,0x8a,

        0x70,0x3e,0xb5,0x66,0x48,0x03,0xf6,0x0e,

        0x61,0x35,0x57,0xb9,0x86,0xc1,0x1d,0x9e,

        0xe1,0xf8,0x98,0x11,0x69,0xd9,0x8e,0x94,

        0x9b,0x1e,0x87,0xe9,0xce,0x55,0x28,0xdf,

        0x8c,0xa1,0x89,0x0d,0xbf,0xe6,0x42,0x68,

        0x41,0x99,0x2d,0x0f,0xb0,0x54,0xbb,0x16 };

    int i,k,k2,k3;

    byte bitmap[0x2000];

    /* show that smaller tables can be used, if desired */

    for (i=0;i<256;i++)

        {

        k  = Sbox8[i];

        k2 = (k << 1) ^ ((k & 0x80) ? M_x : 0);

        k3 =  k ^ k2;

        assert(Sbox[0][i] == ((k2 << 8) ^ k3));

        assert(Sbox[1][i] == ((k3 << 8) ^ k2));

        }

    /* now make sure that it's a 16-bit permutation */

    memset(bitmap,0,sizeof(bitmap));

    for (i=0;i<0x10000;i++)

        {

        k = _S_(i); /* do an S-box lookup: 16 --> 16 bits */

        assert(k < (1 << 16));

        assert((bitmap[k >> 3] & (1 << (k & 7))) == 0);

        bitmap[k >> 3] |= 1 << (k & 7);

        }

    for (i=0;i<sizeof(bitmap);i++)

        assert(bitmap[i] == 0xFF);

    /* if we reach here, the 16-bit Sbox is ok */

    printf("Table sanity check successful\n");

    }

#endif

/*

**********************************************************************

* Routine: Phase 1 -- generate P1K, given TA, TK, IV32

*

* Inputs:

*     TK[]      = temporal key                         [128 bits]

*     TA[]      = transmitter's MAC address            [ 48 bits]

*     IV32      = upper 32 bits of IV                  [ 32 bits]

* Output:

*     P1K[]     = Phase 1 key                          [ 80 bits]

*

* Note:

*     This function only needs to be called every 2**16 packets,

*     although in theory it could be called every packet.

*

**********************************************************************

*/

void Phase1(u16b *P1K,const byte *TK,const byte *TA,u32b IV32)

    {

    int  i;

    /* Initialize the 80 bits of P1K[] from IV32 and TA[0..5]     */

    P1K[0]      = Lo16(IV32);

    P1K[1]      = Hi16(IV32);

    P1K[2]      = Mk16(TA[1],TA[0]); /* use TA[] as little-endian */

    P1K[3]      = Mk16(TA[3],TA[2]);

    P1K[4]      = Mk16(TA[5],TA[4]);

    /* Now compute an unbalanced Feistel cipher with 80-bit block */

    /* size on the 80-bit block P1K[], using the 128-bit key TK[] */

    for (i=0; i < PHASE1_LOOP_CNT ;i++)

        {                 /* Each add operation here is mod 2**16 */

        P1K[0] += _S_(P1K[4] ^ TK16((i&1)+0));

        P1K[1] += _S_(P1K[0] ^ TK16((i&1)+2));

        P1K[2] += _S_(P1K[1] ^ TK16((i&1)+4));

        P1K[3] += _S_(P1K[2] ^ TK16((i&1)+6));

        P1K[4] += _S_(P1K[3] ^ TK16((i&1)+0));

        P1K[4] +=  i;                    /* avoid "slide attacks" */

        }

    }

/*

**********************************************************************

* Routine: Phase 2 -- generate RC4KEY, given TK, P1K, IV16

*

* Inputs:

*     TK[]      = Temporal key                         [128 bits]

*     P1K[]     = Phase 1 output key                   [ 80 bits]

*     IV16      = low 16 bits of IV counter            [ 16 bits]

* Output:

*     RC4KEY[]  = the key used to encrypt the packet   [128 bits]

*

* Note:

*     The value {TA,IV32,IV16} for Phase1/Phase2 must be unique

*     across all packets using the same key TK value. Then, for a

*     given value of TK[], this TKIP48 construction guarantees that

*     the final RC4KEY value is unique across all packets.

*

* Suggested implementation optimization: if PPK[] is "overlaid"

*     appropriately on RC4KEY[], there is no need for the final

*     for loop below that copies the PPK[] result into RC4KEY[].

*

**********************************************************************

*/

void Phase2(byte *RC4KEY,const byte *TK,const u16b *P1K,u16b IV16)

    {

    int  i;

    u16b PPK[6];                        /* temporary key for mixing    */

    /* all adds in the PPK[] equations below are mod 2**16         */

    for (i=0;i<5;i++) PPK[i]=P1K[i];    /* first, copy P1K to PPK      */

    PPK[5]  =  P1K[4] + IV16;           /* next,  add in IV16          */

    /* Bijective non-linear mixing of the 96 bits of PPK[0..5]         */

    PPK[0] +=    _S_(PPK[5] ^ TK16(0)); /* Mix key in each "round"     */

    PPK[1] +=    _S_(PPK[0] ^ TK16(1));

    PPK[2] +=    _S_(PPK[1] ^ TK16(2));

    PPK[3] +=    _S_(PPK[2] ^ TK16(3));

    PPK[4] +=    _S_(PPK[3] ^ TK16(4));

    PPK[5] +=    _S_(PPK[4] ^ TK16(5)); /* Total # S-box lookups == 6  */

    /* Final sweep: bijective, linear. Rotates kill LSB correlations   */

    PPK[0] +=  RotR1(PPK[5] ^ TK16(6));

    PPK[1] +=  RotR1(PPK[0] ^ TK16(7)); /* Use all of TK[] in Phase2   */

    PPK[2] +=  RotR1(PPK[1]);

    PPK[3] +=  RotR1(PPK[2]);

    PPK[4] +=  RotR1(PPK[3]);

    PPK[5] +=  RotR1(PPK[4]);

    /* At this point, for a given key TK[0..15], the 96-bit output */

    /*     value PPK[0..5] is guaranteed to be unique, as a function   */

    /*     of the 96-bit "input" value   {TA,IV32,IV16}. That is, P1K  */

    /*     is now a keyed permutation of {TA,IV32,IV16}.               */

    /* Set RC4KEY[0..3], which includes cleartext portion of RC4 key   */

    RC4KEY[0] = Hi8(IV16);              /* RC4KEY[0..2] is the WEP IV  */

    RC4KEY[1] =(Hi8(IV16) | 0x20) & 0x7F; /* Help avoid FMS weak keys  */

    RC4KEY[2] = Lo8(IV16);

    RC4KEY[3] = Lo8((PPK[5] ^ TK16(0)) >> 1);

    /* Copy 96 bits of PPK[0..5] to RC4KEY[4..15]  (little-endian)       */

    for (i=0;i<6;i++)

        {

        RC4KEY[4+2*i] = Lo8(PPK[i]);

        RC4KEY[5+2*i] = Hi8(PPK[i]);

        }

    }

/*

**********************************************************************

* Routine: doTestCase -- execute a test case, and print results

**********************************************************************

*/

void DoTestCase(byte *RC4KEY,u32b IV32,u16b IV16,const byte *TA,const byte *TK)

    {

    int  i;

    u16b P1K[P1K_SIZE/2];  /* "temp" copy of phase1 key */

    printf("\nTK    =");

    for (i=0;i<TK_SIZE;i++) printf(" %02X",TK[i]);

    printf("\nTA    =");

    for (i=0;i<TA_SIZE;i++) printf(" %02X",TA[i]);

    printf("\nIV32  = %08X   [transmitted as",IV32);  /* show byte order */

    for (i=0;i<4;i++) printf(" %02X",(IV32 >> (24-8*i)) & 0xFF);

    printf("]");

    printf("\nIV16  = %04X",IV16);

    Phase1(P1K,TK,TA,IV32);

    printf("\nP1K   =");

    for (i=0;i<P1K_SIZE/2;i++) printf(" %04X ",P1K[i] & 0xFFFF);

    Phase2(RC4KEY,TK,P1K,IV16);

    printf("\nRC4KEY= ");

    for (i=0;i<RC4_KEY_SIZE;i++) printf("%02X ",RC4KEY[i]);

    }

/*

**********************************************************************

* Static (Repeatable) Test Cases

**********************************************************************

*/

void DoStaticTestCases(int testCnt)

    {

    int  i,j;

    byte TA[TA_SIZE],TK[TK_SIZE],RC4KEY[RC4_KEY_SIZE];

    u16b IV16=0;

    u32b IV32=0;

    /* set a fixed starting point */

    for (i=0;i<TK_SIZE;i++) TK[i]=i;

    for (i=0;i<TA_SIZE;i++) TA[i]=(i+1)*17;

    TA[0] = TA[0] & 0xFC;             /* Clear I/G and U/L bits in OUI */

    /* now generate tests, feeding results back into new tests */

    for (i=0; i<testCnt/2; i++)

        {

        printf("\n\nTest vector #%d:",2*i+1);

        DoTestCase(RC4KEY,IV32,IV16,TA,TK);

        IV16++;                      /* emulate per-packet "increment" */

        if (IV16 == 0) IV32++;

        printf("\n\nTest vector #%d:",2*i+2);

        DoTestCase(RC4KEY,IV32,IV16,TA,TK);

        /* feed results back to seed the next test input values    */

        IV16 = (i) ? Mk16(RC4KEY[15],RC4KEY[4]) : 0xFFFF;/* force wrap */

        IV32 =       Mk16(RC4KEY[14],RC4KEY[5]);

        IV32 =       Mk16(RC4KEY[13],RC4KEY[7]) + (IV32 << 16);

        for (j=0;j<TA_SIZE;j++) TA[j]^=RC4KEY[12-j];

        for (j=0;j<TK_SIZE;j++) TK[j]^=RC4KEY[(j+i+1) % RC4_KEY_SIZE] ^

                                       RC4KEY[(j+i+7) % RC4_KEY_SIZE] ;

        TA[0] = TA[0] & 0xFC;         /* Clear I/G and U/L bits in OUI */

        }

    /* comparing the final output is a good check of correctness   */

    printf("\n");

    }

/*

**********************************************************************

* Test Cases Generated at Random

**********************************************************************

*/

void DoRandomTestCases(int testCnt)

    {

    int  i,j;

    u16b IV16;

    u32b IV32;

    byte TA[TA_SIZE],RC4KEY[RC4_KEY_SIZE],TK[TK_SIZE];

    printf("Random tests:\n");

    /* now generate tests "recursively" */

    for (i=0; i<testCnt; i++)

        {

        IV16 = rand() & 0xFFFF;

        IV32 = rand() + (rand() << 16);

        for (j=0;j<TK_SIZE;j++) TK[j]=rand() & 0xFF;

        for (j=0;j<TA_SIZE;j++) TA[j]=rand() & 0xFF;

        TA[0] = TA[0] & 0xFC;         /* Clear I/G and U/L bits in OUI */

        printf("\n\nRandom test vector #%d:",i+1);

        DoTestCase(RC4KEY,IV32,IV16,TA,TK);

        }

    printf("\n");

    }

/*

**********************************************************************

* Usage text

**********************************************************************

*/

#define NUM_TEST_CNT  8

void Usage(void)

    {

    printf(

        "Usage:   TKIP48 [options]\n"

        "Purpose: Generate test vectors for 802.11 TKIP48\n"

        "Options  -?   -- output this usage text\n"

        "         -r   -- generate test vectors at random\n"

        "         -sN  -- init random seed to N\n"

        "         -tN  -- generate N tests (default = %d)\n",

        NUM_TEST_CNT

        );

    exit(0);

    }

/*

**********************************************************************

* Main

**********************************************************************

*/

int main(int argc, char **argv)

    {

    char *parg;

    int   i,doRand = 0;

    int   testCnt  = NUM_TEST_CNT;

    u32b  seed     = (u32b) time(NULL);

#if DO_SANITY_CHECK

    SanityCheckTable();

#endif

    for (i=1; i<argc; i++)

        {

        parg = argv[i];

        switch (parg[0])

            {

            case '-':

                switch (parg[1])

                    {

                    case '?':

                    case 'H':

                    case 'h':

                        Usage();

                        return 0;

                    case 'R':

                    case 'r':  /* generate some random test vectors */

                        doRand  = 1;

                        break;

                    case 'S':

                    case 's':

                        seed    = atoi(parg+2);

                        break;

                    case 'T':

                    case 't':

                        testCnt = atoi(parg+2);

                        break;

                    default:

                        break;

                    }

                break;

            case '?':

                Usage();

                return 0;

            default:

                printf("Invalid argument: \"%s\"\n", parg);

                return 1;

            }

        }

    srand(seed);

    if (doRand) printf("Seed = %u\n",seed);

    /* generate some test vectors */

    if (doRand) DoRandomTestCases(testCnt);

    else        DoStaticTestCases(testCnt);

    return 0;

    }

/*

**********************************************************************

* Routine: Phase 2 -- generate RC4KEY, given TK, P1K, IV16

*

* Inputs:

*     TK[]      = Temporal key                         [128 bits]

*     P1K[]     = Phase 1 output key                   [ 80 bits]

*     IV16      = low 16 bits of IV counter            [ 16 bits]

* Output:

*     RC4KEY[]  = the key used to encrypt the packet   [128 bits]

*

* Note:

*     The value {TA,IV32,IV16} for Phase1/Phase2 must be unique

*     across all packets using the same key TK value. Then, for a

*     given value of TK[], this TKIP48 construction guarantees that

*     the final RC4KEY value is unique across all packets.

*

* Suggested implementation optimization: if PPK[] is "overlaid"

*     appropriately on RC4KEY[], there is no need for the final

*     for loop below that copies the PPK[] result into RC4KEY[].

*

**********************************************************************

*/

void Phase2(byte *RC4KEY,const byte *TK,const u16b *P1K,u16b IV16)

    {

    int  i;

    u16b PPK[6];                        /* temporary key for mixing    */

    /* all adds in the PPK[] equations below are mod 2**16         */

    for (i=0;i<5;i++) PPK[i]=P1K[i];    /* first, copy P1K to PPK      */

    PPK[5]  =  P1K[4] + IV16;           /* next,  add in IV16          */

    /* Bijective non-linear mixing of the 96 bits of PPK[0..5]         */

    PPK[0] +=    _S_(PPK[5] ^ TK16(0)); /* Mix key in each "round"     */

    PPK[1] +=    _S_(PPK[0] ^ TK16(1));

    PPK[2] +=    _S_(PPK[1] ^ TK16(2));

    PPK[3] +=    _S_(PPK[2] ^ TK16(3));

    PPK[4] +=    _S_(PPK[3] ^ TK16(4));

    PPK[5] +=    _S_(PPK[4] ^ TK16(5)); /* Total # S-box lookups == 6  */

    /* Final sweep: bijective, linear. Rotates kill LSB correlations   */

    PPK[0] +=  RotR1(PPK[5] ^ TK16(6));

    PPK[1] +=  RotR1(PPK[0] ^ TK16(7)); /* Use all of TK[] in Phase2   */

    PPK[2] +=  RotR1(PPK[1]);

    PPK[3] +=  RotR1(PPK[2]);

    PPK[4] +=  RotR1(PPK[3]);

    PPK[5] +=  RotR1(PPK[4]);

    /* At this point, for a given key TK[0..15], the 96-bit output */

    /*     value PPK[0..5] is guaranteed to be unique, as a function   */

    /*     of the 96-bit "input" value   {TA,IV32,IV16}. That is, P1K  */

    /*     is now a keyed permutation of {TA,IV32,IV16}.               */

    /* Set RC4KEY[0..3], which includes cleartext portion of RC4 key   */

    RC4KEY[0] = Hi8(IV16);              /* RC4KEY[0..2] is the WEP IV  */

    RC4KEY[1] =(Hi8(IV16) | 0x20) & 0x7F; /* Help avoid FMS weak keys  */

    RC4KEY[2] = Lo8(IV16);

    RC4KEY[3] = Lo8((PPK[5] ^ TK16(0)) >> 1);

    /* Copy 96 bits of PPK[0..5] to RC4KEY[4..15]  (little-endian)       */

    for (i=0;i<6;i++)

        {

        RC4KEY[4+2*i] = Lo8(PPK[i]);

        RC4KEY[5+2*i] = Hi8(PPK[i]);

        }

    }

/*

**********************************************************************

* Routine: doTestCase -- execute a test case, and print results

**********************************************************************

*/

void DoTestCase(byte *RC4KEY,u32b IV32,u16b IV16,const byte *TA,const byte *TK)

    {

    int  i;

    u16b P1K[P1K_SIZE/2];  /* "temp" copy of phase1 key */

    printf("\nTK    =");

    for (i=0;i<TK_SIZE;i++) printf(" %02X",TK[i]);

    printf("\nTA    =");

    for (i=0;i<TA_SIZE;i++) printf(" %02X",TA[i]);

    printf("\nIV32  = %08X   [transmitted as",IV32);  /* show byte order */

    for (i=0;i<4;i++) printf(" %02X",(IV32 >> (24-8*i)) & 0xFF);

    printf("]");

    printf("\nIV16  = %04X",IV16);

    Phase1(P1K,TK,TA,IV32);

    printf("\nP1K   =");

    for (i=0;i<P1K_SIZE/2;i++) printf(" %04X ",P1K[i] & 0xFFFF);

    Phase2(RC4KEY,TK,P1K,IV16);

    printf("\nRC4KEY= ");

    for (i=0;i<RC4_KEY_SIZE;i++) printf("%02X ",RC4KEY[i]);

    }

/*

**********************************************************************

* Static (Repeatable) Test Cases

**********************************************************************

*/

void DoStaticTestCases(int testCnt)

    {

    int  i,j;

    byte TA[TA_SIZE],TK[TK_SIZE],RC4KEY[RC4_KEY_SIZE];

    u16b IV16=0;

    u32b IV32=0;

    /* set a fixed starting point */

    for (i=0;i<TK_SIZE;i++) TK[i]=i;

    for (i=0;i<TA_SIZE;i++) TA[i]=(i+1)*17;

    TA[0] = TA[0] & 0xFC;             /* Clear I/G and U/L bits in OUI */

    /* now generate tests, feeding results back into new tests */

    for (i=0; i<testCnt/2; i++)

        {

        printf("\n\nTest vector #%d:",2*i+1);

        DoTestCase(RC4KEY,IV32,IV16,TA,TK);

        IV16++;                      /* emulate per-packet "increment" */

        if (IV16 == 0) IV32++;

        printf("\n\nTest vector #%d:",2*i+2);

        DoTestCase(RC4KEY,IV32,IV16,TA,TK);

        /* feed results back to seed the next test input values    */

        IV16 = (i) ? Mk16(RC4KEY[15],RC4KEY[4]) : 0xFFFF;/* force wrap */

        IV32 =       Mk16(RC4KEY[14],RC4KEY[5]);

        IV32 =       Mk16(RC4KEY[13],RC4KEY[7]) + (IV32 << 16);

        for (j=0;j<TA_SIZE;j++) TA[j]^=RC4KEY[12-j];

        for (j=0;j<TK_SIZE;j++) TK[j]^=RC4KEY[(j+i+1) % RC4_KEY_SIZE] ^

                                       RC4KEY[(j+i+7) % RC4_KEY_SIZE] ;

        TA[0] = TA[0] & 0xFC;         /* Clear I/G and U/L bits in OUI */

        }

    /* comparing the final output is a good check of correctness   */

    printf("\n");

    }

/*

**********************************************************************

* Test Cases Generated at Random

**********************************************************************

*/

void DoRandomTestCases(int testCnt)

    {

    int  i,j;

    u16b IV16;

    u32b IV32;

    byte TA[TA_SIZE],RC4KEY[RC4_KEY_SIZE],TK[TK_SIZE];

    printf("Random tests:\n");

    /* now generate tests "recursively" */

    for (i=0; i<testCnt; i++)

        {

        IV16 = rand() & 0xFFFF;

        IV32 = rand() + (rand() << 16);

        for (j=0;j<TK_SIZE;j++) TK[j]=rand() & 0xFF;

        for (j=0;j<TA_SIZE;j++) TA[j]=rand() & 0xFF;

        TA[0] = TA[0] & 0xFC;         /* Clear I/G and U/L bits in OUI */

        printf("\n\nRandom test vector #%d:",i+1);

        DoTestCase(RC4KEY,IV32,IV16,TA,TK);

        }

    printf("\n");

    }

/*

**********************************************************************

* Usage text

**********************************************************************

*/

#define NUM_TEST_CNT  8

void Usage(void)

    {

    printf(

        "Usage:   TKIP48 [options]\n"

        "Purpose: Generate test vectors for 802.11 TKIP48\n"

        "Options  -?   -- output this usage text\n"

        "         -r   -- generate test vectors at random\n"

        "         -sN  -- init random seed to N\n"

        "         -tN  -- generate N tests (default = %d)\n",

        NUM_TEST_CNT

        );

    exit(0);

    }

/*

**********************************************************************

* Main

**********************************************************************

*/

int main(int argc, char **argv)

    {

    char *parg;

    int   i,doRand = 0;

    int   testCnt  = NUM_TEST_CNT;

    u32b  seed     = (u32b) time(NULL);

#if DO_SANITY_CHECK

    SanityCheckTable();

#endif

    for (i=1; i<argc; i++)

        {

        parg = argv[i];

        switch (parg[0])

            {

            case '-':

                switch (parg[1])

                    {

                    case '?':

                    case 'H':

                    case 'h':

                        Usage();

                        return 0;

                    case 'R':

                    case 'r':  /* generate some random test vectors */

                        doRand  = 1;

                        break;

                    case 'S':

                    case 's':

                        seed    = atoi(parg+2);

                        break;

                    case 'T':

                    case 't':

                        testCnt = atoi(parg+2);

                        break;

                    default:

                        break;

                    }

                break;

            case '?':

                Usage();

                return 0;

            default:

                printf("Invalid argument: \"%s\"\n", parg);

                return 1;

            }

        }

    srand(seed);

    if (doRand) printf("Seed = %u\n",seed);

    /* generate some test vectors */

    if (doRand) DoRandomTestCases(testCnt);

    else        DoStaticTestCases(testCnt);

    return 0;

    }

F.1.2  Test Vectors (Normative)
The following output is provided to test implementations of the temporal key hash algorithm. All input and output values are shown in hexadecimal.

Test vector #1:

TK    = 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F [LSB on left, MSB on right]
TA    = 10-22-33-44-55-66

PN    = 000000000000 [transmitted as:  00 20 00 DefKeyID 00 00 00 00]

IV32  = 00000000   

IV16  = 0000

P1K   = 3DD2  016E  76F4  8697  B2E8 

RC4KEY= 00 20 00 33 EA 8D 2F 60 CA 6D 13 74 23 4A 66 0B 

Test vector #2:

TK    = 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F [LSB on left, MSB on right]
TA    = 10-22-33-44-55-66

PN    = 000000000001 [transmitted as:  01 20 00 DefKeyID 00 00 00 00]

IV32  = 00000000   

IV16  = 0001

P1K   = 3DD2  016E  76F4  8697  B2E8 

RC4KEY= 00 20 01 90 FF DC 31 43 89 A9 D9 D0 74 FD 20 AA 

Test vector #3:

TK    = 63 89 3B 25 08 40 B8 AE 0B D0 FA 7E 61 D2 78 3E [LSB on left, MSB on right]
TA    = 64-F2-EA-ED-DC-25

PN    = 20DCFD43FFFF [transmitted as:  FF 7F FF DefKeyID 43 FD DC 20]

IV32  = 20DCFD43   

IV16  = FFFF

P1K   = 7C67  49D7  9724  B5E9  B4F1 

RC4KEY= FF 7F FF 93 81 0F C6 E5 8F 5D D3 26 25 15 44 CE 

Test vector #4:

TK    = 63 89 3B 25 08 40 B8 AE 0B D0 FA 7E 61 D2 78 3E [LSB on left, MSB on right]
TA    = 64-F2-EA-ED-DC-25

PN    = 20DCFD440000 [transmitted as:  00 20 00 DefKeyID 44 FD DC 20]

IV32  = 20DCFD44   

IV16  = 0000

P1K   = 5A5D  73A8  A859  2EC1  DC8B 

RC4KEY= 00 20 00 49 8C A4 71 FC FB FA A1 6E 36 10 F0 05 

Test vector #5:

TK    = 98 3A 16 EF 4F AC B3 51 AA 9E CC 27 1D 73 09 E2 [LSB on left, MSB on right]
TA    = 50-9C-4B-17-27-D9

PN    = F0A410FC058C [transmitted as:  8C 25 05 DefKeyID FC 10 A4 F0]

IV32  = F0A410FC   

IV16  = 058C

P1K   = F2DF  EBB1  88D3  5923  A07C 

RC4KEY= 05 25 8C F4 D8 51 52 F4 D9 AF 1A 64 F1 D0 70 21 

Test vector #6:

TK    = 98 3A 16 EF 4F AC B3 51 AA 9E CC 27 1D 73 09 E2 [LSB on left, MSB on right]
TA    = 50-9C-4B-17-27-D9

PN    = F0A410FC058D [transmitted as:  8D 25 05 DefKeyID FC 10 A4 F0]

IV32  = F0A410FC   

IV16  = 058D

P1K   = F2DF  EBB1  88D3  5923  A07C 

RC4KEY= 05 25 8D 09 F8 15 43 B7 6A 59 6F C2 C6 73 8B 30 

Test vector #7:

TK    = C8 AD C1 6A 8B 4D DA 3B 4D D5 B6 54 38 35 9B 05 [LSB on left, MSB on right]
TA    = 94-5E-24-4E-4D-6E

PN    = 8B1573B730F8 [transmitted as:  F8 30 30 DefKeyID B7 73 15 8B]

IV32  = 8B1573B7   

IV16  = 30F8

P1K   = EFF1  3F38  A364  60A9  76F3 

RC4KEY= 30 30 F8 65 0D A0 73 EA 61 4E A8 F4 74 EE 03 19 

Test vector #8:

TK    = C8 AD C1 6A 8B 4D DA 3B 4D D5 B6 54 38 35 9B 05 [LSB on left, MSB on right]
TA    = 94-5E-24-4E-4D-6E

PN    = 8B1573B730F9 [transmitted as:  F9 30 30 DefKeyID B7 73 15 8B]

IV32  = 8B1573B7   

IV16  = 30F9

P1K   = EFF1  3F38  A364  60A9  76F3 

RC4KEY= 30 30 F9 31 55 CE 29 34 37 CC 76 71 27 16 AB 8F 

F.2 Michael reference implementation and test vectors (Normative)
F.2.1 Michael test vectors

To ensure correct implementation of Michael, here are some test vectors. These test vectors still have to be confirmed by an independent implementation.

F.2.1.1 Block function

Here are some test vectors for the block function.

	Input
	# times
	output

	(00000000, 00000000)
	1
	(00000000, 00000000)

	(00000000, 00000001)
	1
	 (c00015a8, c0000b95)

	(00000001, 00000000)
	1 
	(6b519593, 572b8b8a)

	(01234567, 83659326)
	1 
	(441492c2, 1d8427ed) 

	(00000001, 00000000)
	1000 
	(9f04c4ad, 2ec6c2bf)


The first four rows give test vectors for a single application of the block function b. The last row gives a test vector for 1000 repeated applications of the block function. Together these should provide adequate test coverage.

F.2.1.2 Michael

Here are some test vectors for Michael.

	Key
	message
	output

	0000000000000000
	""
	82925c1ca1d130b8

	82925c1ca1d130b8
	"M”
	434721ca40639b3f

	434721ca40639b3f
	"Mi “
	E8f9becae97e5d29

	e8f9becae97e5d29
	"Mic"
	90038fc6cf13c1db

	90038fc6cf13c1db
	"Mich"
	d55e100510128986

	d55e100510128986
	"Michael"
	0a942b124ecaa546


Note that each key is the result of the previous line, which makes it easy to construct a single test out of all of these test cases.

F.2.2 Example code (Informative)
//

// Michael.h    Reference implementation for Michael

//              written by Niels Ferguson
//

// The author has put this code in the public domain.
//

//

// A Michael object implements the computation of the Michael MIC.

//

// Conceptually, the object stores the message to be authenticated.

// At construction the message is empty. 

// The append() method appends bytes to the message.

// The getMic() method computes the MIC over the message and returns the result.

// As a side-effect it also resets the stored message 

// to the empty message so that the object can be re-used 

// for another MIC computation.

class Michael 

{

public:

// Constructor requires a pointer to 8 bytes of key

Michael( Byte * key );

// Destructor

~Michael();

// Clear the internal message, 

// resets the object to the state just after construction.

void clear();

// Set the key to a new value

void setKey( Byte * key );

// Append bytes to the message to be MICed

void append( Byte * src, int nBytes );

// Get the MIC result. Destination should accept 8 bytes of result.

// This also resets the message to empty.

void getMIC( Byte * dst );

// Run the test plan to verify proper operations

static void runTestPlan();

private:

// Copy constructor declared but not defined, 

//avoids compiler-generated version.

Michael( const Michael & );

// Assignment operator declared but not defined, 

//avoids compiler-generated version.

void operator=( const Michael & );

// A bunch of internal functions 

// Get UInt32 from 4 bytes LSByte first

static UInt32 getUInt32( Byte * p );

// Put UInt32 into 4 bytes LSByte first

static void putUInt32( Byte * p, UInt32 val );

// Add a single byte to the internal message

void appendByte( Byte b );

// Conversion of hex string to binary string

static void hexToBin( char *src, Byte * dst );

// More conversion of hex string to binary string

static void hexToBin( char *src, int nChars, Byte * dst );

// Helper function for hex conversion

static Byte hexToBinNibble( char c );

// Run a single test case 

static void runSingleTest( char * cKey, char * cMsg, char * cResult );

UInt32  K0, K1;         // Key 

UInt32  L, R;           // Current state

UInt32  M;              // Message accumulator (single word)

int     nBytesInM;      // # bytes in M

};

//

// Michael.cpp  Reference implementation for Michael

//              written by Niels Ferguson
//

// The author has put this code in the public domain.// All rights reserved,

//

// Adapt these typedefs to your local platform

typedef unsigned long UInt32;

typedef unsigned char Byte;

#include <assert.h>

#include <stdio.h>

#include <stdlib.h> 

#include <string.h>

#include "Michael.h"

// Rotation functions on 32 bit values

#define ROL32( A, n ) \

 ( ((A) << (n)) | ( ((A)>>(32-(n)))  & ( (1UL << (n)) - 1 ) ) )

#define ROR32( A, n ) ROL32( (A), 32-(n) )

UInt32 Michael::getUInt32( Byte * p )

// Convert from Byte[] to UInt32 in a portable way

{

UInt32 res = 0;

for( int i=0; i<4; i++ )

{

res |= (*p++) << (8*i);

}

return res;

}

void Michael::putUInt32( Byte * p, UInt32 val )

// Convert from UInt32 to Byte[] in a portable way

{

for( int i=0; i<4; i++ )

{

*p++ = (Byte) (val & 0xff);

val >>= 8;

}

}

void Michael::clear()

{

// Reset the state to the empty message.

L = K0;

R = K1;

nBytesInM = 0;

M = 0;

}

void Michael::setKey( Byte * key )

{

// Set the key

K0 = getUInt32( key );

K1 = getUInt32( key + 4 );

// and reset the message

clear();

}

Michael::Michael( Byte * key )

{

setKey( key );

}

Michael::~Michael()

{

// Wipe the key material

K0 = 0;

K1 = 0;

// And the other fields as well. 

//Note that this sets (L,R) to (K0,K1) which is just fine.

clear();

}

void Michael::appendByte( Byte b )

{

// Append the byte to our word-sized buffer

M |= b << (8*nBytesInM);

nBytesInM++;

// Process the word if it is full.

if( nBytesInM >= 4 )

{

L ^= M;

R ^= ROL32( L, 17 );

L += R;

R ^= ((L & 0xff00ff00) >> 8) | ((L & 0x00ff00ff) << 8);

L += R;

R ^= ROL32( L, 3 );

L += R;

R ^= ROR32( L, 2 );

L += R;

// Clear the buffer

M = 0;

nBytesInM = 0;

}

}

void Michael::append( Byte * src, int nBytes )

{

// This is simple

while( nBytes > 0 )

{

appendByte( *src++ );

nBytes--;

}

}

void Michael::getMIC( Byte * dst )

{

// Append the minimum padding

appendByte( 0x5a );

appendByte( 0 );

appendByte( 0 );

appendByte( 0 );

appendByte( 0 );

// and then zeroes until the length is a multiple of 4

while( nBytesInM != 0 )

{

appendByte( 0 );

}

// The appendByte function has already computed the result.

putUInt32( dst, L );

putUInt32( dst+4, R );

// Reset to the empty message.

clear();

}

void Michael::hexToBin( char *src, Byte * dst ) 

{

// Simple wrapper

hexToBin( src, strlen( src ), dst );

}

void Michael::hexToBin( char *src, int nChars, Byte * dst )

{

assert( (nChars & 1) == 0 );

int nBytes = nChars/2;

// Straightforward conversion

for( int i=0; i<nBytes; i++ ) 

{

dst[i] = (Byte)((hexToBinNibble( src[0] ) << 4) 

| hexToBinNibble( src[1] ));

src += 2;

}

}

Byte Michael::hexToBinNibble( char c ) 

{

if( '0' <= c && c <= '9' ) 

{

return (Byte)(c - '0');

}

// Make it upper case

c &= ~('a'-'A');

assert( 'A' <= c && c <= 'F' );

return (Byte)(c - 'A' + 10);

}

void Michael::runSingleTest( char * cKey, char * cMsg, char * cResult )

{

Byte key[ 8 ];

Byte result[ 8 ];

Byte res[ 8 ];

// Convert key and result to binary form

hexToBin( cKey, key );

hexToBin( cResult, result );

// Compute the MIC value

Michael mic( key );

mic.append( (Byte *)cMsg, strlen( cMsg) );

mic.getMIC( res );

// Check that it matches

assert( memcmp( res, result, 8 ) == 0 );

}

void Michael::runTestPlan()

// As usual, test plans can be quite tedious but this should

// ensure that the implementation runs as expected.

{

Byte key[8] ;

Byte msg[12];

int i;

// First we test the test vectors for the block function 

// The case (0,0)

putUInt32( key, 0 );

putUInt32( key+4, 0 );

putUInt32( msg, 0 );

Michael mic( key );

mic.append( msg, 4 );

assert( mic.L == 0 && mic.R == 0 );

// The case (0,1)

putUInt32( key, 0 );

putUInt32( key+4, 1 );

mic.setKey( key );

mic.append( msg, 4 );

assert( mic.L == 0xc00015a8 && mic.R == 0xc0000b95 );

// The case (1,0)

putUInt32( key, 1 );

putUInt32( key+4, 0 );

mic.setKey( key );

mic.append( msg, 4 );

assert( mic.L == 0x6b519593 && mic.R == 0x572b8b8a );

// The case (01234567, 83659326)

putUInt32( key, 0x01234567 );

putUInt32( key+4, 0x83659326 );

mic.setKey( key );

mic.append( msg, 4 );

assert( mic.L == 0x441492c2 && mic.R == 0x1d8427ed );

// The repeated case

putUInt32( key, 1 );

putUInt32( key+4,0 );

mic.setKey( key );

for( i=0; i<1000; i++ )

{

mic.append( msg, 4 );

}

assert( mic.L == 0x9f04c4ad && mic.R == 0x2ec6c2bf );

// And now for the real test cases

runSingleTest( "0000000000000000", ""         , "82925c1ca1d130b8" );

runSingleTest( "82925c1ca1d130b8", "M"        , "434721ca40639b3f" );

runSingleTest( "434721ca40639b3f", "Mi"       , "e8f9becae97e5d29" );

runSingleTest( "e8f9becae97e5d29", "Mic"      , "90038fc6cf13c1db" );

runSingleTest( "90038fc6cf13c1db", "Mich"     , "d55e100510128986" );

runSingleTest( "d55e100510128986", "Michael"  , "0a942b124ecaa546" );

}

F.3 PRF reference implementation and test vectors

F.3.1 PRF Reference code (Informative)
/*

 * PRF -- Length of output is in octets rather than bits

 *     since length is always a multiple of 8 output array is

 *     organized so first N octets starting from 0 contains PRF output

 *

 *     supported inputs are 16, 24, 32, 48, 64

 *     output array must be 80 octets to allow for sha1 overflow

 */

void PRF(

unsigned char *key, int key_len,

unsigned char *prefix, int prefix_len,

unsigned char *data, int data_len, 

unsigned char *output, int len)

{

int i;

unsigned char input[1024]; /* concatenated input */

int currentindex = 0;

int total_len;

memcpy(input, prefix, prefix_len);

input[prefix_len] = 0; /* single octet 0 */

memcpy(&input[prefix_len+1], data, data_len);

total_len = prefix_len + 1 + data_len;

input[total_len] = 0; /* single octet count, starts at 0 */

total_len++;

for(i = 0; i < (len+19)/20; i++) {

hmac_sha1(input, total_len, key, key_len,

&output[currentindex]);

currentindex += 20;
/* next concatenation location */

input[total_len-1]++; /* increment octet count */

}

}

F.3.2 PRF Test vectors (Normative)
Test case 1

Key
0x0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b

Key length
20

Prefix
“prefix”

Prefix length
6

Data
"Hi There"

Data length
8

PRF-512 
 0xbcd4c650b30b9684951829e0d75f9d54b862175ed9f00606e17d8da35402ffee75df78c3d31e0f889f012120c0862beb67753e7439ae242edb8373698356cf5a

Test case 2

Key
"Jefe"

Key length
4

Prefix
“prefix”

Prefix length
6

Data
"what do ya want for nothing?"

Data length
28

PRF-512 0x51f4de5b33f249adf81aeb713a3c20f4fe631446fabdfa58244759ae58ef9009a99abf4eac2ca5fa87e692c440eb40023e7babb206d61de7b92f41529092b8fc

Test case 3

Key
0xaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

Key length
20

Prefix
“prefix”

Prefix length
6

Data
0xdd repeated 50 times

Data length
50

PRF-512
 0xe1ac546ec4cb636f9976487be5c86be17a0252ca5d8d8df12cfb0473525249ce9dd8d177ead710bc9b590547239107aef7b4abd43d87f0a68f1cbd9e2b6f7607

F.4. CCM

F.4.1. CCM reference implementation (Informative)
/*================================================================

 * Proposed AES CTR/CBC-MAC mode test vector generation

 *

 * 11-02-001r2-I-AES-Encryption & Authentication

 * Using-CTR-Mode-with-CBC-MAC

 *

 * Author:  Doug Whiting, Hifn  (dwhiting@hifn.com)

 *


 * 

 *================================================================

 */

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include <time.h>

#include <assert.h>

#include "aes_defs.h"       /* AES calling interface*/

#include "aes_vect.h"       /* NIST AES test vectors*/

typedef int BOOL;           /* boolean */

enum {

BLK_SIZE   = 16,    /* # octets in an AES block */

MAX_PACKET = 3*512, /* largest packet size */

N_RESERVED = 0,     /* reserved nonce octet value */

A_DATA     = 0x40,  /* the Adata bit in the flags */

M_SHIFT    = 3,     /* how much to shift the 3-bit M field */

L_SHIFT    = 0,     /* how much to shift the 3-bit L field */

L_SIZE     = 2     /* size of the l(m) length field (in octets) */

};

union block {             /* AES cipher block */

u32b x[BLK_SIZE/4]; /* access as 8-bit octets or 32-bit words */

u08b b[BLK_SIZE];

};

struct packet {

BOOL  encrypted; /* TRUE if encrypted */

u08b  TA[6];     /* xmit address */

int   micLength; /* # octets of MIC appended to plaintext (M) */

int   clrCount;  /* # cleartext octets covered by MIC */

u32b  pktNum[2]; /* unique packet sequence number (like WEP IV) */

block key;       /* the encryption key (K) */

int   length;    /* # octets in data[] */

u08b  data[MAX_PACKET+2*BLK_SIZE]; /* packet contents */

};

struct {

int   cnt;            /* how many words left in ct */

block ptCntr;         /* the counter input */

block ct;             /* the ciphertext (prng output) */

} prng;

/* return the 32-bit value read to be stored as a big-endian word */

u32b BigEndian(u32b x)

{

static block b = {0,0,0,0};

if (b.x[0] == 0)      /* first time, figure out endianness */

b.x[0] = 0xFF000001;

if (b.b[0] == 0xFF)   /* is this a big-endian CPU? */

return x;      /* if so, just return x */

if (b.b[0] != 0x01) /* not big-Endian; check it's little-Endian */

assert(0);     /* if not, bomb! */

/* little-endian: do the byte swapping */

return (x >> 24) + (x << 24) +

((x >>  8) & 0x00FF00) + ((x <<  8) & 0xFF0000);

}

void InitRand(u32b seed)

{

memset(prng.ptCntr.b,0,BLK_SIZE);

prng.ptCntr.x[(BLK_SIZE/4)-1] = seed*17;

prng.cnt = 0;  /* the pump is dry */

}

/* prng: does not use C rand(), so should be usable across platforms */

u32b Random32(void)

{

if (prng.cnt == 0) { /* use whatever key is currently defined */

prng.cnt = BLK_SIZE/4;

prng.ptCntr.x[0]++;

if (prng.ptCntr.x[0] == 0) /* ripple carry? */

prng.ptCntr.x[1]++;  /* stop at 64 bits */

AES_Encrypt(prng.ptCntr.x, prng.ct.x);

}

--prng.cnt;

return BigEndian(prng.ct.x[prng.cnt]);

}

/* display a block */

void ShowBlock(

const block *blk,

const char *prefix,

const char *suffix,

int a)

{

int i, blkSize = BLK_SIZE;

printf(prefix,a);

if (suffix == NULL) {

suffix = "\n";

blkSize = a;

}

for (i = 0; i < blkSize; i++)

printf("%02X%s", blk->b[i], ((i&3)==3) ? "  ":" ");

printf (suffix);

}

void ShowAddr(const packet *p)

{

int i;

printf("      TA = ");

for (i = 0; i < 6 ; i++)

printf("%02X%s",p->TA[i],(i==3)?"  ":" ");

printf("  48-bit pktNum = %04X.%08X\n",p->pktNum[1],p->pktNum[0]);

}

/* display a packet */

void ShowPacket(const packet *p, const char *pComment, int a)

{

int i;

printf("Total packet length = %4d. ", p->length);

printf(pComment, a);

if (p->encrypted)

printf("[Encrypted]");

for (i = 0; i < p->length; i++) {

if ((i & 15) == 0)

printf("\n%11s","");

printf("%02X%s", p->data[i], ((i&3)==3) ? "  ":" ");

}

printf("\n");

}

/* make sure that encrypt/decrypt work according to NIST vectors */

void Validate_NIST_AES_Vectors(int verbose)

{

int i;

block key,pt,ct,rt;

printf("AES KAT Vectors:\n");   /* known-answer tests */

/* variable text (fixed-key) tests */

memcpy(key.b,VT_key,BLK_SIZE);

AES_SetKey(key.x,BLK_SIZE*8);

for (i = 0; i < sizeof(VT_pt_ct_pairs); i += 2 * BLK_SIZE) {

memcpy(pt.b, VT_pt_ct_pairs+i, BLK_SIZE);

AES_Encrypt(pt.x, ct.x);

if (memcmp(ct.x, VT_pt_ct_pairs+i+BLK_SIZE, BLK_SIZE)) {

printf("Vector miscompare at VT test #%d", i);

exit(1);

}

AES_Decrypt(ct.x, rt.x); /* sanity check on decrypt */

if (memcmp(pt.b, rt.b, BLK_SIZE)) {

printf("Decrypt miscompare at VT test #%d", i);

exit(1);

}

if (verbose) { /* only do a little if we're "debugging" */

printf("\n");

break;

} else if (i==0) {  /* display the first vector */

ShowBlock(&key,"Key:       ","\n",0);

ShowBlock(&pt ,"PT:        ","\n",0);

ShowBlock(&ct ,"CT:        ","\n\n",0);

}

}

/* variable key (fixed-text) tests */

memcpy(pt.b, VK_pt, BLK_SIZE);

for (i = 0; i < sizeof(VK_key_ct_pairs); i += 2*BLK_SIZE) {

memcpy(key.b, VK_key_ct_pairs+i, BLK_SIZE);

AES_SetKey(key.x, BLK_SIZE*8);

AES_Encrypt(pt.x, ct.x);

if (memcmp(ct.x, VK_key_ct_pairs+i+BLK_SIZE, BLK_SIZE)) {

printf("Vector miscompare at VK test #%d", i);

exit(1);

}

AES_Decrypt(ct.x, rt.x); /* sanity check on decrypt */

if (memcmp(pt.b, rt.b, BLK_SIZE)) {

printf("Decrypt miscompare at VK test #%d",i);

exit(1);

}

if (verbose) {  /* only do a little if we're "debugging" */

printf("\n");

break;

} else if (i==0) {  /*  display the first vector */

ShowBlock(&key, "Key:       ", "\n", 0);

ShowBlock(&pt , "PT:        ", "\n", 0);

ShowBlock(&ct , "CT:        ", "\n\n", 0);

}

}

printf("NIST AES Vectors: OK\n"); /* ok if we got here */

}

/* assumes AES_SetKey is called elsewhere */

void Generate_CTR_CBC_Vector(packet *p, int verbose)

{

int i, j, len, needPad, blkNum;

block   m, x, T;

assert(p->length >= p->clrCount && p->length <= MAX_PACKET);

assert(p->micLength > 0 && p->micLength <= BLK_SIZE);

len = p->length - p->clrCount;  /* l(m) */

ShowPacket(p,"[Input (%d cleartext header octets)]", p->clrCount);

/* ---- generate the first AES block for CBC-MAC */

m.b[ 0] = (u08b) (((p->clrCount)?A_DATA:0) + 

(((p->micLength-2)/2 << M_SHIFT)) +

((L_SIZE-1) << L_SHIFT));  /* flags octet */

m.b[ 1] = N_RESERVED;  /* reserved nonce octet  */

m.b[ 2] = (u08b) (p->pktNum[1] >> 8) & 0xFF; /* 48 bit pkt # */

m.b[ 3] = (u08b)  p->pktNum[1]       & 0xFF;

m.b[ 4] = (u08b) (p->pktNum[0] >>24) & 0xFF;

m.b[ 5] = (u08b) (p->pktNum[0] >>16) & 0xFF;

m.b[ 6] = (u08b) (p->pktNum[0] >> 8) & 0xFF;

m.b[ 7] = (u08b)  p->pktNum[0]       & 0xFF;

m.b[ 8] = p->TA[0];  /* 48 bit Transmit Addr */

m.b[ 9] = p->TA[1];

m.b[10] = p->TA[2];

m.b[11] = p->TA[3];

m.b[12] = p->TA[4];

m.b[13] = p->TA[5];

m.b[14] = (len >> 8) & 0xFF;  /* l(m) field */

m.b[15] = len        & 0xFF;

/*---- compute the CBC-MAC tag (MIC) */

AES_Encrypt(m.x, x.x);  /* produce the CBC IV */

ShowBlock(&m,"CBC IV in: ", "\n", 0);

if (verbose)

ShowBlock(&x, "CBC IV out:", "\n", 0);

j = 0;    /* j = octet counter inside the block */

if (p->clrCount) {  /* is there a header? */

/* if so, "insert" length field: l(a) */

assert(p->clrCount < 0xFFF0);

/* [don't handle larger cases (yet)] */

x.b[j++] ^= (p->clrCount >> 8) & 0xFF;

x.b[j++] ^=  p->clrCount       & 0xFF;

}

for (i = blkNum = 0; i < p->length; i++) { /* CBC-MAC */

x.b[j++] ^= p->data[i]; /* perform the CBC xor */

needPad = (i == p->clrCount-1) || (i == p->length-1);

if ((j == BLK_SIZE) || needPad) {

/* full block, or hit pad boundary */

if (verbose)

ShowBlock(&x, "After xor: ",

(i >= p->clrCount) ? " [msg]\n" : " [hdr]\n",blkNum);

AES_Encrypt(x.x, x.x);  /* encrypt in place */

if (verbose)

ShowBlock(&x, "After AES: ", "\n", blkNum);

blkNum++;  /* count the blocks */

j = 0;  /* the block is now empty */

}

}

memcpy(T.b,x.b,p->micLength);       // save the MIC tag 

ShowBlock(&T,"MIC tag  : ",NULL,p->micLength);

/* ---- encrypt the data packet using CTR mode */

m.b[0] &= ~(A_DATA | (7<<M_SHIFT));

/* clear flag fields for counter mode */

for (i=blkNum=0;i+p->clrCount < p->length;i++) {

if ((i % BLK_SIZE) == 0) {

/* generate new keystream block */

blkNum++;  /* start data with block #1 */

m.b[14] = blkNum/256;

m.b[15] = blkNum%256;

AES_Encrypt(m.x, x.x); /* encrypt the counter */

if (verbose && i==0)

ShowBlock(&m,"CTR Start: ","\n",0);

if (verbose)

ShowBlock(&x,"CTR[%04X]: " ,"\n",blkNum);

}

/* merge in the keystream */

p->data[i+p->clrCount] ^= x.b[i % BLK_SIZE];

}

/* ---- truncate, encrypt, and append MIC to packet */

m.b[14] = m.b[15] = 0; /* use block counter value zero for tag */

AES_Encrypt(m.x, x.x); /* encrypt the counter */

if (verbose)

ShowBlock(&x,"CTR[MIC ]: " ,NULL,p->micLength);

for (i = 0; i < p->micLength; i++)  

p->data[p->length+i] = T.b[i] ^ x.b[i];

p->length += p->micLength; /* adjust pkt length accordingly */

p->encrypted = 1;

ShowPacket(p,"",0); /* show the final encrypted packet */

}

int main(int argc,char *argv[])

{

int i, j, k, len, pktNum, seed;

packet p;

seed = (argc > 1) ? atoi(argv[1]) : (int) time(NULL);

InitRand(seed);

printf("%s C compiler [%s %s].\nRandom seed = %d\n",

COMPILER_ID,__DATE__,__TIME__,seed);

/* 1st, make sure that our AES code matches NIST KAT vectors */

Validate_NIST_AES_Vectors(_VERBOSE_);

/* generate CTR-CBC vectors for various parameter settings */

for (k = pktNum = 0; k < 2; k++) {

/* k==1 => random vectors.

   k==0 => "visually simple" vectors */

for (i = 0; i < BLK_SIZE  ; i++)          

p.key.b[i] =

k) ? (u08b) Random32() & 0xFF : i + 0xC0;

for (i = 0; i < 6; i++)          

p.TA[i] = (k) ? (u08b) Random32() & 0xFF : i + 0xA0;

AES_SetKey(p.key.x, BLK_SIZE*8);

/* run key schedule */

/* now generate the vectors */

for (p.micLength  = 8;p.micLength  <12;p.micLength+=2)

for (p.clrCount   = 8;p.clrCount   <16;p.clrCount+=4)

for (len          =32;len          <64;len*=2)

for (i            =-1;i            < 2;i++) {

p.pktNum[0] = (k) ? Random32() :

pktNum*0x01010101 + 0x03020100;

p.pktNum[1] = (k) ? Random32() & 0xFFFF : 0;

/* 48-bit IV */

p.length    = len+i;  /* len+i is packet length */

p.encrypted = 0;

assert(p.length <= MAX_PACKET);

for (j = 0; j < p.length; j++) /* random pkt */

p.data[j]= (k) ? (u08b) Random32() & 0xFF : j;

pktNum++;

printf("=========== Packet Vector #%d ==============\n",pktNum);

ShowBlock(&p.key ,"AES Key:   ","\n",0);

ShowAddr (&p);

Generate_CTR_CBC_Vector(&p,1);

}

}

return 0;

}



















































































































































































































































































































































































































































































































































































F.5. Suggested pass-phrase-to-preshared-key mapping (Informative)
F.5.1 Introduction

The RSNA pre-shared key consists of 256 bits, or 64 bytes when represented in hex. It is difficult for a user to correctly enter 64 hex characters. Most users, however, are familiar with passwords and pass-phrases, and feel more comfortable entering them than entering keys. A user is more likely to be able to enter an ASCII password or pass-phrase, even though doing so limits the set of possible keys. This suggests that the best that can be done is to introduce a pass-phrase to preshared key mapping.

This clause defines a pass-phrase to preshared key mapping that is the recommended practice for use with Robust Security Network Associations. This pass-phrase mapping was introduced to encourage users unfamiliar with cryptographic concepts to enable the security features of their WLAN.

A pass-phrase typically has about 2.5 bits of security per character, so the pass-phrase mapping converts an n byte password into a key with about 2.5n + 12 bits of security. Hence, it provides a relatively low level of security, with keys generated from short passwords subject to dictionary attack. Use of the key hash is recommended only where it is impractical to make use of a stronger form of user authentication.A key generated from a pass-phrase of less than about 20 characters is unlikely to deter attacks.

The pass-phrase mapping defined here uses the PBKDF2 method from PKCS #5 v2.0: Password-based Cryptography Standard.

PSK = PBKDF2(PassPhrase, ssid, ssidLength, 4096, 256)

· PassPhrase is an ASCII string which has a minimum of 8 and a maximum of 63 characters not including the null terminator. The limit of 63 characters comes from the fact that 256 bits is represented by 64 characters in hex.

PassPhrase should consist of characters from the following groups

	Group
	Examples

	Letters (upper and lower case)
	A, B, C, … (and a, b, c,…)

	Numerals
	0, 1, 2, 3, 4, 5, 6, 7, 8, 9

	Whitespace
	space

	Symbols (all characters not defined as letters or numerals)
	`~!@#$%^&*()_+=-{}|[]\”:;’<>?,./


· ssid is the SSID of ESS or IBSS where this pass-phrase is in use, encoded as the hex string used in the Beacons and Probe Responses for the ESS or IBSS. Implementations of this pass-phrase mapping should by default define a unique SSID for each AP, e.g., the BSSID of the AP, and non-AP STA’s should learn the SSID from the AP, so the user need not enter it.

· ssidlength is the number of octets of the ssid.

· 4096 is the number of times the pass-phrase is hashed.

· 256 is the number of bits output by the pass-phrase mapping.

F.5.2 Reference implementation

/*

 * F(P, S, c, i) = U1 xor U2 xor ... Uc

 * U1 = PRF(P, S || Int(i))

 * U2 = PRF(P, U1)

 * Uc = PRF(P, Uc-1)

 */

void F(

char *password,

unsigned char *ssid,

int ssidlength,

int iterations,

int count,

unsigned char *output)

{


unsigned char digest[36], digest1[A_SHA_DIGEST_LEN];


int i, j;

for (i = 0; i < strlen(password); i++) {

assert((password[i] >= 32) && (password[i] <= 126));

}

/* U1 = PRF(P, S || int(i)) */


memcpy(digest, ssid, ssidlength);


digest[ssidlength] = (unsigned char)((count>>24) & 0xff);


digest[ssidlength+1] = (unsigned char)((count>>16) & 0xff);


digest[ssidlength+2] = (unsigned char)((count>>8) & 0xff);


digest[ssidlength+3] = (unsigned char)(count & 0xff);


hmac_sha1(digest, ssidlength+4, (unsigned char*) password,

(int) strlen(password), digest, digest1);


/* output = U1 */


memcpy(output, digest1, A_SHA_DIGEST_LEN);


for (i = 1; i < iterations; i++) {



/* Un = PRF(P, Un-1) */

hmac_sha1(digest1, A_SHA_DIGEST_LEN, (unsigned char*) password, (int) strlen(password), digest);



memcpy(digest1, digest, A_SHA_DIGEST_LEN);



/* output = output xor Un */



for (j = 0; j < A_SHA_DIGEST_LEN; j++) {




output[j] ^= digest[j];



}


}

}

/*

 * password - ascii string up to 63 characters in length

 * ssid - octet string up to 32 octets

 * ssidlength - length of ssid in octets

 * output must be 40 octets in length and outputs 256 bits of key

 */

int PasswordHash (

char *password,

unsigned char *ssid,

int ssidlength,

unsigned char *output)

{


if ((strlen(password) > 63) || (ssidlength > 32))

return 0;


F(password, ssid, ssidlength, 4096, 1, output);


F(password, ssid, ssidlength, 4096, 2,

           &output[A_SHA_DIGEST_LEN]);


return 1;

}

F.5.3 Test vectors

Test case 1

Passphrase = “password”

SSID = { ‘I’, ‘E’, ‘E’, ‘E’ }

SSIDLength = 4 

PSK  = f42c6fc52df0ebef9ebb4b90b38a5f902e83fe1b135a70e23aed762e9710a12e
Test case 2

Passphrase = “ThisIsAPassword”

SSID = { ‘T’, ‘h’, ‘i’, ‘s’, ‘I’, ‘s’, ‘A’, ‘S’, ‘S’, ‘I’, ‘D’ }

SSIDLength = 11

PSK = 0dc0d6eb90555ed6419756b9a15ec3e3209b63df707dd508d14581f8982721af
Test case 3

Password = “aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa”

SSID = {‘Z’,‘Z’,‘Z’,‘Z’, ‘Z’,‘Z’,‘Z’,‘Z’, ‘Z’,‘Z’,‘Z’,‘Z’, ‘Z’,‘Z’,‘Z’,‘Z’, ‘Z’,‘Z’,‘Z’,‘Z’, ‘Z’,‘Z’,‘Z’,‘Z’, ‘Z’,‘Z’,‘Z’,‘Z’,‘Z’,‘Z’,‘Z’,‘Z’}

SSIDLength = 32

PSK =  becb93866bb8c3832cb777c2f559807c8c59afcb6eae734885001300a981cc62
F.6. Suggestions for random number generation (Informative)
In order to properly implement cryptographic protocols, every platform needs the ability to generate cryptographic quality random numbers. RFC 1750 explains the notion of cryptographic quality random numbers and provides advice on ways to harvest suitable randomness. It recommends sampling multiple sources each of which contains some randomness, and by passing the complete set of samples through a pseudo-random function. By following this advice, an implementation can usually collect enough randomness to distill into a seed for a pseudo-random number generator whose output will be unpredictable.

This annex suggests two sample techniques that can be combined with the other recommendations of RFC 1750 to harvest randomness. The first method is a software solution that can be implemented on most hardware; the second is a hardware-assisted solution. These solutions are expository only, to demonstrate that it is feasible to harvest randomness on any 802.11 platform. They are not mutually exclusive, and they do not preclude the use of other sources of randomness when available; in this case, the more the merrier. As many sources of randomness as possible should be gathered into a buffer, and then hashed, to obtain a seed for the pseudo-random number generator.

F.6.1 Software Sampling

Due to the nature of clock circuits in modern electronics, there will be some lack of correlation between two clocks in two different pieces of equipment, even when high quality crystals are used—crystal clocks are subject to jitter, noise, drift, and frequency mismatch. This randomness may be as little as the placement of the clock waveform edges. Even if one entity were to attempt to synchronize itself to another entity’s clock, the correlation cannot be perfect, due to noise and uncertainties of the synchronization.

Two clock circuits in the same piece of equipment may synchronize in frequency, but again the correlation will not be perfect due to the noise and jitter of the circuits.

The randomness between the two clocks may not be much per sample—a tenth of a bit or less—but enough samples may be collected to gather enough randomness to form a seed.

A device can use software methods to take advantage of this lack of synchronization, to collect randomness from different sources. As an example, an AP might measure the packet arrival times on an Ethernet  wireless ports. There is always some amount of traffic on modern Ethernets: ARPs, DHCP requests, NetBIOS advertisements, etc. The following example algorithm takes this traffic. In the example, an AP obtains randomness from the available traffic; if Ethernet traffic is available, the AP utilizes that for a source of randomness; otherwise it waits for the first association and creates traffic that it can obtain randomness from.

The clocks used to time the packets should be the highest resolution available, preferable 1ms resolution or better. The clock used to time packet arrival should not be related to the clock used for packet serialization.

Initialize result to empty array

LoopCounter = 0

Wait until Ethernet traffic or association

Repeat until global key counter "random enough" or 32 times {

result = PRF-256(0, "Init Counter", 

Local Mac Address || Time || result || LoopCounter)

LoopCounter++

Repeat 32 times {

If Ethernet traffic available then

Take lowest byte of time when Ethernet packet is seen

Concatenate the seen time onto result

else

Start 4-way handshake, aborting after message 2

Take lowest byte of time of when message 1 is sent

Take lowest byte of time of when message 2 is received

Take lowest byte of RSSI from message 2

Take SNonce from message 2

Concatenate the sent time; receive time, RSSI and SNonce onto result

}

}

Global key counter = result = PRF-256(0, "Init Counter", 

Local Mac Address || Time || result || LoopCounter)

Note: The Time may be 0 if it is not available.

F.6.2 Hardware Assisted Solution

This example implementation uses hardware ring oscillators to generate randomness, as depicted in below.
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Figure 46—Randomness generating circuit

The above circuit generates randomness. The clock input should be about the same frequency as the ring oscillator’s natural frequencies. The LFSR should be chosen to be one that is maximal length. Example LFSRs can be found in E.G. Arazi, 1988, ‘A Commonsense Approach to the Theory of Error Correcting Codes’, MIT Press

The three ring oscillators should be isolated from each other as much as possible, to avoid harmonic locking between them. In addition, the three ring oscillators should not be near any other clock circuitry within the system, to avoid these ring oscillators locking to system clocks.  The oscillators should be tested to ensure that there output is not correlated.

The output of the LFSR is read by software and concatenated until enough randomness is collected. As a rule of thumb, reading from the LFSR eight to sixteen times the number of bits as the desired number of random bits is sufficient.

Initialize result to empty array

Repeat 1024 times {

Read LFSR

result = result | LFSR

Wait a time period

}

Global key counter = PRF-256(0, "Init Counter", result)

F.7. Additional test vectors

F.7.1 Notation

In the examples here, frames are represented as a stream of octets, each octet in hex notation, sometimes with text annotation.  The order of transmission for octets is left to right, top to bottom.  For example, consider the following representation of a frame:

	Description #1
	00 01 02 03

	
	04 05 

	Description #2
	06 07 08


The frame consists of nine octets, represented in hex notation as “00”, “01”, ..., “08”.  The octet represented by “00” is transmitted first, and the octet represented by “08” is transmitted last.  Similar tables are used for other purposes, such as describing a cryptographic operation.

In the text discussion outside of tables, integer values are represented in either hex notation using an “0x” prefix or in decimal notation using no prefix.  For example, the hex notation 0x12345 and the decimal notation 74565 represent the same integer value.

F.7.2 WEP Encapsulation (Normative)
The discussion here represents an RC4 encryption using a table that shows the key, plaintext input, and ciphertext output.  For reference, here is a table that describes test vector “Commerce” of  <draft-kaukonen-cipher-arcfour-03.txt>, a work-in-progress.

	Key
	61 8a 63 d2 fb

	Plaintext
	dc ee 4c f9 2c

	Ciphertext
	f1 38 29 c9 de


The MPDU data, prior to WEP encapsulation, is as follows:

	MPDU data
	aa aa 03 00 00 00 08 00 45 00 00 4e 66 1a 00 00 80 11 be 64 0a 00 01 22 0a ff ff ff 00 89 00 89 00 3a 00 00 80 a6 01 10 00 01 00 00 00 00 00 00 20 45 43 45 4a 45 48 45 43 46 43 45 50 46 45 45 49 45 46 46 43 43 41 43 41 43 41 43 41 43 41 41 41 00 00 20 00 01


RC4 encryption is performed as follows:

	Key
	fb 02 9e 30 31 32 33 34

	Plaintext
	aa aa 03 00 00 00 08 00 45 00 00 4e 66 1a 00 00 80 11 be 64 0a 00 01 22 0a ff ff ff 00 89 00 89 00 3a 00 00 80 a6 01 10 00 01 00 00 00 00 00 00 20 45 43 45 4a 45 48 45 43 46 43 45 50 46 45 45 49 45 46 46 43 43 41 43 41 43 41 43 41 43 41 41 41 00 00 20 00 01 1b d0 b6 04

	Ciphertext
	f6 9c 58 06 bd 6c e8 46 26 bc be fb 94 74 65 0a ad 1f 79 09 b0 f6 4d 5f 58 a5 03 a2 58 b7 ed 22 eb 0e a6 49 30 d3 a0 56 a5 57 42 fc ce 14 1d 48 5f 8a a8 36 de a1 8d f4 2c 53 80 80 5a d0 c6 1a 5d 6f 58 f4 10 40 b2 4b 7d 1a 69 38 56 ed 0d 43 98 e7 ae e3 bf 0e 2a 2c a8 f7


The plaintext consists of the MPDU data, followed by a 4-octet CRC-32 calculated over the MPDU data.

The expanded MPDU, after WEP encapsulation, is as follows:

	IV
	fb 02 9e 80 

	MPDU data
	f6 9c 58 06 bd 6c e8 46 26 bc be fb 94 74 65 0a ad 1f 79 09 b0 f6 4d 5f 58 a5 03 a2 58 b7 ed 22 eb 0e a6 49 30 d3 a0 56 a5 57 42 fc ce 14 1d 48 5f 8a a8 36 de a1 8d f4 2c 53 80 80 5a d0 c6 1a 5d 6f 58 f4 10 40 b2 4b 7d 1a 69 38 56 ed 0d 43 98 e7 ae e3 bf 0e

	ICV
	2a 2c a8 f7


The IV consists of the first three octets of the RC4 key, followed by an octet containing the KeyID value in the upper two bits.  In this example, the KeyID value is 2.  The MPDU data consists of the ciphertext, excluding the last four octets.  The ICV consists of the last four octets of the ciphertext, which is the encrypted CRC-32 value.  

F.7.3 TKIP test vectors (Normative)
An example of a TKIP packet is provided. The key and PN are used to create the IV, Phase1 and Phase2 keys.

	Key
	12 34 56 78 90 12 34 56 78 90 12 34 56 78 90 12

 34 56 78 90 12 34 56 78 90 12 34 56 78 90 12 34

	PN
	0x000000000001

	IV
	00 20 01 20 00 00 00 00 

	Phase1
	bb 58 07 1f 9e 93 b4 38 25 4b

	Phase2
	00 20 01 4c fe 67 be d2 7c 86 7b 1b f8 02 8b 1c


	Plaintext MPDU with TKIP MIC
	08 42 2c 00 02 03 04 05 06 08 02 03 04 05 06 07

02 03 04 05 06 07 d0 02 00 20 01 20 00 00 00 00

aa aa 03 00 00 00 08 00 45 00 00 54 00 00 40 00

40 01 a5 55 c0 a8 0a 02 c0 a8 0a 01 08 00 3a b0

00 00 00 00 cd 4c 05 00 00 00 00 00 08 09 0a 0b

0c 0d 0e 0f 10 11 12 13 14 15 16 17 18 19 1a 1b

1c 1d 1e 1f 20 21 22 23 24 25 26 27 28 29 2a 2b

2c 2d 2e 2f 30 31 32 33 34 35 36 37 68 81 a3 f3

d6 48 d0 3c

	Encrypted MPDU with MIC and ICV
	08 42 2c 00 02 03 04 05 06 08 02 03 04 05 06 07

02 03 04 05 06 07 d0 02 00 20 01 20 00 00 00 00

c0 0e 14 fc e7 cf ab c7 75 47 e6 66 e5 7c 0d ac

70 4a 1e 35 8a 88 c1 1c 8e 2e 28 2e 38 01 02 7a

46 56 05 5e e9 3e 9c 25 47 02 e9 73 58 05 dd b5

76 9b a7 3f 1e bb 56 e8 44 ef 91 22 85 d3 dd 6e

54 1e 82 38 73 55 8a db a0 79 06 8a bd 7f 7f 50

95 96 75 ac c4 b4 de 9a a9 9c 05 f2 89 a7 c5 2f

ee 5b fc 14 f6 f8 e5 f8


F.7.4 CCMP test vectors (Normative)
Twelve examples of CCMP encrypted packets are provided.

==== CCMP test mpdu   1 ====

-- MPDU Fields

Version  = 0

Type     = 2   SubType  = 0  Data

ToDS     = 0   FromDS   = 0

MoreFrag = 0   Retry    = 1

PwrMgt   = 0   moreData = 0

Encrypt  = 1

Order    = 0

Duration = 11459

A1 = 0f-d2-e1-28-a5-7c    DA

A2 = 50-30-f1-84-44-08    SA

A3 = ab-ae-a5-b8-fc-ba    BSSID

SC = 0x3380

seqNum = 824 (0x0338)  fraqNum = 0 (0x00)

Algorithm = AES_CCM

KeyId = 0

TK =
c9 7c 1f 67 ce 37 11 85  51 4a 8a 19 f2 bd d5 2f

PN =
199027030681356  (0xB5039776E70C)

802.11 Header =
08 48 c3 2c 0f d2 e1 28 a5 7c 50 30 f1 84 44 08 ab ae a5 b8 fc ba 80 33

Muted 802.11 Header =
08 40 0f d2 e1 28 a5 7c 50 30 f1 84 44 08 ab ae a5 b8 fc ba 00 00

CCMP Header =
0c e7 00 20 76 97 03 b5

CCM Nonce =
00 50 30 f1 84 44 08 b5  03 97 76 e7 0c

Plaintext Data =
f8 ba 1a 55 d0 2f 85 ae 96 7b b6 2f b6 cd a8 eb 7e 78 a0 50

CCM MIC =
78 45 ce 0b 16 f9 76 23

-- Encrypted MPDU with FCS

08 48 c3 2c 0f d2 e1 28 a5 7c 50 30 f1 84 44 08 ab ae a5 b8 fc ba 80 33 0c e7 00 20 76 97 03 b5 f3 d0 a2 fe 9a 3d bf 23 42 a6 43 e4 32 46 e8 0c 3c 04 d0 19 78 45 ce 0b 16 f9 76 23 1d 99 f0 66

==== CCMP test mpdu   2 ====

-- MPDU Fields

Version  = 0

Type     = 2   SubType  = 3  Data+CF-Ack+CF-Poll

ToDS     = 0   FromDS   = 0

MoreFrag = 0   Retry    = 0

PwrMgt   = 0   moreData = 0

Encrypt  = 1

Order    = 1

Duration = 20842

A1 = ea-10-0c-84-68-50    DA

A2 = ee-c1-76-2c-88-de    SA

A3 = af-2e-e9-f4-6a-07    BSSID

SC = 0xCCE0

seqNum = 3278 (0x0CCE)  fraqNum = 0 (0x00)

Algorithm = AES_CCM

KeyId = 2

TK =
8f 7a 05 3f a5 77 a5 59  75 29 27 20 97 a6 03 d5

PN =
54923164817386  (0x31F3CBBA97EA)

802.11 Header =
38 c0 6a 51 ea 10 0c 84 68 50 ee c1 76 2c 88 de af 2e e9 f4 6a 07 e0 cc

Muted 802.11 Header =
08 c0 ea 10 0c 84 68 50 ee c1 76 2c 88 de af 2e e9 f4 6a 07 00 00

CCMP Header =
ea 97 00 a0 ba cb f3 31

CCM Nonce =
00 ee c1 76 2c 88 de 31  f3 cb ba 97 ea

Plaintext Data =
83 a0 63 4b 5e d7 62 7e b9 df 22 5e 05 74 03 42 de 19 41 17

CCM MIC =
54 2f bf 8d a0 6a a4 ae

-- Encrypted MPDU with FCS

38 c0 6a 51 ea 10 0c 84 68 50 ee c1 76 2c 88 de af 2e e9 f4 6a 07 e0 cc ea 97 00 a0 ba cb f3 31 81 4b 69 65 d0 5b f2 b2 ed 38 d4 be b0 69 fe 82 71 4a 61 0b 54 2f bf 8d a0 6a a4 ae 25 3c 47 38

==== CCMP test mpdu   3 ====

-- MPDU Fields

Version  = 0

Type     = 2   SubType  = 11  QC&Data+CF-Ack+CF-Poll

ToDS     = 0   FromDS   = 0

MoreFrag = 0   Retry    = 1

PwrMgt   = 0   moreData = 0

Encrypt  = 1

Order    = 1

Duration = 25052

A1 = d9-57-7d-f7-63-c8    DA

A2 = b6-a8-8a-df-36-91    SA

A3 = dc-4a-8b-ca-94-dd    BSSID

SC = 0x8260

seqNum = 2086 (0x0826)  fraqNum = 0 (0x00)

QC = 0x8520

QoS-TID  = 0 (0x0)  QC-bit-4 = 0

QoS-AckP = 1     QoS-TXOP/QL = 0x85

Algorithm = AES_CCM

KeyId = 2

TK =
40 cf b7 a6 2e 88 01 3b  d6 d3 af fc c1 91 04 1e

PN =
52624639632814  (0x2FDCA0F3A5AE)

802.11 Header =
b8 c8 dc 61 d9 57 7d f7 63 c8 b6 a8 8a df 36 91 dc 4a 8b ca 94 dd 60 82 20 85

Muted 802.11 Header =
88 c0 d9 57 7d f7 63 c8 b6 a8 8a df 36 91 dc 4a 8b ca 94 dd 00 00 00 00

CCMP Header =
ae a5 00 a0 f3 a0 dc 2f

CCM Nonce =
00 b6 a8 8a df 36 91 2f dc a0 f3 a5 ae

Plaintext Data  =
2c 1b d0 36 83 1c 95 49 6c 5f 4d bf 3d 55 9e 72 de 80 2a 18

CCM MIC =
fd 1f 1f 61 a9 fb 4b b3

-- Encrypted MPDU with FCS

b8 c8 dc 61 d9 57 7d f7 63 c8 b6 a8 8a df 36 91 dc 4a 8b ca 94 dd 60 82 20 85 ae a5 00 a0 f3 a0 dc 2f 89 d8 58 03 40 b6 26 a0 b6 d4 d0 13 bf 18 f2 91 b8 96 46 c8 fd 1f 1f 61 a9 fb 4b b3 60 3f 5a ad

==== CCMP test mpdu   4 ====

-- MPDU Fields

Version  = 0

Type     = 2   SubType  = 10  QC&Data+CF-Poll

ToDS     = 0   FromDS   = 1

MoreFrag = 0   Retry    = 1

PwrMgt   = 0   moreData = 0

Encrypt  = 1

Order    = 1

Duration = 4410

A1 = 71-2a-9d-df-11-db    DA

A2 = 8e-f8-22-73-47-01    BSSID

A3 = 59-14-0d-d6-46-a2    SA

SC = 0x2FC0

seqNum = 764 (0x02FC)  fraqNum = 0 (0x00)

QC = 0xa567

QoS-TID  = 7 (0x7)  QC-bit-4 = 0

QoS-TID  = 7 (0x7)  QoS-FEC = 0

QoS-AckP = 3     QoS-TXOP/QL = 0xa5

Algorithm = AES_CCM

KeyId = 0

TK =
8c 89 a2 eb c9 6c 76 02  70 7f cf 24 b3 2d 38 33

PN =
270963670912995  (0xF670A55A0FE3)

802.11 Header =
a8 ca 3a 11 71 2a 9d df 11 db 8e f8 22 73 47 01 59 14 0d d6 46 a2 c0 2f 67 a5

Muted 802.11 Header =
88 c2 71 2a 9d df 11 db 8e f8 22 73 47 01 59 14 0d d6 46 a2 00 00 07 00

CCMP Header =
e3 0f 00 20 5a a5 70 f6

CCM Nonce =
07 8e f8 22 73 47 01 f6  70 a5 5a 0f e3

Plaintext Data =
4f ad 2b 1c 29 0f a5 eb d8 72 fb c3 f3 a0 74 89 8f 8b 2f bb

CCM MIC =
31 fc 88 00 4f 35 ee 3d

-- Encrypted MPDU with FCS

a8 ca 3a 11 71 2a 9d df 11 db 8e f8 22 73 47 01 59 14 0d d6 46 a2 c0 2f 67 a5 e3 0f 00 20 5a a5 70 f6 9d 59 b1 5f 37 14 48 c2 30 f4 d7 39 05 2e 13 ab 3b 1a 7b 10 31 fc 88 00 4f 35 ee 3d 45 a7 4a 30

==== CCMP test mpdu   5 ====

-- MPDU Fields

Version  = 0

Type     = 2   SubType  = 8  QC&Data

ToDS     = 0   FromDS   = 1

MoreFrag = 0   Retry    = 1

PwrMgt   = 1   moreData = 0

Encrypt  = 1

Order    = 1

Duration = 16664

A1 = 45-de-c6-9a-74-80    DA

A2 = f3-51-94-6b-c9-6b    BSSID

A3 = e2-76-fb-e6-c1-27    SA

SC = 0xF280

seqNum = 3880 (0x0F28)  fraqNum = 0 (0x00)

QC = 0x194b

QoS-TID  = 11 (0xB)  QC-bit-4 = 0

QoS-AckP = 2     QoS-TXOP/QL = 0x19

Algorithm = AES_CCM

KeyId = 2

TK =
a5 74 d5 14 3b b2 5e fd  de ff 30 12 2f df d0 66

PN = 184717420531255  (0xA7FFE03C0E37)

802.11 Header =
88 da 18 41 45 de c6 9a 74 80 f3 51 94 6b c9 6b e2 76 fb e6 c1 27 80 f2 4b 19

Muted 802.11 Header =
88 c2 45 de c6 9a 74 80 f3 51 94 6b c9 6b e2 76 fb e6 c1 27 00 00 0b 00

CCMP Header =
37 0e 00 a0 3c e0 ff a7

CCM Nonce =
0b f3 51 94 6b c9 6b a7 ff e0 3c 0e 37

Plaintext Data =
28 96 9b 95 4f 26 3a 80 18 a9 ef 70 a8 b0 51 46 24 81 92 2e

CCM MIC =
ce 0c 3b e1 97 d3 05 eb

-- Encrypted MPDU with FCS

88 da 18 41 45 de c6 9a 74 80 f3 51 94 6b c9 6b e2 76 fb e6 c1 27 80 f2 4b 19 37 0e 00 a0 3c e0 ff a7 eb 4a e4 95 6a 80 1d a9 62 4b 7e 0c 18 b2 3e 61 5e c0 3a f6 ce 0c 3b e1 97 d3 05 eb c8 9e a1 b5

==== CCMP test mpdu   6 ====

-- MPDU Fields

Version  = 0

Type     = 2   SubType  = 8  QC&Data

ToDS     = 0   FromDS   = 1

MoreFrag = 0   Retry    = 0

PwrMgt   = 1   moreData = 0

Encrypt  = 1

Order    = 0

Duration = 8161

A1 = 5a-f2-84-30-fd-ab    DA

A2 = bf-f9-43-b9-f9-a6    BSSID

A3 = ab-1d-98-c7-fe-73    SA

SC = 0x7150

seqNum = 1813 (0x0715)  fraqNum = 0 (0x00)

QC = 0x6a3d

QoS-TID  = 13 (0xD)  QC-bit-4 = 1

QoS-AckP = 1     QoS-TXOP/QL = 0x6a

Algorithm = AES_CCM

KeyId = 1

TK =
f7 1e ea 4e 1f 58 80 4b 97 17 23 0a d0 61 46 41

PN    = 118205765159305  (0x6B81ECA48989)

802.11 Header =
88 52 e1 1f 5a f2 84 30 fd ab bf f9 43 b9 f9 a6 ab 1d 98 c7 fe 73 50 71  3d 6a

Muted 802.11 Header =
88 42 5a f2 84 30 fd ab bf f9 43 b9 f9 a6 ab 1d 98 c7 fe 73 00 00 0d 00

CCMP Header =
89 89 00 60 a4 ec 81 6b

CCM Nonce =
0d bf f9 43 b9 f9 a6 6b  81 ec a4 89 89

Plaintext Data =
ab fd a2 2d 3a 0b fc 9c c1 fc 07 93 63 c2 fc a1 43 e6 eb 1d

CCM MIC =
30 9a 8d 5c 46 6b bb 71

-- Encrypted MPDU with FCS

88 52 e1 1f 5a f2 84 30 fd ab bf f9 43 b9 f9 a6 ab 1d 98 c7 fe 73 50 71 3d 6a 89 89 00 60 a4 ec 81 6b 9a 70 9b 60 a3 9d 40 b1 df b6 12 e1 8b 5f 11 4b ad b6 cc 86 30 9a 8d 5c 46 6b bb 71 86 c0 4e 97

==== CCMP test mpdu   7 ====

-- MPDU Fields

Version  = 0

Type     = 2   SubType  = 1  Data+CF-Ack

ToDS     = 1   FromDS   = 0

MoreFrag = 0   Retry    = 1

PwrMgt   = 1   moreData = 1

Encrypt  = 1

Order    = 0

Duration = 18049

A1 = 9b-50-f4-fd-56-f6    BSSID

A2 = ef-ec-95-20-16-91    SA

A3 = 83-57-0c-4c-cd-ee    DA

SC = 0xA020

seqNum = 2562 (0x0A02)  fraqNum = 0 (0x00)

Algorithm = AES_CCM

KeyId = 3

TK =
1b db 34 98 0e 03 81 24 a1 db 1a 89 2b ec 36 6a

PN =
104368786630435  (0x5EEC4073E723)

Header =
18 79 81 46 9b 50 f4 fd 56 f6 ef ec 95 20 16 91 83 57 0c 4c cd ee 20 a0

Muted MAC Header =
08 41 9b 50 f4 fd 56 f6 ef ec 95 20 16 91 83 57 0c 4c cd ee 00 00

CCMP Header =
23 e7 00 e0 73 40 ec 5e

CCM Nonce =
00 ef ec 95 20 16 91 5e ec 40 73 e7 23

Plaintext Data =
98 be ca 86 f4 b3 8d a2 0c fd f2 47 24 c5 8e b8 35 66 53 39

CCM MIC =
2d 09 57 ec fa be 95 b9

-- Encrypted MPDU with FCS

18 79 81 46 9b 50 f4 fd 56 f6 ef ec 95 20 16 91 83 57 0c 4c cd ee 20 a0 23 e7 00 e0 73 40 ec 5e 2 c5 37 eb f3 ab 58 4e f1 fe f9 a1 f3 54 7a 8c 13 b3 22 5a 2d 09 57 ec fa be 95 b9 aa fa 0c c8

==== CCMP test mpdu   8 ====

-- MPDU Fields

Version  = 0

Type     = 2   SubType  = 11  QC&Data+CF-Ack+CF-Poll

ToDS     = 1   FromDS   = 0

MoreFrag = 0   Retry    = 1

PwrMgt   = 1   moreData = 0

Encrypt  = 1

Order    = 1

Duration = 29260

A1 = 55-2d-5f-72-bb-70    BSSID

A2 = ca-3f-3a-ae-60-c4    SA

A3 = 8b-a9-b5-f8-2c-2f    DA

SC = 0xEB50

seqNum = 3765 (0x0EB5)  fraqNum = 0 (0x00)

QC = 0x552a

QoS-TID  = 10 (0xA)  QC-bit-4 = 0

QoS-AckP = 1     QoS-TXOP/QL = 0x55

Algorithm = AES_CCM

KeyId = 2

TK =
6e ac 1b f5 4b d5 4e db 23 21 75 43 03 02 4c 71

PN    = 227588596223197  (0xCEFD996ECCDD)

802.11 Header =
b8 d9 4c 72 55 2d 5f 72 bb 70 ca 3f 3a ae 60 c4 8b a9 b5 f8 2c 2f 50 eb 2a 55

Muted 802.11 Header =
88 c1 55 2d 5f 72 bb 70 ca 3f 3a ae 60 c4 8b a9 b5 f8 2c 2f 00 00 0a 00

CCMP Header =
dd cc 00 a0 6e 99 fd ce

CCM Nonce =
0a ca 3f 3a ae 60 c4 ce fd 99 6e cc dd

Plaintext Data =
57 cb 5c 0e 5f cd 88 5e 9a 42 39 e9 b9 ca d6 0d 64 37 59 79

CCM MIC =
6d ba 8e f7 f0 80 87 dd

-- Encrypted MPDU with FCS

b8 d9 4c 72 55 2d 5f 72  bb 70 ca 3f 3a ae 60 c4 8b a9 b5 f8 2c 2f 50 eb 2a 55 dd cc 00 a0 6e 99 fd ce 4b f2 81 ef 8e c7 73 9f 91 59 1b 97 a8 7d c1 4b 3f a1 74 62 6d ba 8e f7 f0 80 87 dd 0c 65 74 3f

==== CCMP test mpdu   9 ====

-- MPDU Fields

Version  = 0

Type     = 2   SubType  = 10  QC&Data+CF-Poll

ToDS     = 1   FromDS   = 0

MoreFrag = 0   Retry    = 1

PwrMgt   = 1   moreData = 1

Encrypt  = 1

Order    = 1

Duration = 17096

A1 = 9a-fb-79-8b-8a-4b    BSSID

A2 = a4-ad-6d-31-99-85    SA

A3 = bc-42-9e-8f-0a-fa    DA

SC = 0x7DF0

seqNum = 2015 (0x07DF)  fraqNum = 0 (0x00)

QC = 0x804a

QoS-TID  = 10 (0xA)  QC-bit-4 = 0

QoS-AckP = 2     QoS-TXOP/QL = 0x80

Algorithm = AES_CCM

KeyId = 3

TK =
49 4b 50 1e 19 46 75 97 1a 48 d0 8c 5b c3 53 cb

PN = 205071421028275  (0xBA82E93437B3)

802.11 Header =
a8 f9 c8 42 9a fb 79 8b 8a 4b a4 ad 6d 31 99 85 bc 42 9e 8f 0a fa f0 7d 4a 80

Muted MAC Header =
88 c1 9a fb 79 8b 8a 4b a4 ad 6d 31 99 85 bc 42 9e 8f 0a fa 00 00 0a 00

CCMP Header =
b3 37 00 e0 34 e9 82 ba

CCM Nonce =
0a a4 ad 6d 31 99 85 ba  82 e9 34 37 b3

Plaintext Data  =
25 a9 8f 9c 1b d9 c9 3c f3 83 ab 9d 98 15 2d 76 cb 4a 32 c6

CCM MIC =
cf e4 38 cb ea 61 fa 9a

-- Encrypted MPDU with FCS

a8 f9 c8 42 9a fb 79 8b 8a 4b a4 ad 6d 31 99 85 bc 42 9e 8f 0a fa f0 7d 4a 80 b3 37 00 e0 34 e9 82 ba 56 1a 0d 06 8e ac 2e ad b0 c5 7f e2 d0 a6 cc 73 98 b6 dd bf cf e4 38 cb ea 61 fa 9a 7d 46 d3 72

==== CCMP test mpdu  10 ====

-- MPDU Fields

Version  = 0

Type     = 2   SubType  = 1  Data+CF-Ack

ToDS     = 1   FromDS   = 1

MoreFrag = 0   Retry    = 1

PwrMgt   = 0   moreData = 0

Encrypt  = 1

Order    = 0

Duration = 25568

A1 = 40-ec-29-fa-75-9b    RA

A2 = 53-f8-69-fe-27-9a    TA

A3 = f0-f9-f8-a6-54-16    DA

A4 = 52-bf-d2-70-3d-24    SA

SC = 0xE380

seqNum = 3640 (0x0E38)  fraqNum = 0 (0x00)

Algorithm = AES_CCM

KeyId = 0

TK =
48 9e 49 bc 3c fe 3f ce 38 95 82 0e 87 2e e1 a3

PN    = 227724508921513  (0xCF1D3E75FEA9)

802.11 Header =
18 4b e0 63 40 ec 29 fa 75 9b 53 f8 69 fe 27 9a f0 f9 f8 a6 54 16 80 e3 52 bf d2 70 3d 24

Muted 802.11 Header =
08 43 40 ec 29 fa 75 9b 53 f8 69 fe 27 9a f0 f9 f8 a6 54 16 00 00 52 bf  d2 70 3d 24

CCMP Header =
a9 fe 00 20 75 3e 1d cf

CCM Nonce =
00 53 f8 69 fe 27 9a cf 1d 3e 75 fe a9

Plaintext Data  =
7f 91 f2 47 2d 7a 12 1c 9c dd 4b 6c 90 80 67 5a 10 20 aa 00

CCM MIC =
c8 68 a7 25 55 2c 55 65

-- Encrypted MPDU with FCS

18 4b e0 63 40 ec 29 fa 75 9b 53 f8 69 fe 27 9a f0 f9 f8 a6 54 16 80 e3 52 bf d2 70 3d 24 a9 fe 00 20 75 3e 1d cf 25 df 51 73 83 5e 4f ba 23 bc 05 a2 53 88 5e be d3 ac 48 71 c8 68 a7 25 55 2c 55 65 d2 c0 83 6e

==== CCMP test mpdu  11 ====

-- MPDU Fields

Version  = 0

Type     = 2   SubType  = 11  QC&Data+CF-Ack+CF-Poll

ToDS     = 1   FromDS   = 1

MoreFrag = 0   Retry    = 1

PwrMgt   = 1   moreData = 0

Encrypt  = 1

Order    = 1

Duration = 21610

A1 = 29-8c-0b-aa-91-90    RA

A2 = 34-7c-eb-9a-ab-ff    TA

A3 = d8-3d-48-86-e5-c2    DA

A4 = e2-9d-52-4a-e1-96    SA

SC = 0x53E0

seqNum = 1342 (0x053E)  fraqNum = 0 (0x00)

QC = 0x623d

QoS-TID  = 13 (0xD)  QC-bit-4 = 1

QoS-AckP = 1     QoS-TXOP/QL = 0x62

Algorithm = AES_CCM

KeyId = 3

TK =
02 be 5c 45 45 67 2a 07  e4 e3 14 d7 0f 1f 9e 85

PN =
231818065237460  (0xD2D6596E55D4)

802.11 Header =
b8 db 6a 54 29 8c 0b aa 91 90 34 7c eb 9a ab ff d8 3d 48 86 e5 c2 e0 53 e2 9d 52 4a e1 96 3d 62

Muted 802.11 Header =
88 c3 29 8c 0b aa 91 90 34 7c eb 9a ab ff d8 3d 48 86 e5 c2 00 00 e2 9d 52 4a e1 96 0d 00

CCMP Header =
 d4 55 00 e0 6e 59 d6 d2

CCM Nonce = 
0d 34 7c eb 9a ab ff d2  d6 59 6e 55 d4

Plaintext Data =
f9 a8 12 e4 a2 8a f7 f3 71 4d 4b f6 62 2e 59 32 f2 18 45 09

CCM MIC =
68 1f de e8 51 3c 62 dc

-- Encrypted MPDU with FCS

b8 db 6a 54 29 8c 0b aa 91 90 34 7c eb 9a ab ff d8 3d 48 86 e5 c2 e0 53 e2 9d 52 4a e1 96 3d 62 d4 55 00 e0 6e 59 d6 d2 63 15 50 0f 92 42 95 cd 3e af bd c3 e1 51 b1 df 46 46 5b 71 68 1f de e8 51 3c 62 dc 9d 3e ca 99

==== CCMP test mpdu  12 ====

-- MPDU Fields

Version  = 0

Type     = 2   SubType  = 1  Data+CF-Ack

ToDS     = 1   FromDS   = 1

MoreFrag = 0   Retry    = 1

PwrMgt   = 0   moreData = 1

Encrypt  = 1

Order    = 0

Duration = 10192

A1 = aa-28-8b-84-35-bc    RA

A2 = d8-ac-5a-7e-c4-44    TA

A3 = e8-b4-62-50-53-8b    DA

A4 = e8-14-02-c2-ee-11    SA

SC = 0x6280

seqNum = 1576 (0x0628)  fraqNum = 0 (0x00)

Algorithm = AES_CCM

KeyId = 3

TK =
77 07 7e d7 94 53 e4 a1 8d 60 43 8c c6 48 4d 6e

PN =
88717355646350  (0x50B01E77FD8E)

802.11 Header =
18 6b d0 27 aa 28 8b 84 35 bc d8 ac 5a 7e c4 44 e8 b4 62 50 53 8b 80 62 e8 14 02 c2 ee 11

Muted 802.11 Header =
08 43 aa 28 8b 84 35 bc d8 ac 5a 7e c4 44 e8 b4 62 50 53 8b 00 00 e8 14  02 c2 ee 11

CCMP Header =
8e fd 00 e0 77 1e b0 50

CCM Nonce =
00 d8 ac 5a 7e c4 44 50 b0 1e 77 fd 8e

Plaintext Data  =
 43 19 81 a2 33 6d 02 f8 cb 84 48 d5 42 89 16 be 95 29 35 37

CCM MIC =
fd 0f 41 f4 26 bb 8f 30

-- Encrypted MPDU with FCS

18 6b d0 27 aa 28 8b 84 35 bc d8 ac 5a 7e c4 44 e8 b4 62 50 53 8b 80 62 e8 14 02 c2 ee 11 8e fd 00 e0 77 1e b0 50 cf 71 b2 cc bd 59 0b 20 80 07 92 f3 59 ed 1c fd 74 d8 00 b4 fd 0f 41 f4 26 bb 8f 30 f6 b2 91 ea

F.7.5 PRF Test Vectors (Normative)
A set of test vectors are provided for each size of PRF function used in this specification.  The input to the PRF function are strings for ‘key’, ‘prefix’ and ‘data’.  The length can be any multiple of 8, but the values: 192, 256, 384, 512 and 768 are used in this specification. The test vectors were taken from RFC2202 with additional vectors added to test larger key and data sizes.

	Test_case 
	1

	Key
	0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b

	prefix
	"prefix"

	Data
	"Hi There"

	length
	192

	PRF-192
	bc d4 c6 50 b3 0b 96 84  95 18 29 e0 d7 5f 9d 54

b8 62 17 5e d9 f0 06 06


	Test_case 
	2

	Key
	'Jefe'

	prefix
	"prefix-2"

	Data
	"what do ya want for nothing?"

	length
	256

	PRF-256
	47 c4 90 8e 30 c9 47 52  1a d2 0b e9 05 34 50 ec

be a2 3d 3a a6 04 b7 73  26 d8 b3 82 5f f7 47 5c


	Test_case 
	3

	Key
	aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa

	prefix
	"prefix-3"

	Data
	"Test Using Larger Than Block-Size Key - Hash Key First"

	length
	384

	PRF-384
	0a b6 c3 3c cf 70 d0 d7  36 f4 b0 4c 8a 73 73 25

55 11 ab c5 07 37 13 16  3b d0 b8 c9 ee b7 e1 95

6f a0 66 82 0a 73 dd ee  3f 6d 3b d4 07 e0 68 2a


	Test_case 
	4

	Key
	0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b

	prefix
	"prefix-4"

	Data
	"Hi There Again"

	length
	512

	PRF-512
	24 8c fb c5 32 ab 38 ff  a4 83 c8 a2 e4 0b f1 70

eb 54 2a 2e 09 16 d7 bf  6d 97 da 2c 4c 5c a8 77

73 6c 53 a6 5b 03 fa 4b  37 45 ce 76 13 f6 ad 68

e0 e4 a7 98 b7 cf 69 1c  96 17 6f d6 34 a5 9a 49


	Test_case 
	5

	Key
	aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa

	Prefix
	"prefix-5"

	Data
	"Test Using Larger Than Block-Size Key and Larger Than One Block-Size Data"

	Length
	768

	PRF-768
	67 27 a3 e8 d5 2c f2 70  08 ce 4d 68 3e 45 99 25

c6 23 5b e0 0c 8c 13 03  77 26 af fc bc 02 29 17

a5 94 1c 0c 77 4b 00 25  7f 77 c6 e2 4c 81 02 87

8e 04 b7 2c f6 c7 88 a7  ba ec 4f 69 68 7b eb d6

30 15 59 ca 1f c2 6f 93  04 2e 1e 82 ba 28 9a 05

2c a8 51 ef cd 4e 15 a1  5d d0 4c bb e1 f6 94 58


F.8 Key hierarchy test vectors (Normative)
The following test vectors provide an example of both pairwise and group key derivation for CCMPand TKIP.
F.8.1 Pairwise Key Derivation

Pairwise keys are derived from the PMK, AA, SA, SNonce and ANonce. The values below are used as input to the pairwise key derivation test vectors.

	PMK
	0d c0 d6 eb 90 55 5e d6  41 97 56 b9 a1 5e c3 e3

20 9b 63 df 70 7d d5 08  d1 45 81 f8 98 27 21 af

	AA
	a0 a1 a1 a3 a4 a5

	SA
	b0 b1 b2 b3 b4 b5

	SNonce
	c0 c1 c2 c3 c4 c5 c6 c7  c8 c9 d0 d1 d2 d3 d4 d5

d6 d7 d8 d9

	ANonce
	e0 e1 e2 e3 e4 e5 e6 e7  e8 e9 f0 f1 f2 f3 f4 f5

f6 f7 f8 f9


F.8.1.1 CCMP Pairwise Key Derivation

Using the values from section F.8.1 for PMK, AA, SA, SNonce and ANonce the key derivation process for CCMP generates:

	TK
	8c b7 78 33 2e 94 ac a6  d3 0b 89 cb e8 2a 9c a9


F.8.1.2 TKIP Pairwise Key Derivation

Using the values from section F.8.1 for PMK, AA, SA, SNonce and ANonce the key derivation process for TKIP generates:

	KCK
	Aa 7c fc 85 60 25 1e 4b  c6 87 e0 cb 8d 29 83 63

	KEK
	Ba 53 16 3d f3 2a 86 38  f4 79 ab e3 4b fd 2b c8

	TK
	8c b7 78 33 2e 94 ac a6  d3 0b 89 cb e8 2a 9c a9

36 4a ff bb ce 87 5f 5d  f2 dd 58 41 c0 ed 2a 41

	Authenticator Tx MIC_key
	36 4a ff bb ce 87 5f 5d

	Supplicant Tx MIC_key
	f2 dd 58 41 c0 ed 2a 41


F.9 Michael Countermeasures Logic (Informative)
Figure 47 and Figure 48 depict an informative representation of logic implementing Michael Countermeasures. Figure 47 depicts the portions of the countermeasures algorithm implemented by the IEEE 802.11 AP, Figure 48 while  depicts the portions implemented by the AP’s IEEE 802.1X Authenticator. 


[image: image2.emf]No Yes

‘Start the

detectTimer’

‘Disassociate all

STAs. All RX & TX

data should be

dropped’

Frame with

MIC failure

Normal

Operation

Normal

Operation

detectTimer

running &&

less than

60?

MLME-

MichaelMICFailure.

request

‘Start 60 second

blocking timeout’

Blocking

Blocking

MA-

MichaelMICFailure.

request

Blocking

timeout expired

Normal Operation

Association

Request

Frame from

STA

Disassociation

frame (MIC

failure) to STA

Note that all STAs

are disassociated,

so all the transient

keys will have

been deleted, and

all data traffic will

be dropped


Figure 47—AP Michael Countermeasures Logic (Informative)
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Figure 48—Authenticator Michael Countermeasure Logic (Informative)

Figure 49, Figure 50 and Figure 51 depict an informative representation of one possible partitioning of the Michael countermeasures among the STA and its Supplicant. Figure 49 and Figure 50 depict the portions of the algorithm that might be implemented in the IEEE 802.11 STA, while Figure 51 depicts the portions that might be implemented in the STA’s IEEE 802.1X Supplicant.
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Figure 49—STA Michael Countermeasure Logic, Part 1 (Informative)
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Figure 50—STA Michael Countermeasures Logic, Part 2 (Informative)
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Figure 51—Supplicant Michael Countermeasures Logic
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