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Abstract

Minutes of the 802.11 Task Group I meetings held during the 802.11 WLAN Working Group Plenary Session in San Francisco, California from July 21th – 25th, 2003.

Tuesday, July 22, 2003

10:39am

Call to Order & Agreement on Agenda

Meeting called to order on Tuesday, July 22, 2003 10:39am by Chair Dave Halasz.

Chair: Agenda discussion

Proposed Agenda:

· Approve Agenda
· Approve meeting minutes from Dallas (03/406) & NH (03/468)

· Review IP Policy & Letters Received

· Chair’s Status

· TGi Letter Ballots 52 and 57
· Lincoln, NH Ad-Hoc

· Discuss IEEE 802.11i Sponsor ballot pool being renewed
· Discuss roaming call for interest

· Comment resolution of Letter Ballot 57 (draft 4.0 of TGi)

· 03/485 Submission and motion (work from ad hoc)

· Request Submission presentations to address specific comments

· Comment resolution

· General Submissions

· Go to re-circulation!

· Prepare for next meeting.

Chair: Any comments on the agenda?

None

Chair: Any Objection?

None

Approve meeting minutes 

Any objection to approving the meeting minutes from Dallas and NH ad hoc?
None

Minutes approved

Review IP Policy

Chair read and showed the two slides requested by WG chair “IEEE-SA Standards Board Bylaws on Patents in Standards” and “Inappropriate Topics for IEEE WG Meetings”.  Any objections regarding IP Policy are to be made to either the WG or TG chairs.

Chair: Does anybody have a patent they wish to disclose?

None
Chair’s Status

Ch: LB52 passed with 76% & 2074 comments

LB57(re-circ) passed with 78% & 1467 comments (03/452 comments from LB 57)
Lincoln, NH ad hoc recap:  We divided into sub-groups to process LB57 comments.  
C: for re-circ, are you unable to comment on sections of the draft that are not new?
Ch: Yes, we had to verify that when processing comments.
C: we have changed nearly all sections.
C: can I submit one comment on a section that changed, and then add additional comments on old text
Ch: yes, we are not real strict on this at this time.

802.11i Sponsor Ballot

Ch: The 802.11i Sponsor Ballot is being renewed.  You have to sign up for this.  The previous pool was formed about a year ago.  Stuart asked if SB pool for TGe and TGi should be renewed.  You need to be an IEEE SA member.  You may want to join IEEE at that time as well.  
C: If you are not currently an SA member, the additional fee is increasing from $10 to $35.

Roaming Call for Interest

Ch: Clint has proposed a Call for Interest.  I would like to take straw polls on this topic to see the direction that the group would like to take.
Ch: there were proposals on how to address fast roaming in TGi.  That merged into a single proposal.  The we looked at improving the current implementation to see if that would address the issue.  A motion on the merged proposal failed. 
Ch: Where should work proceed?  TGf, 802 handoff SG, IETF, new TG in 802.11.
Clint: doc 03/533 was presented at the WNG meeting last night.  A call for interest must be made at the opening plenary of a plenary.  I have time scheduled with WNG.
C: is it premature to have a handoff group?  Can we handle a context transfer in 40ms.  Should the fast handoff be part of a maintenance group?
Clint: We need more state to be setup in the AP before communications can begin (security, QoS).
C: Isn’t this was DJ’s group is doing?

Clint: No, he is addressing for all of 802.  This is 802.11 specific.  The two are complementary.

C: The focus in TGi should be to facilitate fast roaming.  This includes PMK cacheing.
C: A SG can recommend that the work be done somewhere else, instead forming a new TG.
Ch: Resources from this TG moving to another SG/TG may impact the work on completing this TG.  I people are part of both, then they have to balance their decisions between the two.  We have that now with TGe.
Ch: The vote we had indicated that this wasn’t even needed.
C: How this is resolved will depend on how TGe and TGi end up.  If we can’t resolve it in TGi, others may not want to try to resolve it in a new TG.  A SG at some time is critical.
Clint: There must be a demand for fast roaming otherwise we wouldn’t have the proposals.
C: if we facilitate fast roaming, we are not ignoring it.  It is not only a TGi issue.
C: we do have the option to put this into the maintenance PAR.  This may be the most efficient way of handling this instead of creating a new PAR.
C: whatever we do will be an incomplete solution because of the limitations of our PAR.

Ch: I would like to ask for a straw poll.

Straw Poll by Dave Halasz

The discussions for Call for Interest and Study Group for Fast Roaming should be delayed until the November 802.11 WG meeting.
Result: 32-11-16
Straw Poll by Dave Nelson
The formation of a Fast Roaming Study Group or Task Group would alleviate the Letter Ballot ‘No’ votes in TGi related to Fast Roaming.
Result: 11-16-32
Ch :any other discussion or straw polls on this topic?

C: protecting management frames is something that TGi did not address at all.  Perhaps that should be the focus of a new SG.
C: we are straying from the issue for a Call for Interest.
Straw Poll by Pratik Mehta
The largest issue for TGi is the issue of support for Fast Roaming.
Result: 0-30-19
Straw Poll by Dave Nelson
TGi should recommend to the full 802.11 WG that the Fast Roaming Study Group proceed.
Result: 42-6-19
Recessed at 12:03pm
Resume 1:02pm
Motion by Al Potter
TGi should recommend to the full 802.11 WG that the Fast Roaming 
Study Group proceed.
Second: Bob Moskowitz
Discussion:
Al: I wanted to make the Straw Poll conclusion official.
C: for: we should start now to make sure the work is started because it will take them into next year.
C: against: resources taken from TGi.
C: A SG is not guaranteed to become a TG.
Motion to amend by Jon Edney

TGi should recommend to the full 802.11 WG that the Fast Roaming 

Study Group proceed but not before November of this year.
Second: Andrew Khieu
Discussion:
C: against: These are two different results.  We should split the motion.
Vote: 29-3-6 Passes
New main motion:
TGi should recommend to the full 802.11 WG that the Fast Roaming 

Study Group proceed but not before November of this year.
Discussion:
Ch: I do not have time on the Wednesday mid-session plenary agenda to discuss this.
Vote: 31-2-5 Passes
Ch: move on to the next agenda item
Comment Resolution of LB57 (Draft 4 of TGi)
Discussion:

C: The proposed new draft needs to be merged with draft 4.1.  Annex C seems to be missing.
C: The changes are in the document, but did not print properly.
C: have the MIB changes been validated against a MIB compiler?
C: no

C: can we see a list of all of the comments that are addressed with this submission?

Motion by Tim Moore:

Instruct the editor to create the TGi draft from submission 03/485r0

Second: Merwyn Andrade
Discussion:
C: if this fails, can we create new motions for the individual Clauses?
Ch: yes

C: does this provide the editor with enough latitude to incorporate missing sections?
C: The editor will need to come back to the TG for some of these.
Vote: 41-0-3 Passes
Ch: Tim will provide the number of comments addressed by this motion tomorrow.
Ch: the spreadsheet indicates there are about 10% remaining.

Ch: we don’t make motions to reject a comment.  However, we do supply a reason why the comment was reject.
Submissions for comment resolution

03/563 Nick Petroni – Fast roaming performance

03/483 Tim Moore – Group Key optimization

03/484 & 03/419 Tim Moore – PMK ID’s
03/495r1 Tim Moore – IBSS/802.1aa Port Valid

03/547 Tim Moore – MIB name variable fixes

03/561 Tim Moore – IE in the 4-way handshake

03/560 Tim Moore – Clause 10 & Annex D misc 
03/474 Tim Moore – MIB compliance

03/477 Tim Moore – Dis-association procedures
03/471 Jesse Walker – Clause 8.4 additional changes

Jesse Walker – Annex C
03/493 Robert Moskowitz – Pre-authentication

03/545 Dororthy Stanley – Clause 5
Submissions for comment resolution

Submission: Nick Petroni – doc 03/563r0 – An Empirical Analysis of the 4-way Handshake
Discussion:

N: PSK used to ensure timings were only for 4-way and not key management.
C: Where does Airopeek obtain its times from?  Host time?

C: It takes the OS time, plus hw time added to this to provide more accuracy.
C: was this all WPA equipment?
N: Not sure – most was beta.

C: The two APs we supplied were.  One of the clients was not certified yet.

C: was this all the same OS

N: yes

C: all TKIP?

N: yes

C: OS scheduling problems result in long delays.  There is an issue with timing of when Media Sense and msg 1 of 4-way are received.
C: what rate were all these tested?
N: left at default.

C: Were all of these 802.11b?

N: one was a b/a/g card.
C: the faster cards tend to be Card-bus Vs. PIO.
C: how do we define the differences as bugs or interop differences.

C: most of the issues I have seen are due to bugs.

C: Shouldn’t the EAPOL-Start reset the 4-way handshake.
C: yes, but this is PSK so the EAPOL-Start is being ignored.

Submission: Tim Moore – doc 03/547 802.11i MIB variable name fixes
T: Inconsistencies between MIB names in MIB and MIB names in text.
Motion by Tim Moore:

Instruct the editor to incorporate the following changes into the TGi draft:

In clause 5.9.5 and 8.4.6.2 change:

dot11RSNPMKLifetime

To:
dot11RSNAPMKLifetime
In clause 7.2.3.1, 7.2.3.4, 7.2.3.6 and 7.2.3.9 change
dot11RSNEnabled
To:

dot11RSNAEnabled
In clause 7.3.2.9 change:

dot11RSNNumberOfReplayCounters
To:

dot11RSNANumberOfReplayCounters

Second: Clint Chaplin
Discussion:

None

Any objection?

None

Motion Passes

Any objection to recessing until 3:30pm?

None

Recessed at 2:50pm

Resume at 3:30pm
Motion by Tim Moore:

Instruct the editor to incorporate the following changes into the TGi draft:

Change:
Add to dot11StationConfigEntry

dot11RSNANumberOfReplayCounters   INTEGER

To:
Add to dot11RSNAConfigEntry

dot11RSNANumberOfReplayCounters   INTEGER

Change:

Add definition of dot11RSNANumberOfReplayCounters

dot11RSNANumberOfReplayCounters

SYNTAX INTEGER

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Specifies the number of replay counters: 0 –> 1 replay counter, 1 –> 2 replay counters, 2 –> 4 replay counters, 3 –> 16 replay counters"

::= { dot11StationConfigEntry 2 }

To:
Add definition of dot11RSNANumberOfReplayCounters

dot11RSNANumberOfReplayCounters

SYNTAX INTEGER

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Specifies the number of replay counters: 0 –> 1 replay counter, 1 –> 2 replay counters, 2 –> 4 replay counters, 3 –> 16 replay counters"

::= { dot11RSNAConfigEntry 20 }

Second: Merwyn Andrade

Discussion:

None

Any objection?

None

Motion Passes

Submission: Tim Moore – doc 03/474
C: I would suggest that the MIB be run through a MIB compiler

Motion by Tim Moore:

Instruct the editor to incorporate document 11-03-474r0 into the TGi draft:

Second: Dorothy Stanley
Discussion:

None
Any objection

None

Motion Passes

Submission: Tim Moore – doc 03/483
Discussion:
C: this eliminates the synchronization issues.

C: I would prefer that this be mandatory.

C: We are stuck with the way it is because of WPA.

C: WPA is a different OUI.

C: this reduces a re-key from 6 to 4 messages.
C: are there any cases where you would only want to send the pairwise key, and not the group key?

Straw Poll by Tim Moore:

If we include the Group Key optimization in doc 03/483, we should make it mandatory in an RSN.
C: do people understand the consequences of making this optional or mandatory?

Ch: If the issue is with WPA, there is a different OUI.

C: The optimization would solve issues I had when performing WPA testing.
C: the WPA spec is closed.

C: has this been prototyped?

T: no

C: the sta could choose to plumb the group key before the pairwise key with this method.  If we don’t want that to happen, then we should specify the order of the plumbing.
C: the pseudo code is written to plumb the pairwise key first.
Result: 43-0-16
Submission: Dan Harkins – doc 03/419 Naming Cached PMK’s
Discussion:
C: is this based on 484r0?

D: 484r1.  The STA MAC address is included.

C: The approach that the IETF EAP group is looking at does not expose any PMK information.
D: the same HMAC-SHA has been used by many other security algorithms that have received much cryptographic analysis.
C: the EAP group is using other (human readable) names for PMK’s

C: you need to include the SSID in the construct.  The AP may have multiple SSID’s.

D: why?  What breaks.

C: It has to do with the table lookup.

D: it doesn’t seem to be necessary.

C: another option is to do a SHA1 and truncate to 128.

D: HMAC is FIPS compliant.  Is SHA1 alone?
C: yes

D: then I agree, it will speed things up to do SHA1 instead of HMAC-SHA1.

C: a concern is if PSKs are used, a dictionary attack is possible.
C: an attacker can do the same thing by sniffing any 4-way handshake message.

C: but this gives the attacker multiple points to validate that he has the correct key.
Jesse plans to draft an alternate scheme for compact PMK’s using human readable form.
C: Unless a human has to actually read them, why make them so?

C: my experience is that it is helpful for debugging.
C: having unique names is more difficult if human readable format is used.

C: where does the STA get the value for the PMK cache lifetime?
D: It is a MIB variable.

C: how does it get set?

D: don’t know – magical fairies?

C: we need more analysis on the key format before we incorporate this into the draft.

T: there is a need for n>1 for when the AP contains more than one cached PMK for a given STA
Motion by Tim Moore:

Instruct the editor to incorporate document 11-03-484r1 into the TGi draft, excluding Clause 8.5.1.2:

Second: Dan Harkins
Discussion:

Motion to amend by Dave Nelson

Instruct the editor to incorporate document 11-03-484r1 into the TGi draft, excluding Clause 8.5.1.2, and change dot11RSNPMKLifetime to dot11RSNAPMKLifetime:

Second: Robert Moskowitz
Discussion:

None

Any objection?

None

Motion Passes

New main motion:
Instruct the editor to incorporate document 11-03-484r1 into the TGi draft, excluding Clause 8.5.1.2, and change dot11RSNPMKLifetime to dot11RSNAPMKLifetime:

Discussion:

None

Vote: 37-6-9 Passes
Submission: Tim Moore – doc 03/560 – Clause 10 and Annex D
The proposed resolution for Comment 378 does not address the Comment
Motion by Tim Moore

Instruct the editor to include the resolutions specified in document 03/560 for LB57 Comment 226 with ‘may’ changed to ‘might’, and reject LB57 Comment 378.

Second: Dave Nelson

Discussion:

None

Any objection?

None

Motion Passes

Motion by Tim Moore

Instruct the editor to delete the ‘Tx’ parameter from section 10.3.11.1.2 MLME-SETKEYS.
(Not used in the draft)
Second: Jesse Walker
Discussion:

None

Any objection?

None

Motion Passes

Discussion on Comment 436
Consensus is to reject this Comment.  Could

Discussion on Comments 501, 504, 1144, 1196, 587
Motion by Paul Lambert

Instruct the editor to remove Group Key only support from the TGi draft.

Second: Kevin Hayes

Discussion:
C: for - there is a contradiction as TGi devices must support CCMP anyway.

C: against – this is for legacy support.

C: for – this mode does not address our public relations issue with the market wrt WEP.
C: against – not wise to diverge too much from WPA.
C: for – we need to allow ourselves to diverge from WPA if warranted.
C: against – all along we have agreed to support the install base.
C: Legacy equipment will never be TGi compliant as it cannot support CCMP.

C: the WPA draft points to the TGi draft.  If we remove this support, WPA will have a dangling reference.
Call the question

Any objection?

None

Vote: 18-16-12 Fails
(comments will be rejected)
Recessed at 5:31pm until 7:00pm
Resumed at 7:15pm
Submission: Tim Moore – doc 03/495r1 – IBSS/802.1aa Port Valid
Discussion:
C: What about using a modified 4-way instead of a double ended 4-way to avoid this problem.

T: If you do that, there will be completely different Authenticator pseudo-code for ESS Vs. IBSS.
C: If you do this, there will be a separate supplicant for 802.3 and 802.11 since 802.3 sets PortValid differently.
C: A comment that I made in LB52 for the StaProcessEAPOL-Key state machine was not addressed 
T: we addressed it, but we did not utilize your resolution.
Motion by Tim Moore

Instruct the editor to incorporate the changes specified in document 03/495r1 into the TGi draft.

Second: Dorothy Stanley
Discussion:

None

Any objection?

None

Motion Passes

Motion by Jesse Walker
Replace the following editing instruction from Annex C of TGi draft 4.2:

“Delete the text of this annex.
With the following editing instruction:
“Insert the following text at the end of the text portions introducing Annex C.3 and C.4:

This annex describes only clauses 8.2.2 and 8.2.3”
Second: Clint Chaplin
Discussion:

J: it would be a 10-15 man year project to update Annex C.

C: should we add text annotating why we are doing this?

Ch: you are just asking for trouble if you do.
Jesse: TGh is going to RevCom without any changed to Annex C.  If they are approved, then precedence will be set.

C: did TGh have any SB comments about this?
Jesse: they had none.

Vote: 31-0-1 Passes
Submission: Robert Moskowitz – doc 03/493 – Pre-authentication motion
Discussion:
Robert: The PMK Caching that we now have is a much better approach.

C: a unicast EAPOL frame will be forwarded, a multicast will not.
Motion by Robert Moskowitz

Instruct the editor to remove Pre-authentication from the TGi draft
Second: D.J.

Discussion:

Does this provide the editor enough instruction to perform this task?

Editor: in 24 hours, no.  in 48 hours, maybe.
C: would it be better to insert a clause at the beginning of draft that it has been removed, and ask for comments of where to remove from the draft.

Ch: no

C: Pre-authentication is a way to speed up the initial authentication to an AP.  I still don’t see another way to do that, even with PMK caching.
R: removing this would remove a default method of pre-authentication.
C: I like Pre-authentication.  However, we are referencing a non-std, and RevCom will kick our draft back to Letter Ballot.

C: We could encapsulate EAPOL frames in our own Ethertype to get around the 802.1X issue.
C: 802.1 will not address this until they are finished with 802.1aa.
R: one option is to leave pre-authentication in the draft is to indicate over what types of DS pre-authentication is valid.
Vote: 16-14-7 Fails

C: why was .1aa opposed to making the changes?  Workload?
C: they did not understand what they needed to do.

R: There is also the security issue of an EAPOL-Start frame on 802.1X Vs. non 802.1X interfaces.
C: 802.1aa comment 110 on pre-authentication and VLAN tagging is to be discussed.
R: I will see that this get discussed tomorrow morning in the 802.1aa mtg.
Submission: Dorothy Stanley – doc 03/545 – Clause 5 comments
Motion by Dorothy Stanley
Instruct the editor to incorporate the changes specified in document 03/545 to address LB57 Comment 473.
Second: Al Potter
Discussion:

C: Does the ‘Privacy’ field change?

D: No, that is a different usage of the word.

Ch: Any objection?
None

Motion passes

This concludes the submissions we had for today.  Are there additional submissions or motions?
Yes.
Ch: We could start ad-hoc work on Comments now.  Or, we could begin general submissions now and work in an ad-hoc tomorrow morning.

General Submissions

Paul Lambert doc 03/573 – enabling encryption in hotspots

Jon Edney doc 03/552 – protection of action frames
Robert Moskowitz doc 03/492 authentication layering model

Clint Chaplin – 802.11 security maintenance

Submission: Paul Lambert – doc 03/573 Enabling Encryption in Hotspots
C: This motion failed at the last meeting.

P: That was a different meeting, and a different motion.  That text had a NULL RSN element.

C: what happens to broadcast frames in a mixed-mode?  Unencrypted only?  Broadcast twice – encrypted and un-encrypted?

C: Use VLAN tags.  Have two separate broadcast domains.
C: if the Privacy bit is on, will the AP then expect WEP?

P: yes.

C: for hotspots, you could simply have two AP’s non-secure and secure, and have the STA switch after it receives its keys.
C: you could also have the AP create two virtual BSS by having the AP send two beacons with different SSIDs.
C: would this change require changes to WPA clients.
C: no, it is a different IE.

C: there are solutions for this with RSN and WPA capable devices.
P: Yes, but I’m trying to solve the problem for legacy devices that do not support 802.1X.
C: the fact that people have found ways to do this with multiple APs or APs with dual personality
Motion by Paul Lambert:
Instruct the editor to replace the first paragraph in section “7.3.1.4 Capability Information field” with:
“STAs (including APs) that include the RSN IE in beacons and probe responses may set the Privacy Subfield to 0 or 1 independent of the RSN IE.  STAs that are only IEEE 802.11-1999 compatible will not recognize the RSN IE and will continue to use the Privacy Subfield to determine if the WEP algorithm must be used.”
Second: Merwyn Andrade
Discussion:

C: Is the IEEE 802.11-1999 accurate?
Motion to amend by Dave Nelson

Instruct the editor to replace the first paragraph in section “7.3.1.4 Capability Information field” with:

“STAs (including APs) that include the RSN IE in beacons and probe responses may set the Privacy Subfield to 0 or 1 independent of the RSN IE.  STAs that are pre-RSNA devices will not recognize the RSN IE and will continue to use the Privacy Subfield to determine if the WEP algorithm must be used.”

Second: Paul Lambert
Discussion:

Noen
Any objection?

None

Motion to amend passes

Motion to amend by Jesse Walker

Instruct the editor to replace the first paragraph in section “7.3.1.4 Capability Information field” with:

“STAs (including APs) that include the RSN IE in beacons and probe responses may set the Privacy Subfield to 0 or 1 independent of the RSN IE.  STAs that are pre-RSNA devices do not recognize the RSN IE and continue to use the Privacy Subfield to determine if the WEP algorithm must be used.”

Second: Dorothy Stanley
Discussion:

None

Any objection?n

None

Motion to amend passes

New main motion:

Instruct the editor to replace the first paragraph in section “7.3.1.4 Capability Information field” with:

“STAs (including APs) that include the RSN IE in beacons and probe responses may set the Privacy Subfield to 0 or 1 independent of the RSN IE.  STAs that are pre-RSNA devices do not recognize the RSN IE and continue to use the Privacy Subfield to determine if the WEP algorithm must be used.”

Discussion:
C: can the author re-cap the intent of this motion?

P: this facilitates both encrypted and un-encrypted traffic to supported by an AP (e.g. VLAN).
C: the text does not state how broadcasts are processed.

C: I would like to see text stating that an AP will not re-broadcast encrypted RSN broadcast traffic sent to it as unencrypted.
Call the question

Any objection?

Yes

Vote on calling the question: 18-5-7 Passes
Vote on main motion: 7-11-11 Fails
Recessed until tomorrow at 1:00pm
Wednesday, July 23, 2003

Resume 1:15pm

Any objection to modifying the agenda to add the following items:
· Discuss 802.1 mtg

· Status of comment resolution

· Request for further submissions and comment resolution

No objection.

802.1 mtg discussion:

ch: The pre-authenticat motion we had yesterday failed.  There was an 802.1 meeting this morning to determine where work in this area should be done.  The suggestion to have 802.1 assume the pre-authenticat task was not accepted well.  802.1 did define a list of questions that Dave has asked for help in answering.  We should check with them again at the next plenary in November.
Comment resolution status

Percentage accepted or rejected: 91.  5% pending.  49 untouched.
Further submissions for Comment Resolution

03/466 Frank Ciotti – Endianess


03/561(03/606) Tim Moore – Information element

03/483 Tim Moore – Group Key (later Wednesday afternoon)


03/xxx Paul Lambert – Clause 8.3 CCMP
Submission: Frank Ciotti –doc 03/466 – Endian Motions
5 comments regarding endian.
Shouldn’t refer to web page, for instance.

Comments are 156, 157, 160, 161, 881.
C: Revcom doesn’t like external references.
F: OK, but still need need to answer if bytes or bits

C: Should be just for bytes.

F: Will need to look and see if any reference to bit ordering.

Submission: Tim Moore – doc 03/606 - 
C: If the STA recvs IE’s that it doesn’t understand, it is supposed to discard them.  Now it must keep them.
T: yes

C: another concern is that some proprietary IEs are large.  This will increase the size of the messages.  This may push the frame size beyond max size.
C: Are we trying to prevent a DoS attack.
T: A down-service attack.  Plus there are interesting consequences if the Association ID is changed.
C: I would like to keep the 4-way as close to WPA as possible.
Ch: by stating all IE’s, we future proof the std.
C: what if there is a proprietary IE’s that the vendor expects to be muted.  Should we have an escape clause to allow this?
T: I can’t think of why we would need this.

C: there are dynamic IE’s that may change during the 4-way.
T: In that case, a copy of the IE’s will need to be retained until the 4-way completes.

Motion by Tim Moore

Instruct the editor to incorporate the changes specified in document 03/561 into the TGi draft.

Second: Tom Maufer
Discussion:

C: against – does not solve enough problems for the added complexity, esp w/WPA deployed.

Ch: if all we wanted was WPA, then we’re done.
C: against – there may be a need for mutable IE’s that we don’t understand yet.

C: if an IE mismatch occurs, policy could indicate the course of action.
Vote: 5-26-14 Fails
(related LB Comment rejected)

ch: There are no further comment resolution submissions at this time.  We can move on to General Submissions.
Submission: Jon Edney – doc 03/552r0 – Protection of Action Frames
Discussion:
C: Are the action frames in or outside the context of the association?

J: not sure.
C: The key management will be the most difficult part.

J: the group key could be used.

C: are there uses other then topology?
J: yes.
C: in TGh, the Action Frames are sent after the Association.  But they can be sent in an ibss as well.
C: other groups could send them before the Assoc.

C: perhaps this is something we should address in a maintenance PAR.  Protection before the Association will require Public Key cryptography.
C: another option is allow both secure and non-secure action frames.

J: that is what the proposed bit would be used for.

Straw Poll by Jon Edney
TGi should propose a protection mechanism for action frames

Result: 34-8-15
Motion by Tim Moore
Instruct the editor to make the following changes to the TGi draft:
In Clause 8.7.2.1 change:

IBSSS
To:

IBSS
In Clause 8.1.4 change:

a ESS

To:

an ESS
In Clause 8.1.4 bullet 2 change:

global pre-shared key
To:

pre-shared key
In Clause 8.2.3.1 at the start of the second sentence change:

authentication
To:

IEEE 802.11 authentication
Second: Clint Chaplin

Discussion:

Any objection?

None

Motion Passes

Motion by Dave Nelson

Instruct the editor to make the following change to the TGi draft:
In clause 8.1.4, bullet 1, third sentence, correct the spelling of the word “achieve”.
Second: Jesse Walker
Discussion:

None

Any objection?

None

Motion passes

Ch: Any further submissions or motions?
None

Ch: I would like to recess so that people can work on submissions and motions.
Any objection to recess until 4:30pm

None

Recessed at 2:44pm

Resume at 4:30pm
Motion by Frank Ciotti

Comments 156, 157, 160, 161, 881

In Clause 3, replace the definition for “Big-Endian” with the following:

Big-Endian: For a given multi-octet numeric representation, the most significant octet has the lowest address.

In Clause 3, replace the definition for “Little-Endian” with the following

Little-Endian: For a given multi-octet numeric representation, the least significant octet has the lowest address.
Second: Jesse Walker
Discussion:

None

Any objection?

None

Motion Passes

Motion by Frank Ciotti

In 7.3.2.9, add the following:
The Group Key Cipher Suite contains the cipher suite selector used by the BSS to protect broadcast/multicast traffic transmitted by the AP.

Second: Clint Chaplin
Discussion:

None

Any objection?

Yes
Motion to amend by Kevin Hayes

In 7.3.2.9, add the following:
The Group Key Cipher Suite contains the cipher suite selector used by the BSS to protect broadcast/multicast traffic transmitted by the peer STA.

Second: Frank Ciotti
Discussion:

None

Any objection:

None

Motion to amend passes

New main motion

In 7.3.2.9, add the following:
The Group Key Cipher Suite contains the cipher suite selector used by the BSS to protect broadcast/multicast traffic transmitted by the peer STA.

Discussion:
None

Any objection?

None

Motion passes

Discussion on encapsulate/decapsulate LB comments:
Suggestion is to indicate that for the purpose of this document, the terms mean to encapsulate and protect.
Discussion on Comment 1341

Motion by Dorothy Stanley

Instruct the editor to change the following text in Clause 8.4.4 from:
Informative Note: The RSN Information Elements in message 2 and 3 are not the same as in the Beacon and Probe Responses. The multicast cipher and AKMP are the same but the pairwise ciphers are different because the pairwise cipher suite selector is not included in Beacons and Probe Responses.

To:
Informative Note: The RSN Information Elements in message 2 and 3 are not the same as in the Beacon and Probe Responses. The multicast cipher and AKMP are the same but the pairwise ciphers are different because the pairwise cipher suite selector is not included in Beacons and Probe Responses. Thus STAs in an IBSS use the same authentication suite and multicast-cipher, while different pairwise ciphers can be used between station pairs.
Second: Jesse Walker

Discussion:

None
Any objection?

None

Motion Passes

Ch: any further motions?
None

Ch: We can recess now to work on additional submissions.
Any objection to recessing until tomorrow at 8:00am?
None

Recessed at 5:00pm

Thursday, July 24, 2003

Resume at 8:10am

Ch :resume with submissions from yesterday
Submission: Time Moore – doc 03/483r1 – Group Key Optimizations
Discussion:
T: updated diagrams to remove the group key handshake, and added text to indicate the 

Motion by Tim Moore

Instruct the editor to incorporate the changes specified in doc 03/483r1 into the TGi draft.

Second: Kevin Hayes
Discussion:

C: against – the complications outweigh the benefits.  There are still synchronization issues.  There are WPA concerns as well.
C: for – there will always be some difference between the TGi code and WPA code (OUI).  It does remove 1 of the 2 synchronization issues.
C: against – we haven’t proven this solves the race condition.

T: one of the two conditions of where the race condition can occur does not exist anymore.

C: for – reduces the number of msgs from 6 to 4.

C: against – changes state machines for small optimization.

C: against – this does not go far enough.  We are planning to have a fast-roaming SG to look at this.

C: for – as long as there is a necessity for a 6-way handshake, a 4-way is better.

C: for – the benefits are worth the change.  We should be able to make improvements that don’t significantly change to document.  We have seen the race condition in testing.
C: we have empirical data indicating the race condition, and this solves it.
T: based on Bill Arbaugh’s data we saw this week, there is 20% chance of hitting this race condition.

C: This may open up further problems that we don’t know about yet.
C: the faster roaming aspect is a side benefit.
C: does this reduce the security of distributing the group key?
T: no.  
C: For fast roaming, we need an order of magnitude improvement.

Vote: 26-5-7 Passes

Submission: Tim Moore – doc 03/477r0 – Disassociation Procedures
Discussion:
C: do you plan to remove the other sections that discuss Disassociation and point them to this new clause?

T: no, I think it is better to leave them as-is.

Motion by Tim Moore:

Instruct editor to include document 11-03-477r0 with "section" changed to "clause" and "clause" added in front of references without clause and "RSN capable" replaced by "RSNA capable"
Second: Dave Nelson

Discussion:

C: note to editor - there are multiple occurrences of some of these changes

Ch: any objection?

None

Motion Passes

Submission: Paul Lambert – doc 03/620r0 – Proposed Changes to Section 8.3 to Resolve Ballot Comments
C: in Clause 8.3.3.5, there were conflicting comments on how to resolve the references to QoS from TGe.  We have three choices; remove it, include TGe text or 
Motion by Jesse Walker

Instruct the editor to remove Clause 8.3.3.5 from the TGi draft
Second: Fred Stivers
Discussion:

J: Intent is to galvanize the group to the process issue with referring to non-standard docs.
C: c: my preference is to fix the IEEE process rules.  Taking the text out will generate comments as well.
P: I feel we need to leave it in because there are other references in the draft to QC.  If we do remove this section, we will need to fix the other references to QC.

Ch: Have people looked at the effort to include the text from TGe into our draft?
Vote: 1-29-11 Fails

C: I suggest that we make the text normative, but remove the disclaimer.  That will only serve as a magnet for comments.
Motion by Paul Lambert

Instruct the editor to incorporate the changes specified in document 03/620r0 to the TGi draft, with the disclaimer in header of Clause 8.3.3.5 deleted.
Second: Tim Moore
Discussion:

None

Ch: any objection?

None

Motion Passes

Submission: Paul Lambert – doc 03/628 – Annex F
Motion by Paul Lambert

Instruct the editor to make the Test Vectors in Annex F normative text.
Second: Thomas Maufer
Discussion:

C: What has priority, the test vectors or the text?
P: if it all normative and contradicts itself, then it must be fixed.

C: text vectors require more work to validate.  Leaving them as informative allows the text to have priority.
C: conformance tests are no longer required in 802, which is why we have WiFi.  I don’t want to see conformance tests made mandatory.
Vote: 7-8-23 Fails

P: there were comments on the copyright for the CCM “as-is” reference code that the authors names should be removed
Ch: we should treat this as any other submission and remove the name.
C: I suggest we leave this to the lawyers.

C: we had a similar issue with x, and an email to the author for permission to remove the copyright resolved the problem.

P: we should be sure to remove all names and copyrights from Annex F.
Motion by Paul Lambert

Instruct the editor remove all authors’ names and licensing statements from Annex F.
Second: Jesse Walker
Discussion:

C: we should first ask the author before removing copyright or licensed material.

Ch: this is a draft and in a private area.
C: if published, violates law.

Ch: by making a submission to IEEE, leaving this text in is incorrect.  No IP statement has been made in these cases.
P: These are not in the restricted public domain.
Ch: It is the authors intent to have this treated as a submission.
Vote: 29-1-11 Passes
Ch: Paul will send an email to Doug Whiting.
Discussion on 
C: has the internet draft been assigned an RFC number yet?

P: no

C: then we cannot reference it.

C: There is another reference to CCM at the NIST web site.
C: is the NIST reference in a std?
C: it is in a submission

Motion by Dave Nelson

Request that the TGi chair request of the IETF RFC editor RFC numbers for any CCM related internet drafts currently in the RFC editor’s queue for use within the TGi draft.
Second: Kevin Hayes
Discussion:
C: should we ask Stuart or the IETF liaison if this is the correct procedure.
Ch: myself, Stuart and the IETF liaison will be involved.

Vote: 37-0-3 Passes

Motion by Paul Lambert

Instruct the editor to delete Clause F.4.2 CCM test vectors from the TGi draft
Second: Jesse Walker
Discussion:
C: We will still have CCMP test vectors?
P: yes

Ch: any objection?

None

Motion Passes

Discussion on Pass Phrase :
Motion by Tim Moore

Instruct the editor to incorporate the Pass Phrase changes specified in document 03/310 into the TGi draft.

Second: Jesse Walker
Discussion:

None

Ch: any objection?

None

Motion Passes

Submission: Jesse Walker – doc 03/471
Discussion:
J: There are two definitions for Key Identifiers.  Bob Moskowitz, Dan Harkins, Tim Moore and myself will meet to resolve the conflict.
Motion by Jesse Walker
Instruct the editor to incorporate the changes specified in document 03/471 into the TGi draft, with the exception of the Key Identifier definitions.

Second: Clint Chaplin
Discussion:

None

Ch: any objection?

None

Motion Passes

Discussion on capitalization of 4-way Handshake and Group Key.
Motion by Robert Moskowitz
Instruct the editor to capitalize the terms “4-Way Handshake” and “Group Key” in the TGi draft.
Second: Jesse Walker

Discussion:

None

Any objection?

No

Motion Passes

Motion by Robert Moskowitz
Instruct the editor to add the definitions for the terms “4-Way Handshake” and “Group Key Handshake” to the TGi draft.

Second: Clint Chaplin
Discussion:

C: this is technical text.  Can we do this without the actual text for the definitions?
Ch: yes.

Any objection?

None

Motion Passes

Recessed at 10:00am
Resume 10:35am

Ch: Are there any further submissions for Comment resolution?
Frank Ciotti – Encapsulation definitions
Tim Moore - 

Paul Lambert - 

Motion by Frank Ciotti:

(Comments 358, 393)
In Clause 3, replace the following:

Decapsulate: A verb meaning to recover an unprotected packet from a protected one.
With:
Decapsulate: In the context of this standard, this term refers to the recovering of an unprotected packet from a protected one.
In Clause 3, replace the following:

Decapsulation: A noun referring to the plaintext data produced by decapsulating an encapsulation.

With:
Decapsulation: In the context of this standard, this term refers to the plaintext data produced by decapsulating an encapsulation.

In Clause 3, replace the following:

Encapsulate: A verb meaning to construct a protected packet from an unprotected packet.
With:

Encapsulate: In the context of this standard, this term refers to the construction of a protected packet from an unprotected packet.
In Clause 3, replace the following:

Encapsulation: A noun meaning the cryptographic payload constructed from plaintext data. This is comprised by the ciphertext, as well as any associated cryptographic state required by the receiver of the data, such as initialization vectors, sequence numbers, message integrity codes, key identifiers, etc.

With:

Encapsulation: In the context of this standard, this term refers to the cryptographic payload constructed from plaintext data. This is comprised by the ciphertext, as well as any associated cryptographic state required by the receiver of the data, such as initialization vectors, sequence numbers, message integrity codes, key identifiers, etc.

Second: Tim Moore
C: so we are claiming that this is our private definition?
Ch: yes

Any objection?

None

Motion Passes

Motion by Tim Moore
Instruct the editor to change text in section 8.3.2.1.1 from:
"Reuse of any TSC value compromises already sent traffic."
To:
"Reuse of any TSC value compromises already sent traffic. Note that retransmitted packets reuse the TSC without any compromise of security."
Second: Onno Letanche
Discussion:

None

Any objection?

None

Motion passes

Motion by Tim Moore

Instruct the editor to change text in section 8.4.1 from:
"A STA already associated with the ESS can instead request its IEEE 802.1X Management Entity to authenticate with a new AP before associating to that new AP. In this case the Management Entity can request its IEEE 802.1X Supplicant to send an AuthenticationRequest to an AP with which it is not associated."

To:
"A STA already associated with the ESS can request its IEEE 802.1X Supplicant to authenticate with a new AP before associating to that new AP."

Second: Merwyn Andrade
Discussion:

None

Any objection?

None

Motion passes

Motion by Tim Moore

Instruct the editor to delete the following text from section 8.4.6.1:
"An Authenticator should only accept an IEEE 802.1X EAPOL-Start frame if the source MAC address is not currently ASSOCIATED and IEEE 802.1X Authenticated to the AP"
Second: Frank Ciotti

Discussion:

t: the comment indicated that if we state this here, we have a layer violation with 802.1X
any objection?

None

Motion passes

Motion by Tim Moore

Instruct the editor to change text in section 8.4.6 from:
When IEEE 802.1X authentication is an authentication option, an RSNA-capable STA may use IEEE 802.11 Open System Authentication prior to Association or Reassociation

To:
When IEEE 802.1X authentication is an authentication option, an RSNA-capable STA shall use IEEE 802.11 Open System Authentication prior to Association or Reassociation

Second: Kevin Hayes
Discussion:

None

Any objection?

None

Motion passes

Discussion on fast roaming comments
Tim: there are ~23 comments on fast roaming.  How do we want to address these comments?

C: We voted to move the topic of fast roaming to a study group.  Reject the comments
C: not reject the comments, but accept and list the resolution we voted on.
Ch: we’re not changing the draft, so it seems we should reject.

C: WNG had a similar vote to defer fast-roaming to the new SG.

Ch: are there any objections to me including the recommendation for fast roaming topics moved to the new SG in my closing report on Friday?

None

C: can any member make a motion to for the Fast Roaming SG?
Ch: there is an agenda that needs to be followed.

C: if the vote passes in the WG, it then has to be passed by the SCC.
Straw Poll by Dave Halasz
Comments regarding Fast Roaming in Letter Ballot 57 should be marked rejected with the stated reason that a request has been made for a Study Group to be formed to study this task, and TGi considers this beyond the scope of its PAR.
Discussion:

C: we should reject the comments because the motions for it continue to fail.

C: could we accept some of the comments but reject the recommendation?
Ch: yes

C: one comment is to reduce the number of round trips, and we have done that.

C: The TGi vote indicates that we want a new SG to solve this.  The market may decide that TGi provides sufficient solution for its needs.  Or that is doesn’t, and use what the SG provides.
Result: 29-7-20
Straw Poll by Dan Harkins

Comments regarding Fast Roaming in Letter Ballot 57 should be marked accepted by the inclusion of Named PMK Caching, and we suggest that a Study Group be formed to determine if any additional work is required.
Discussion:

None

Result: 34-8-15
C: we could reject the comments because the motion failed.
C: the 
Straw Poll by Dave Halasz

The LB57 comments on Fast Roaming should be marked as Accepted

Result: 25-7-21
Straw Poll by Andrew Khieu
Comments regarding Fast Roaming in Letter Ballot 57 should be marked accepted by the inclusion of Named PMK Caching, and we suggest that a Study Group be formed to determine if any additional work is required.
Discussion:
Ch: if this gets majority, we will choose this wording over the previous straw poll

Result: 40-4-9
Motion by Tim Moore

Instruct the editor to delete the following text from section 8.4.6:
Informative Note: Pre-authentication completes when the AP’s IEEE 802.1X Authenticator sends the first message of the 4-way handshake to the STA’s IEEE 802.1X Supplicant.

Second: Clint Chaplin
Discussion:

None

Any objection?

None

Motion passes

Submission: Paul Lambert – doc 03/632

C: do we want to allow WEP as a multicast cipher?
C: we should indicate here that the intent is to preclude the use of group key only for pairwise for CCMP
C: if vendors want to do this, they will.
C: the AP should not advertise the group key only as a pairwise cipher.
Motion by Paul Lambert
Instruct the editor to append the following sentence to the description of “Use Group Key” in clause 7.3.2.9:

“The Selector 00:00:00:0 shall only be used as a pairwise cipher when the Group Key Cipher Suite is TKIP (selector 00:00:00:2).  If an AP specifies “Use Group Key Cipher Suite” as the pairwise cipher selection, this shall be the only pairwise cipher selection the AP advertises.”
Second: Nancy Cam-Winget
Discussion:

None

Any objection?

None

Motion passes

Status on LB57 Comments:

6 comments that are neither accepted or rejected.  

Ch: we still have the issue of PMK ID’s.  Are there further motions? 

None

Ch: I would like to recess until 2:00pm to allow work on the remaining comments.  If you would like to help work on these, meet here at 1:00pm.
Any objection to recessing until 2:00pm?

None

Recessed at 12:05pm until 2:00pm
Resume 2:01pm
C: We need to include the SSID Len from the IE.

C: why are ANonce and SNonce included, they are part of the hash for the PTK anyway?

C: I will need to check with people why it was suggested that this be included.

C: then remove it and comment on the LB

C: applicable to IBSS as well?

C: yes, this is agnostic.

Motion by Tim Moore

Instruct the editor to make the following changes to the TGi draft:

· Insert the following text in section 8.5.1.2:
A PMK identifier is defined as

PMKID = HMAC-SHA1-128(PMK, "PMK Name" || BSSID || STA-MAC-Addr)

A PTK identifier is defined as

PTKID = HMAC-SHA1-128(PTK, "PTK Name" || SSID)

A GTK identifier is defined as

GTKID = HMAC-SHA1-128(GTK, "GTK Name" || SSID || BSSID)

where the SSID is of the length from the SSID IE
· Move SSID from PMK SA to PTK SA and GTK SA

· Remove GNonce from GTK SA

Second: Clint Chaplin
Discussion:

C: Since we have no reference to PKTID and GTKID, they should not be in the draft.
Vote: 33-0-8 Passes
Motion by Tim Moore

Instruct the editor to change text in section 8.4.4 from:
"A STA shall not advertise any authentication or cipher suite that is not enabled and that it will not agree to use"

to:
"A STA shall not advertise any authentication or cipher suite that is not enabled"

Second: Dave Nelson
Discussion:

C: Does this mean that while the AP is in countermeasure, the beacons should not advertise TKIP?
T: That is implementation specific.  TKIP is still enabled so it seems it should still be advertised.

Any objection?

None

Motion passes

Motion by Tim Moore

Instruct the editor to change text in section 8.4.4.1 from:
"When an RSNA STA in a TSN IBSS cannot identify a newly identified peer as RSNA, it may treat the new STA as non-RSNA and attempt to communicate with it using WEP and a default WEP key."

To:
"After a failed attempt to identify a new peer as RSNA capable, an RSNA STA in a TSN IBSS may treat the new STA as non-RSNA and attempt to communicate with it using WEP and a default WEP key."

Second: Dorothy Stanley
Discussion:

None

Any objection:

None

Motion passes

Motion by Tim Moore

Instruct the editor to change text in section 8.4.4 from:
"The IEEE 802.1X entities of two directly communicating STAs negotiate pairwise key cipher suites using the 4-way handshake."

to:
"The IEEE 802.1X entities of two directly communicating STAs negotiate pairwise key cipher suites using one of the two 4-Way Handshakes."
Second: Merwyn Andrade
Discussion:

None

Any objection:

None

Motion passes

Motion by Tim Moore

Instruct the editor to change text in section 8.4.1 from:
"When explicit authentication is not used" 

to:

"When IEEE 802.1X authentication is not used"

Second: Nancy Cam-Winget
Discussion:

None

Any objection?
None

Motion passes

Motion by Tim Moore

Instruct the editor to make the following changes to the TGi draft:

· Change text in section 8.4.4 from:
Beacons and Probe Responses within an IBSS shall specify an empty list of pairwise key cipher suites.

To:
Beacons within an IBSS shall specify an empty list of pairwise key cipher suites.

· Change text in section 8.4.4 from:
Informative Note: The RSN Information Elements in message 2 and 3 are not the same as in the Beacon and Probe Responses. The multicast cipher and AKMP are the same but the pairwise ciphers are different because the pairwise cipher suite selector is not included in Beacons and Probe Responses.

To:
Informative Note: The RSN Information Elements in message 2 and 3 are not the same as in the Beacon and Probe Responses. The multicast cipher and AKMP are the same but the pairwise ciphers are different because the pairwise cipher selector is not included in Beacons.

Second: Onno Letanche
Discussion:

Motion to amend by Dave Nelson
Instruct the editor to make the following changes to the TGi draft:

· Change text in section 8.4.4 from:
Beacons and Probe Responses within an IBSS shall specify an empty list of pairwise key cipher suites.

To:
Beacons within an IBSS shall specify an empty list of pairwise key cipher suites.

· Change text in section 8.4.4 from:
Informative Note: The RSN Information Elements in message 2 and 3 are not the same as in the Beacon and Probe Responses. The multicast cipher and AKMP are the same but the pairwise ciphers are different because the pairwise cipher suite selector is not included in Beacons and Probe Responses.

To:
Informative Note: The RSN Information Elements in message 2 and 3 are not the same as in the Beacon. The multicast cipher and AKMP are the same but the pairwise ciphers are different because the pairwise cipher selector is not included in Beacons.

Second: Kevin Hayes

Discussion:

None

Any objection?

None

Motion to amend passes

Main Motion:
Instruct the editor to make the following changes to the TGi draft:

· Change text in section 8.4.4 from:
Beacons and Probe Responses within an IBSS shall specify an empty list of pairwise key cipher suites.

To:
Beacons within an IBSS shall specify an empty list of pairwise key cipher suites.

· Change text in section 8.4.4 from:
Informative Note: The RSN Information Elements in message 2 and 3 are not the same as in the Beacon and Probe Responses. The multicast cipher and AKMP are the same but the pairwise ciphers are different because the pairwise cipher suite selector is not included in Beacons and Probe Responses.

To:
Informative Note: The RSN Information Elements in message 2 and 3 are not the same as in the Beacon. The multicast cipher and AKMP are the same but the pairwise ciphers are different because the pairwise cipher selector is not included in Beacons.

Discussion:

None

Any objection?

None

Motion passes

Discussion on Comment 586
Ch: Any objection to rejecting this comment?

None

Ch: We have processed all LB comments.

Ch: How much time will be necessary to prepare the draft for LB?

Jesse: not today, but less than a week.

Ch: Since the next session is an Interim mtg, we will want to pre-authorize actions for that meeting.

C: Can we have an ad-hoc session to fix editorial issues with the draft before submitting to re-circulation?
Ch: at the last ad-hoc, we completed 90% of the comments.  We may be able to process all comments if we make the ad-hoc a little longer.
C: I don’t think we can turn around 2 re-circulation ballots before the Singapore meeting.  There is not enough time.
C: all other TGs read their drafts through as a group.  At some point we really need to do this.
Ch: It seems that there would be too many opinions to get through a full TG review quickly.
C: Then we should break the spec into sections and have small groups review the sections.
C: I don’t have time to review the whole document in great detail.  Focusing on a smaller section would be better.
C: 802.16 performs a TG review before going to LB.
C: two re-circs before Singapore will hard for us, but hard for the readers as well.
Ch: TGg did this in Sponsor Ballot.
C: The TG could review the draft a few days before posting to LB.
C: TGg was down to a small number of issues, we are not.  They were also in SB, we are not.
Recessed at 3:20 until 3:30pm

Resume: 3:35pm
Ch: these motions would be pre-authorizations.  They are non-binding.  We are not forced to going to 2 re-circulations.
C: if we felt the 2nd rec-circulation was going to be our last, then it would make sense.  But I don’t see that happening.  Also, I thought we could only go to SB at a Plenary, and Singapore is an Interim.
Ch: we would need to pre-authorize the draft going to SB at the Interim.

C: I suggest that we authorize now to go to SB after Singapore.
Straw Poll by Dave Halasz

TGi should pre-authorize two re-circulations ballots before the September Singapore meeting.
Result: 23-15-5
Ch: based on these results, I do not plan on requesting for the pre-authorization for two re-circulations.
C: If we want to go to SB in Singapore, Stuart will need to request it from RevCom.

C: if we want to go to two re-circulations between Singapore and November mtg, do we need to pre-authorize that at this meeting.  
Ch: the pre-authorization we get now should suffice.
Straw Poll by Dave Halasz

TGi should schedule an ad-hoc meeting after the September meeting such that it is possible to have two re-circulations between September and November.
Discussion:
C: Two re-circs will be more tolerable later in the process because the document will be more “cooked”.

C: I think that anything you do between now and the next Plenary, has to be pre-authorized.
C: I believe it is possible to provide the power of a plenary mtg to the interim or ad-hoc.
Result: 31-1-7
The week of August 25th would make the most sense to hold the ad-hoc on August.

Straw Poll by Dave Halasz

TGi should hold an ad-hoc meeting the week of 
· October 13th - 19
· October 20th - 6
Ch: I would like to recess to craft motions for empowering the Task Group.
Any objection to recessing until 5:00pm?

None

Recessed at 4:30

Motion by Frank Ciotti
Instruct the editor to create draft 5.0 of IEEE 802.11i from TGi draft 4.2.
Second: Nancy Cam-Winget
Discussion:

None

Any objection?

None

Motion Passes

Motion for September Pre-authorization Meeting
At the September IEEE 802.11 interim meeting: empower TGi to make motions, address comments received from letter ballot, adopt a new draft and forward to WG re-circulation.

Movers: Frank Ciotti/Jesse Walker
Discussion:

None

Vote: 34-0-2  Passes
Motion for Delayed Recirculation:

· Believing that comment responses in 11-03/452r6 and motions duly adopted in TGi will enable the editor to produce the document mentioned below that satisfies WG 802.11 rules for letter ballot recirculation, 

· Authorize a 15-day LB recirculation of 802.11i draft 5.0 by TGi to conclude no later than 8/19/2003.

Movers: Nancy Cam-Winget/Clint Chaplin
Discussion:

C: Will comments be due by 8/19?

Ch: yes

Vote: 29-0-4 Passes
Motion for meeting
Approve a meeting to be held by TGi on October 13 through 17, 2003 empowered to make motions to address comments received from letter ballot, adopt a new draft and forward to WG re-circulation.

Movers: Jesse Walker/Nancy Cam-Winget
Discussion:

C: Are we bound to meet on all five of those dates?

Ch: no
Vote: 25-1-6 Passes
Ch: there is one remaining general submission.  We also need to decide where we are going to have the ad-hocs.
Ch: any objection to recessing until 7:30pm?
None

Recessed at 5:32pm until 7:30pm

Resume 7:56pm
Ch: we need to determine the location of the August and October ad-hocs.

The August ad-hoc will be from the 26th to the 28th.
The October ad-hoc will be from the 14th to the 16th.

Straw Poll by Dave Halasz

TGi should hold its August 26th – 28th ad-hoc meeting at the following location:
· Herndon: 9
· Portland: 11
The August meeting will be in Portland, OR.  Jesse Walker (Intel) will host the meeting
Straw Poll by Dave Halasz

TGi should hold its October 14th – 16th ad-hoc meeting at the following location:

· Herndon: 9
· Seattle: 8
· Paris: 7
The October meeting will be in Herndon, VA.  Al Potter (ICS Labs) will host the meeting.
Ch: Robert Moskowitz had to leave so he will not be able to present his submission.
Motion by Frank Ciotti
Update the dates specified in the empowerment motion for the October ad-hoc meeting to be October 14th through 16th instead of October 13th through 17th.
Second: Fred Stivers
Discussion:

None

Any objection?

None

Motion passes

Submission: Clint Chaplin – doc 03/629 – Security Maintenance
Discussion:
Clint: There is nothing to prevent future changes to the 802.11 standard from breaking the security work we have done.

C: Other bodies have solved this by having a security considerations requirement as in IETF, but that does not seem to work.  The IESG type solution may work.  The first option of waiting for letter ballot and then comment may work.
C: The security people need to get out of the security working groups and get involved in the other groups, because as we have seen with TKIP, it is not easy to add security after the fact.
Clint: None of the current PARs have security included.
Ch: in my closing report, I will mention that this needs to be looked at.
C: The IETF tutorial includes security to educate the new members.  Perhaps we should add this to the IEEE new members’ session.

C: Perhaps having a new category for flagging ‘No’ votes on Letter Ballots for security reasons so that they can not be rejected.
Clint: has anyone reviewed other drafts for security?

C: TGf can be cracked in the same way that WEP can be.  It uses RADIUS keys incorrectly.
C: perhaps we could put security on the 802 Plenary.
C: why can’t there be a maintenance TG for TGi like there is for 802.1D
C: Because 802.11i is not a standalone standard, as is 802.1D.  Upper Vs. lower case suffix.
Submission: Bernard Aboba – doc 03/647 – 802.11 AP Architecture
Bernard: there is nothing in the 802.1aa spec that prohibits pre-authentication.
Bernard: the exercise was to diagram the architecture of a pre-authentication frame going from one AP to another.
B: A different Ethertype should be used.
B: 802.1X allows forwarding unicast EAPOL frames, but opens a security hole.  Suggestion to not forward new Ethertype across relay entity.
B: non of this text belongs in 802.1aa since it talks about APs.  802.1X does not prohibit pre-authentication.
Ch: I thought 802.1aa was confused on what pre-authentication is.

B: no, they were confused on what 802.11 is.

C: we need to ensure that 802.1aa is not going to be an impediment to us.
B: because it is a different Ethertype, they should not be objecting.
B: there has been a big misunderstanding as to how this affects 802.1aa, but if you use a different Ethertype there is no issue.

C: If we create a new Ethertype, can we use the 802.1aa state machines?
B: the new Ethertype is needed to allow other L2 switches to forward the EAPOL frames, and also to indicate to the AP when received from the DS that the frame is for the WM port.
C: for wired DS, 802.1aa states that EAPOL frames must be multicast.  Therefore you can always differentiate EAPOL traffic for the DS Vs. WM, as frames for the WM received on the DS will be unicast.
B: the AP will forward non-forwardable multicast traffic to the DS.
Motion by Jesse Walker to adjourn
Second: Clint Chaplin

Ch: any objection?

None

Adjourned at 9:35pm
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