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Abstract

This paper critiques the site reporting mechanism in the IEEE802.11k D0.2 draft. A revised scheme is proposed in IEEE802.11-03/544r0 that attempts to address the deficiencies and complete the solution.

Background

The provision of neighbourhood information to assist in streamlining the roaming process is an accepted requirement for radio resource measurement. A proposed solution for this requirement was adopted into the 802.11k/D0.2 from document IEEE802.11-03/174r3 during the July 2003 meeting. It is our opinion that the proposed solution, while good in principle has some serious deficiencies. This paper presents those issues and introduces a revised proposal.

A Review of the current Site Information protocol
The current proposal is based on a Channel Report element obtained using the Probe Request – Probe Response mechanism. A more comprehensive Site Report element is also specified that is used in a Site Report request-response protocol when an STA is associated.

The Probe based Channel Report protocol as proposed is inefficient for STAs that want Site Information when joining for the first time. A STA may have to:
1) Listen until a Beacon frame is heard to obtain Regulatory Domain information (the STA may not be able to transmit a Probe Request at this time)

2) Transmit an initial Probe Request, either at the AP from which a beacon was received, or broadcast

3) Get the Channel Report element from the Probe Response; note that this only provides channel number information for the operating band (it does not provide information concerning APs operating on other bands). The Channel Report only contains ‘known, trusted and preferred’ APs, though these terms are inadequately specified and are not part of any overall roaming security proposal (see below).
4) Re-scan channels (actively, or passively) to find other APs – assessing capabilities, rates, signal quality, etc. from each received Beacon, or Probe Response

5) Select and join the BSS that is likely to offer the optimum service.

This could easily be streamlined by including more information in Beacon frames, either in place of or in addition to the Probe Response. Adding the Channel Report to the Beacon potentially eliminates steps 2 and 3. Providing BSSID, basic capabilities and rates information could at least reduce the number of options in 4 and potentially eliminate this step entirely. So adding Neighbourhood information to Beacons would almost certainly provide efficiency gains when an STA joins (rather than roams).
For STAs that have constraints on power consumption, the presence of at least basic neighbourhood BSS information within Beacon frames has an additional advantage. Such STAs naturally wake periodically to listen to TIM information within beacon frames. If the neighbourhood information is also present, they get this without the need to wake to transmit a Site Report request and receive the Response.

TGk has considered adding RRM information to Beacon frames previously and has been concerned about the overhead involved. Assuming an IEEE802.11b network with 2Mbps Beacon frames and a 100ms Beacon Interval the total overhead involved in beaconing is generally <0.5% and worst case about 1.5% (~ 340 octet beacons with PHY overhead). The worst-case addition through the extra elements specified by IEEE802.11d, TGe D4.4, TGi D4.0, and IEEE802.11h is only about 0.5%.
In most cases the number of neighbour BSSs to report will be limited – there is little point in reporting BSSs that are not potential options for a STA that is associated with the AP sending the report. Providing just a basic set of BSSID, PHY type, Channel, Capabilities and Supported Rates for each BSS requires 18 octets. Reporting this information on five BSSs would add an additional 0.3% overhead given the same constrains as above.
The Site Report request-report mechanism is certainly useful for associated STAs.
We also have issues with the Site Report element contents. As specified in Draft 0.2, BSS capabilities are signalled by the BSSID Match Status field. This contains a number of sub-fields that provide information concerning a neighbour BSS. 
Two of the sub-fields provide information as to whether the reported BSS capabilities and supported rates match those of the AP sending the report. This provides limited information to the STA about the AP capabilities – only that they match the current AP capabilities. It is possible that an alternative AP could offer enhanced capabilities, or additional supported rates that could provide service improvements should the STA roam.
Another case exists within the current TGi draft where an RSN is signalled by the presence of the RSN Information Element and not by a Capabilities sub-field (the legacy Privacy sub-field is re-used). Thus two BSSs, one supporting RSN and one WEP would appear as a capabilities match. To address this case, an additional sub-field is required above that provided by the Capabilities field – perhaps in an extended BSS information field.
Three of the sub-fields are named but have no related protocol specification – Preferred, Rogue, and Trusted. The Trusted sub-field is supposed to be set if the ‘AP is a Trusted member of the ESS’. Since there is no protocol for exactly when to set this bit it only provides information that the AP sending the message wishes to announce that the AP is trusted in some undefined way. In isolation without some security scheme, or context it is difficult to see how this provides any interoperability, or protection against abuse. The Rogue bit is similar in that it can only signal that the AP sending the field set believes that the BSS is rogue in some undefined way. The degree to which Trusted and Rogue provide useful information is well illustrated by the example of starting an AP that advertises its own BSS as Preferred and Trusted and all other BSSs it is told about, or learns about as not-Preferred and Rogue.

It is our opinion that attempting to solve the security issues for roaming should be done as part of a complete solution, rather than by the introduction of inadequately specified bit fields. TGi is discussing the issue of fast roaming in parallel with the work on radio resource measurement in TGk.

Finally, the Subnet subfield attempts to report information concerning layer 3 addressing. This is clearly out-of-scope for an IEEE802.11 MAC amendment. 
We also believe that signalling the boundary of the ESS as proposed in IEEE802.11-03/338r0 is useful where it is desirable to either prompt a STA to scan for alternative connectivity (e.g. GSM), or to avoid STAs using an alternative network when it experiences low signal quality but there are alternative BSSs. This is easily provided for by a second sub-field in the extended BSS information field proposed above.
Revised Proposal

Considering the above, a revised neighbourhood BSS information proposal should:
1) Have a beacon-based method of distributing neighbourhood BSS information to streamline the join process and provide information via a method that is sensitive to the need for some associated STAs to conserve power.
2) Have a neighbourhood BSS information request-report mechanism for associated STAs

3) Provide sufficient information for a STA to make a decision concerning preferred BSS, rather than simply signalling that a potential alternative BSS is the same as the current BSS.

4) Provide a mechanism to signal the boundary of the ESS.

5) Provide RRM information only and not to try and solve security issues
Submission IEEE802.11-03/544r0 proposes alternative neighbourhood BSS information which fulfils these requirements. This revised submission also provides solutions for some omissions in the current D0.2 draft text, in particular:

1) The addition of the dot11RadioMeasurementEnabled MIB attribute to signal that RRM is active at a particular STA. This is then used throughout the normative text to signal that RRM frame structures and protocols should be used (e.g. the inclusion of appropriate elements in the Beacon frame.

2) The addition of MLME primitives to signal the RRM information that should be included in beacon frames.

A further enhancement is described in a companion paper. This proposes to add an RRM frame that can be used to speed the provision of neighbourhood BSS information to power sensitive STAs when the BSS load is low.
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