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Abstract

Summary

The RSN IE is included in message 2 and 3 of the 4-way handshake for security reasons; it allows the IE that is specified in the beacon, probe response and associate request to be validated.

The are other IEs in the associate request and associate response that should be validated, e.g. Assoicate ID, capabilities, etc. All the IEs in the associate request and associate response should be added to message 2 and message 3.
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Section 7.3.2.9

Key Data. 


4-way message 2: This field contains one or more IEs.  

The Key Data Length is set to the length of the Data field. 

The IEs shall not be not be encrypted in this field. The Supplicant shall insert all the IEs it sent in its (re)associate request, in the order in the (re)associate request. On receipt of the second message the Authenticator shall bit-wise compare this against the IEs received in the IEEE 802.11 association request.


4-way message 3: This field contains one or more IEs. 

The Key Data Length is set to the length of the Data field. 

The Authenticator shall insert all the IEs it sent in its (re)associate response (in the order in the (re)associate response) and the RSN IE it sent in its Beacon or Probe Response. An AP may insert a second RSN IE only to indicate the pairwise key cipher suite the STA must use when the STA selects an enabled pairwise key cipher suite that policy disallows this particular STA and must be one of the ciphers advertised by the Authenticator.  All other fields in the second RSN IE must be identical to the first RSN IE. 

The IEs shall not be not be encrypted. The Supplicant shall bit-wise compare the required IEs against the IEs received in the (re)associate response and Beacon or Probe Response. If the second optional RSN IE is present, the STA shall either use that cipher suite with its pairwise key, or it shall disassociate. When both Beacon and Probe Response RSN IEs are received by the STA, the Probe Response RSN IE shall be used for the bit-wise compare. In either case, if the values do not match, then the receiver shall consider the RSN IE modified and shall use the MLME-DEAUTHENTICATE.request primitive to break the association. A security error should be logged at this time. 
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