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Abstract

This document includes motions to be made to address letter ballot comments in Section 5 of the TG1 draft. These motions reflect comment resolution on LB52, prepared by the Clause 5, subgroup. Members include Clint Chaplin, Fred Haisch,and Al Potter and Dorothy Stanley.

Comment: 164, part of 1050 Clause 5.2.2.2, page 7, line 13

Change “Mutual” to “mutual”

Comment 469, Clause 5.2.2.2, page 6, line 29

Change “A Robust Security Network Association adds a number of security features to the IEEE 802.11-1999 architecture.” to 
“A Robust Security Network Association defines a number of security features in addition to WEP and IEEE 802.11 authentication.”

Comment 694, Clause 5.2.2.2, page 7, line 14

Add the following sentence to the end of the paragraph in lines 8-14

“The AS component is not present when PSK authentication is used.”
Comment 890, 891, Clause 5.2.2.2, page 7, line 8

Change “The AS is an entity residing in the DS that participates in the authentication of all STAs (including APs) in the ESS.” To: 

“The AS is an entity that participates in the authentication of two or more STAs, including APs.”
Comment 738, Clause 5.2.2.2, page 7, line 5

Change “They reside above the IEEE 802.11 fragmentation and reassembly layer, and all data traffic that flows through the RSNA MAC also passes through the IEEE 802.1X Port.” to “They reside above the IEEE 802.11 MAC layer, and all data traffic that flows through the RSNA MAC also passes through the IEEE 802.1X Port.”

Comment 892, Clause 5.2.2.2, page 7, line 14

Change “In certain applications, the AS may be integrated into the same physical device as the AP.” To “In certain applications, the AS may be integrated into the same physical device as the AP, or a STA in an IBSS.”

Comment 1050, Clause 5.2.2.2, page 6, line 29

Change “A Robust Security Network Association” to “An RSNA”

Page 7, line 2, change “enhanced data encapsulation” to “an enhanced data encapsulation mechanism”

Comment 82, Clause 5.4.2.2, page 7, line 20, line 21

Change “The IEEE 802.1X port blocks general data traffic from passing between the STA and the AP until an IEEE 802.1X authentication procedure completes.

To 

The IEEE 802.1X port blocks general data traffic from passing between the STA and the AP until an IEEE 802.1X authentication procedure completes successfully.

And, Change “Once IEEE 802.1X authentication and key management complete” to “Once IEEE 802.1X authentication and key management complete successfully”

Comment 893, Clause 5.4.2.2, page 7, line 17

Change “RSN” to “RSNA”

Comment 1051, Clause 5.4.2.3, page 7, line 25-27

Change : “Although the 802.1X Ports on the STA and AP allows a IEEE 802.1X protocol to traverse the link, they block other data traffic over the link until the IEEE 802.1X signals it has completed successfully.”

To

“Although the 802.1X Ports on the STA and AP allow a IEEE 802.1X protocol to traverse the link, they block other data traffic over the link until IEEE 802.1X authentication and key management successfully complete.”

Comment 471, Clause 5.4.3, Line 35

Change “In a WLAN that is not a TSN or RSN, two services, authentication and privacy, are defined.” To “In a WLAN that does not support RSNAs, two services, authentication and privacy, are defined.”

Comment 746, Clause 5.4.3, Line 35

Change “Authentication is used instead of the wired media physical connection.”

To “IEEE 802.11 Authentication was used instead of the wired media physical connection.”
Comment 1052, Clause 5.4.3, Page 8 line 3

Add “IEEE” before “802.11”

Comment 83, Clause 5.4.3.1, Page 8, line 14

Add “the” after “requires”

Comment 84, Clause 5.4.3.1, page 8, line 20

Change “IEEE 802.1X authentication protocol” to “IEEE 802.1X authentication messages”

Comment 472, 747, Clause 5.4.3.1, page 8, line 12

Change “An RSNA also supports authentication based on IEEE 802.1X, and using Pre-Shared Key (PSK)s” to “An RSNA also supports authentication based on IEEE 802.1X or Pre-Shared Keys (PSKs)”
Comment 894, Clause 5.4.3.1, page 8, Line15-16

Change “In an RSNA—that is, a security association using only RSN security mechanisms—IEEE 802.11 Open System Authentication is required in an ESS.”

To “"In an RSNA, if MAC layer authentication is used it will be Open System Authentication."

Comment 9, 85,285,360,365, 474, 600, 634, 739,749, 896,1352 Clause 5.4.3.3, page9, line 6 

Change “WEP and CCMP are based on the RC4 algorithm, and CCMP is based on the Advanced Encryption Standard (AES), to “WEP and TKIP are based on the RC4 algorithm, and CCMP is based on the Advanced Encryption Standard (AES).”

Comment 601Clause 5.4.3.3, Page 9 line 7

Change “algorithm” to “algorithm(s)”
Comment 86, 405, 897 5.4.3.4

Change “Automatic key management is available only in an RSNA that uses a IEEE 802.1X to provide key management services” to

“Automatic key management is available only in an RSNA that uses the IEEE 802.1X protocol to provide key management services.”

Comment 602 Clause 5.4.3.4, Page 9, line 12

Change “supports two key distribution mechanisms: manual key management and automatic key management” to “two key management mechanisms: manual and automatic”

Comment 361, 475, 603, 899, 1053, 1353 Clause 5.4.3.5, Page 9 

Change from 

“The data origin authenticity mechanism defines a means by which a STA that receives a data frame from another STA can determine that the MSDU actually originated from that STA. This feature is required in an RSNA since one STA may masquerade as a different STA. This mechanism is available only to STAs using CCMP or TKIP.

Data origin authenticity is only applicable to unicast data frames. Data origin authenticity is not provided for broadcast/multi-cast data frames, due to the high computational cost of the required public key cryptographic methods.

Informative Note: All known algorithms to provide data origin authentication of multicast/broadcast rely on public key cryptography. Because of their computational cost, these methods are inappropriate for bulk data transfers.
To:

“The data origin authenticity mechanism defines a means by which a STA that receives a data frame from another STA can determine that the MSDU actually originated from that STA. This feature is required in an RSNA to prevent one STA from masquerading as a different STA. This mechanism is provided for  STAs which use CCMP or TKIP.

Data origin authenticity is only provided for unicast data frames. The protocols do not guarantee data origin authenticity for broadcast/multicast traffic, as this cannot be accomplished using symmetric keys, and public key methods are too computationally expensive.
Comment 1353, 165, 227, 286, 367, 406, 604, 655, 659, 476 Clause 5.4.3.6

Change “This mechanism is available only to STAs using CCMP of TKIP.”
To

This mechanism is provided for STAs, which use CCMP or TKIP. The protocols do not guarantee replay protection for broadcast/multicast traffic.
Comment 1054, Clause 5.6, Page 10, lines 1-3

Change from

“In an ESS RSNA, the authentication server makes the authentication decision. The authentication server is typically separate from the AP, but may be integrated into the AP. In an IBSS RSNA, each STA must make its own authentication decision regarding each peer.

To

“In an ESS RSNA, the AS makes the authentication decision. The AS is typically separate from the AP, but may be integrated into the AP. In an IBSS RSNA, each STA must make its own authentication decision regarding each peer.
Comment 900, Clause 5.6, Page 9, lines 33-35

Delete the first paragraph:

 In an IBSS each STA must define and implement its own security policy, and each STA must trust the other STAs to implement and enforce a security model compatible with its own. In an ESS the AP enforces the security model.

Clause 5.9

Comment 87, Clause 5.9, line 25, page 10

Change 

“An RSNA relies on the IEEE 802.1X entity to provide authentication and key management services.”

To

“An RSNA relies on IEEE 802.1X to provide authentication and key management services.”
Comment 407, 605 Clause 5.9, page 10, line 28-29

Change “The AP performs the Authenticator and, optionally the Authentication Server roles. A Non-AP STA can take on the Supplicant, Authenticator and Authentication Server roles.”

To 

“The AP performs the Authenticator and, optionally the Supplicant and Authentication Server roles. In an ESS, a non-AP STA performs the Supplicant role. In an IBSS, a STA can take on the Supplicant, Authenticator and Authentication Server roles.”

Comment 901, Clause 5.9.1.

Replace “Each association between a pair of STAs creates a unique IEEE 802.1X “port,” and authentication takes place relative to that port alone.”

With

“Each association between a pair of STAs creates a unique pair of IEEE 802.1X ports and authentication takes place relative to those ports alone.”

Comment 1055, Clause 5.9.1, Page 11, line 4

Remove the word “simply”

Comments 11, 85, 234, 287, 1056, 1354, 166, 1178, 1234

Change “fro” to “for” in figure 1, last block.

Comment 13 Page 11, line 24

Change “The Supplicant and Authentication Server authenticate each other via an  EAP authentication protocol exchange, such as EAP-TLS, and independently generate a Pairwise Master Key (PMK).”

To

“The Supplicant and Authentication Server authenticate each other (e.g., EAP-TLS) and independently generate a Pairwise Master Key (PMK).”
Comment 1265

Line 9, page 12

Change “four way” to “4-way” 
Comment 89,408, 696, 902, 1356 Page 11, line 21

Change “A supplicant STA performs 802.11 Open System Authentication and Association with an AP and negotiates a security policy. The supplicant STA then requests to start the EAP authentication process.”

To

“A Supplicant STA discovers the AP’s security policy through passively monitoring beacons or through active probing (shown in Figure 1). The EAP authentication process starts when the AP sends the EAP-Request (shown in figure 2) or the STA sends the EAPOL-Start message.”

Comment 91, page 14, line 1

Change

The 4-way handshake using EAPOL-Key messages is used just as in the Authentication Server case

To

The 4-way handshake using EAPOL-Key messages is used just as with 802.1X authentication, when an AS is present.

Comment 167, 698, 1343 page 11, line 25-27

Delete the following:

The PMK may be generated via a one-way function from the EAP master key, but this is not a requirement. All that is required is that possession of the PMK must not provide an attacker with any information useful in recovering the EAP Master Key.

Comment 235 – 

Remove word “Identity” in Figure 2, second arrow

Comment 288, 483, 1179, 1236, 1340, 1355

Make Figure 4 readable, Change 

Derive GTK, GNonce

To Generate GTK

Comment 335, Page 12, line (d)

Change from

Install the encryption and integrity keys into IEEE 802.11

To

Install the unicast encryption and integrity keys into IEEE 802.11

Comment 411, page 14, line 3

Remove the phrase “, and no Master Key is constructed.”

Comment 478

Change title of Clause 5.9.2 from

Infrastructure functional model description

To

Infrastructure Functional Model Overview

Comment 479, 751 page 11, lines 8-10

Change

The functional model applies to both the ESS and IBSS architectures. For an ESS, the AP is the Authenticator, and associated STAs are the Supplicants. For an IBSS, each STA is an Authenticator and Supplicant. Each IBSS STA implements an Authentication Server, or uses a Pre-Shared Key.

To

For an ESS, the AP is the Authenticator, and associated STAs are the Supplicants. 

And include this sentence in the previous paragraph.

Comment 481 page 11, line 21

Change

The AP opens the uncontrolled port of an IEEE 802.1X access control port so that EAP authentication frames are permitted to pass between the STA and the Authenticator

To

EAP authentication frames pass between the Supplicant and the Authenticator via the IEEE 802.1X uncontrolled port. 

Comment 485, page 13, line 9

Change

The following authentication and key management operations are carried out when the Session Key (the Pairwise Master Key) is a PSK.

To

The following authentication and key management operations are carried out when the PMK is a PSK.

Comment 697, 904 page 11, line 25

Change

The Supplicant and Authentication Server authenticate each other (e.g., EAP-TLS) and independently generate a Pairwise Master Key (PMK).

To

The Supplicant and Authentication Server authenticate each other (e.g., EAP-TLS) and generate a Pairwise Master Key (PMK).

Comment 699, 168, page 13, line 1

Change

A supplicant STA associates with an AP and negotiates a security policy.  A Pairwise master key (PMK) is generated for use between the Supplicant and Authenticator. The PMK is the PSK.

To

A Supplicant STA discovers the AP’s security policy through passively monitoring beacons or through active probing. A supplicant STA associates with an AP and negotiates a security policy.  A PMK is generated for use between the Supplicant and Authenticator. The PMK is the PSK. 

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

Changes beginning on Wednesday Afternoon, of the ad-hoc

Comment 752

Add the following sentence to the paragraph in list item 5, page 13, line 5.

“See Figure 4.”

Comments 1140, 1141

In figure 3, message 2 change “STA” to “STA Security Parameters”

And in message 3, add “AP Security Parameters” to the parenthetical list

In figure 4, Add “MIC” to the list of Message 1

Comment 1233

Remove the “(Security Parameters)” in the last arrow in figure 1

Comment 1235 page 12, line 8

Remove list item “(e) Confirm the installation of keys” 

5.9.3.4

Comment 95, 911,  Page 17, line 4

Change “a 4-Way” to 

“a 4-way handshake”

Comment 700, 1057, 289, 413

Change

To allow other STAs to decrypt multicast/broadcast frames, B1 must be sent to all the other STAs in the IBSS that can receive the frames sent by the STA. The B1 is sent in an EAPOL-Key message encrypted under the KEK portion of the PTK, and protected from modification by the KCK portion of the PTK.

To

To allow other STAs to decrypt multicast/broadcast frames, B1 must be sent to all the other STAs in the IBSS. B1 is sent in an EAPOL-Key message encrypted under the KEK portion of the PTK, and protected from modification by the KCK portion of the PTK.

And change “iBSS” to “IBSS” on page 15, line 4.

Comment 1058

Change “receiving” to “receives” on page 15, line 6.

Comment 1059

Change “ in an IBSS” to “when a STA joins an IBSS” on page 16, line 4

Comment 14

Make sure Figure 5 prints in the pdf.

Comment 16, 290, 1183,1268, 1360, 413

Change “hHandshakes” to “Handshakes”, page 15, line 4

Comment 92, 169, 170

Change from “The 4-Way Handshake to S2”

To 

“The 4-way handshake from S1 to S2” on page 14, line 23

Change “4-Way Handshake” to “4-way handshake” throughout

Lines 21, 23, 26, 28, 34, 35, 36.

Change “ 6 4-way handshakes and 6 group key updates”, 

To

“six 4-way handshakes and sixx group key updates” 

Change “2 4-Way Handshakes between any two STAs”, 

To

“two 4-way handshakes between any two STAa”

Comment 1267, Page 14, line 22

Change

KEK and KCK keys for the EAPOL-Key messages.

To

KEK and KCK for the EAPOL-Key messages.

5.9.3.3

Comment 93, 414

In Figure 6, make the arrows the same size

Change the directions of the arrows on the group key lines.

5.9.3.4

Comment 94

In Figure 7, make the arrows the same size.

Comment 171, 701

Remove the informative note:

“Informative Note: the server does not need to process RADIUS messages, since the authenticator is local to the authentication server.”

Comment 1060

Change the title of clause 5.9.3.4, from "Example IEEE 802.1X" to "IBSS IEEE 802.1X Example"

Comment 1061

Change from:

The Authenticator/Authentication Server authentication protocol is out of scope, but, to provide security assurances, the protocol must support the following functions:

To

“The Authenticator/AS authentication protocol definition is out of scope, but, to provide security assurances, the protocol must support the following functions:”

Also, change Authentication Server to AS throughout this section.

5.9.4

Comment 755, 284

Change 

The authenticator and supplicant may cache PMK keys in a PMK cache. They must not cache keys longer than the PMK lifetime as indicated either from the Authentication Server or from the dot11RSNPMKLifetime MIB variable. A PMK can be deleted from the cache for any reason and at any time.

To

The authenticator and supplicant may cache PMK keys in a PMK cache. When a PMK is cached the IEEE 802.1X state is also cached. They keys should not be cached longer than the PMK lifetime as indicated either from the AS or from the dot11RSNPMKLifetime MIB variable. A PMK can be deleted from the cache for any reason and at any time. When a PMK is deleted from the cache, the security association for the corresponding STA should also be deleted.
And Renumber the clauses – 5.9.4 & 5.9.5
Comments 702, 703, 704

Change the bullet list to the following:

1. Mutual authentication between the Authenticator and Authentication Server.

2. A channel for the Supplicant/Authentication Server authentication.
3. Ability to pass the generated key from the Authentication Server to the Authenticator for use by the Authenticator to communicate to the Supplicant.
Figure 3 – text in last box not currently accurate, will be accurate if collapse.

On page 12, lines 9-10 – not accurate now, but will be accurate if the group-key

Exchange is integrated into the 4-way handshake.

Remaining comments:

10 – need to look at redline document – not sure what the comment is

233 – Need right 802.1X reference

473 – need to go back and look at use of word “privacy” in base spec

1184 – which key to encrypt the group key with in IBSS

Changes to Address Comment 473

Add the following editing instructions:

Change the word “privacy” to “confidentiality” in the following clauses:

Clause 1.2 page 1, last bullet

Clause 3.40, page 5

Clause 3.49, page 6, last line

Clause 5.3 Logical Service Interfaces, list item (g)

Clause 5.3.1 Station service, list item (c)

Clause 5.4.3.3, Title of section

Clause 5.4.3.3 Change the editing instructions from:

“Add the following paragraph between the fourth and fifth paragraphs of”

to 

“Replace paragraphs 3, 4, and 5 with the following paragraph in”

Change the word “privacy” to “confidentiality” in the remaining paragraphs of clause 5.4.3.3

Clause 5.7.5 Title, line 2 of text

Clause 6.1.2 Line 2 of first paragraph

Clause 8.1.2 line 3

Clause 8.2.1 last paragraph

Clause 8.2.3, page 63, third paragraph below the figure, 5th line

Clause 8.3.2 Title, page 69, 2nd to last paragraph, 4th line




















































Submission
page 9
Dorothy Stanley, Agere Systems


