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Abstract

Pre-Authentication was introduced into 802.11i to facilitate fast roaming.  It pre-dates the addition of PMK caching.  Pre-Authentication makes some assumptions about the nature of the DS, in fact it cannot work in just any DS but only those that meet a specific set of requirements that are not detailed in the specification, or any other specification.

This motion is to remove Pre-Authentication from 802.11i.

How Pre-Authentication is Inappropriate as a solution to Fast Roaming

Pre-authentication requires a carefully constructed DS to function.  Pre-authentication also requires the STA to scan all channels for neighbouring AP BEACONs to learn the MACs of the APs.  Both of these requirements place sever limitations on the usability of pre-authentication.

Pre-authentication makes two assumptions on construction of the DS:

· The DS is strictly layer 2, that is no routers are position between an of the access points.

· Any bridges or switches between the access points will forward EAPOL frames which is undefined.

Both of these assumptions significantly limit the sort of DS behind an ESS supporting pre-authentication.

Pre-authentication significantly alters the 802.1X model of EAPOL frames arriving on the interfaces PAE.  Pre-authentication requires the DS interface to internally forward EAPOL frames to the 802.11 MAC interface.  This is a significant change to the typical MAC sublayer functions.  This is a further complication if the DS interface functions as a 802.1X supplicant.  There is also no model for the authenticator to receive frames from the DS for multiple stations.  It is currently illegal to have EAPOL frames VLAN tagged on the DS.

When pre-authentication was first proposed, the intention was to ask IEEE 802.1 to add support for it in 802.1aa.  This request was rejected by 802.1 and was put off for a later maintenance PAR for 802.1X.  Since then the LinkSec study group has been developing requirements for enhancements to 802.1X and the pre-authentication model is not part of LinkSec. Thus without significant work in LinkSec to address how to address the sub-layer changes called for by pre-authentication, it may not become a work item for 802.1X.

Pre-authentication assumes the STA can scan all channels regularly, and quickly enough to discover neighbouring APs to learn the MAC addresses to use with the EAPOL frames.

Most radios are designed to work on one channel, so during scanning the STA cannot process data frames.  The STA would have to scan regularly and potentially both the 802.11b/g and the 802.11a channels.  All to detect a BEACON in time before a roam operation.  This activity is disruptive to the STA, and if the BEACONs contain the NULL SSID, the STA has to perform pre-authentication with the AP just to determine if the AP belongs to the STA’s ESS.

MOTION

Remove pre-authentication from 802.11i
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