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Abstract

Summary

Allows a KEYID to be specified for the PMK or PSK used in a 4-way handshake.

A non-AP STA can specify one or more KEYIDs in the (re-)associate request message. The KEYIDs list the PMKs or PSKs that the STA can use for the 4-way handshake.

PMKs are allowed to be shared across APs within a physical machine within an SSID. PMKs are allowed to be shared across APs within a physical machine between SSIDs within an administrative domain. This means that PMKs can be shared between Authenticators within one physical box. A PMK can be identified using a key identifier (KEYID).
Since PMKs can be shared within a physical box the STA may have one or more possible PMKs it may be able to use. So the STA can supply a list of Key Identifiers to the AP, the AP can look up if it has the PMK available and then select the PMK it wants to authenticate with. Since the supplicant may use the PMK on one or more STAs the key identifier must not include the STA MAC address.

Section 7.3.2.9

	Element ID

1 octet
	Length

1 octet
	Version

2 octets
	Group Key Cipher Suite

4 octets
	Pairwise Key Cipher Suite Count

2 octets
	Pairwise Key Cipher Suite List

4(m octets
	Authentication and Key Management Suite Count

2 octets
	Authentication and Key Management Suite List

4(n octets
	RSN Capabilities

2 octets
	KEYID Count

2 octets
	KEYID list

16*s octets


Add text

The KEYID Count and List field are only used in the RSN IE in the (re-)associate request to an AP.

The KEYID count contains the number of KEYIDs in the KEYID list field.

The KEYID list contains 0 or more KEYIDs that the STA can send to the AP.

Change text

A STA sets the Cached PMK bit to one in an associate or re-associate request when it has a PMK key available for an AP’s MAC address; it sets the bit to zero otherwise. An AP sets the Cached PMK bit to one in a beacon or probe response if it supports PMK caching; it sets the bit to zero otherwise.

to

A STA sets the Cached PMK bit to zero in an associate or re-associate request. An AP sets the Cached PMK bit to one in a beacon or probe response if it supports PMK caching; it sets the bit to zero otherwise. 
Replace Key Data text with
Key Data. 

4-way message 1: This field shall contain a KEYID. 
The Key Data Length field contains the length of the Data field.

A KEYID is 16 octets in size and is not encrypted.
Insert new section 8.5.1.2 and the following text, renumber following 8.5.1.2 and 8.5.1.3 to 8.5.1.3 and 8.5.1.4
8.5.1.2 Key Identifier
A Key identifier is defined as

KEYID = HMAC-SHA1-128 (KEY, “Key Identifier” | AP MAC Address | STA MAC Address)

The KEYID is 16 octets in size.

For example, the KEYID for a PMK is:

KEYID = HMAC-SHA1-128 (PMK, “Key Identifier” | AP MAC Address | STA MAC Address)

And for example, the KEYID for a PSK is:

KEYID = HMAC-SHA1-128 (PSK, “Key Identifier” | AP MAC Address | STA MAC Address)

Add the following text to section 5.9.5
The STA may supply a list of PMK or PSK key identifiers in the (re-)associate request. The authenticator specifies the selected PMK or PSK key identifier in message 1 of the 4-way handshake. The selection of the key identifiers to be included within the (re-)associate request and message 1 of the 4-way handshake is out of scope.
Change Section 8.4.1

3 A STA (AP) which supports PMK Caching can retain PMKs for APs (STAs) in the ESS to which it has (which have) previously associated and performed a full IEEE 802.1X authentication. If a STA which supports PMK Caching wishes to roam to a new AP to whom it was previously associated and to which it performed a full IEEE 802.1X authentication and for which it has cached the resulting PMK, it can assert the “cached PMK” bit in the RSN IE of its (re-)associate request. An AP whose authenticator similarly supports PMK Caching and which similarly has retained the STA’s PMK can proceed directly to the 4-way handshake. If the authenticator does not support PMK caching or if it does not have a cached PMK for the STA it must perform another full IEEE 802.1X authentication. Similarly, if the STA fails to assert the “cached PMK” bit the STA and AP must perform a full IEEE 802.1X authentication.

to

3 A STA (AP) which supports PMK Caching can retain PMKs for APs (STAs) in the ESS to which it has previously performed a full IEEE 802.1X authentication. If a STA which supports PMK Caching wishes to roam to an AP for which it has cached one or more PMK, it can include one or more KEYIDs in the RSN IE of its (re-)associate request. An AP whose authenticator similarly supports PMK Caching and which similarly has retained the PMK for one or more of the KEYIDs can proceed directly to the 4-way handshake. The AP shall include the KEYID of the selected PMK in message 1 of the 4-way handshake. If the authenticator does not support PMK caching or if it does not have a cached PMK for the KEYID it must perform another full IEEE 802.1X authentication. Similarly, if the STA fails to send a KEYID the STA and AP must perform a full IEEE 802.1X authentication.
Change 8.4.6.2

A STA can retain PMKs it establishes as a result of an IEEE 802.1X authentication to an AP. Similarly APs can retain PMKs for STAs which perform IEEE 802.1X authentications to it. For the lifetime of this PMK, as determined by the lifetime specified by the Authentication Server or the dot11RSNAPMKLifetime, the PMK can be used with the 4-way handshake to establish new PTKs. 

If the STA has determined it has a valid PMK with an AP to which it is about to (re-)associate it sets the “cached PMK” bit of the RSN Capabilities field in the RSN IE in the (re-)association request. If it does not have a valid PMK it clears that bit in its (re-)association request. Upon receipt of a (re-)association request with the “cached PMK” bit set an AP checks whether its Authenticator has retained a PMK for that STA and that the PMK is still valid. If so it asserts possession of that PMK by beginning the 4-way handshake after association has completed; otherwise it begins a full IEEE 802.1X authentication after association has completed. If the Authenticator for the AP has a cached PMK but the STA did not assert possession of a “cached PMK” in its (re-)association request that cached PMK must be deleted.

If one side asserts the “cached PMK” bit but the other side does not—that is, the other side has, for whatever reason, deleted the PMK—the PMK that has been retained shall be deleted from the PMK cache. This ensures that there is no ambiguity in which PMK to use when both sides assert possession of a PMK.

If both sides assert possession of a cached PMK and the 4-way handshake fails both sides must delete the cached PMK and revert to a full IEEE 802.1X authentication.

to
A STA can retain PMKs it establishes as a result of an IEEE 802.1X authentication to an AP. Similarly APs can retain PMKs for STAs which perform IEEE 802.1X authentications to it. For the lifetime of this PMK, as determined by the lifetime specified by the Authentication Server or the dot11RSNPMKLifetime, the PMK can be used with the 4-way handshake to establish new PTKs. 

If the STA has determined it has a valid PMK with an AP to which it is about to (re-)associate it includes the KEYID for the PMK in the RSN IE in the (re-)association request. If it does not have a valid PMK it clears that bit in its (re-)association request. Upon receipt of a (re-)association request with one or more KEYIDs an AP checks whether its Authenticator has retained a PMK for the KEYIDs and that the PMK is still valid. If so it asserts possession of that PMK by beginning the 4-way handshake after association has completed; otherwise it begins a full IEEE 802.1X authentication after association has completed. 

If both sides assert possession of a cached PMK and the 4-way handshake fails both sides must delete the cached PMK for the selected KEYID.
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