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Abstract

This submission proposes a number of security and authentication requirements that should be supported by the DS and the interface between the DS and the service provider network (the user’s home network where the authentication server resides).

1 Introduction

The following document suggests some possible security requirements that need to be supported by the DS and the interface between the DS and the external service provider networks.  Note, the interworking model considered within this document is the “loose coupling” scenario only, so the interface between the DS and the service provider network is concerned with control plane traffic only (i.e. AAA exchanges) and not with the transport of user plane data.
The interface between the DS and the service provider networks is referred to as the W2 interface.
1.1 Security and Authentication

1.1.1 Authentication Requirements

The following requirements are concerned with authentication of the user and network, and require support from both the WLAN technology and the W2 interface.
R1. It shall be possible for a user to continue to authenticate via the service provider network.

· This is a fundamental requirement for public access systems, and the WLAN and W2 interface should support the relaying of user authentication information to the service provider network

R2. It shall be possible to prevent intruders from obtaining unauthorised access to the network by masquerading as authorised users.

· Authentication of the user identity via a shared or private secret is considered sufficient to meet this requirement

R3. It shall be possible for network providers to authenticate users at any time, such as when the user first enters the network and while the user is using the network.
· Re-authentication procedures must be available between the AAAH and the MT, so support for this signalling is required across both W2 and across the air interface.  (Noted comment from Ajay related to making this RADIUS compatible (RADIUS does not currently support server initiated messages) – do we still want this requirement?)
R4. It shall be possible to ensure the origin, integrity and freshness of authentication data, particularly of the cipher key.

R5. Is shall be possible for the user to challenge the identity of the service provider network to which they are attached.

R6. The use of mutual authentication between the MT and SPN is necessary to meet this requirement

Note: protection of the permanent user identity is assumed to be the responsibility of the higher layer authentication protocols

1.1.2 Network Security Requirements

The following requirements are general security requirements that must be supported by the WLAN.  Requirements that impact W2 are also identified.

R7. It shall be possible to detect and prevent the fraudulent use of the network.  Audit logs of security related events will need to be produced. 

· The WLAN must be able to determine whether a user accessing resources in the network is really who they say they are.  This is a requirement on the AP, since this is the point of entry into the network through which all the traffic passes. (There are some issues as to what requirements we want to place on the APs in the network, should they have to support 802.1X, or are we considering legacy APs where 802.1X is supported by a gateway or other network entity deeper within the network)
R8. It shall be possible to prevent intruders from restricting the availability of services by logical means.

· The WLAN needs to provide adequate protection against Denial of Service attacks, such as limiting the rate at which the AP can accept and process attach and authentication requests
R9. It shall be possible to protect against unauthorised modification of user traffic.

· Encryption of traffic across the air interface is needed to address this requirement.  Across W2, security mechanisms may also be deployed in order to encrypt user data across the network.

R10. It shall be possible for the network to authenticate the origin of user traffic, signalling data and control data.

· As for R8, since the MT and the AP, or the WLAN and the SPN/CN will share common keying information for data protection.
R11. It shall be possible to protect against unauthorised modification of certain signalling data and control data including replay attacks.

· As for R8.

R12. It shall be possible to protect the confidentiality of certain signalling data and control data, including any data concerning the location of the user.

· As for R8.

R13. It shall be possible to protect the confidentiality of user traffic, including key refresh and multicast aspects.

· As for R8.

1.1.3 Roaming Requirements

The following are the roaming requirements that are necessary to support public access systems.
R14. It shall be possible for a user to connect to APs not operated by their service provider. 

· Note: this implies the presence of pre-established roaming agreements and SLAs between the service provider and the WLAN network operator.

R15. It shall be possible for the visited network to validate that the service provider network accepts responsibility for attaching the user.

· A trust context between the AN and the SPN must be established across W2 within which authentication, authorisation and accounting procedures can take place.   The protocols used to support control plane signalling to the SPN must be capable of establishing such a context or utilising a pre-existing one.
R16. vice provider network to validate that the user has attached to the visited network and used the resources reported.

· See SR14.
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