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Abstract

Section 11.3 of the 2003 standard describes procedures for association and reassociation.  However it does not describe authentication, deauthentication, or disassociation.  These areas are crucial to 11i, so it seems sensible to provide text to “fill the gaps”.

1 Proposed Changes
The aim is to round out the description of the basic management procedures, while making sure that key deletion is properly described.
Delete the current section 11.3 “Association and Reassociation” along with all its subsections, and replace it with the following two sections:
11.3 Authentication and Deauthentication

This subclause describes the procedures used for IEEE802.11 Authentication and Deauthentication.  The states used in this description are those defined in clause 5.5.

11.3.1 Authentication – Originating STA

Upon receipt of an MLME-AUTHENTICATE.request, the STA shall authenticate with the indicated STA using the following procedure.

a) The STA shall delete any RSNA temporal keys held for communication with the indicated STA.
b) In an Infrastructure BSS, or in an IBSS when the STA is RSN capable, the STA shall execute the authentication mechanism described in section 8.2.3.1.  A non-RSNA capable STA in an IBSS may optionally execute this authentication mechanism.

c) If the authentication was successful, the state variable for the indicated STA shall be set to state 2.
d) The STA shall issue an MLME-AUTHENTICATE.confirm to inform the SME of the result of the authentication.

11.3.2 Authentication – Destination STA

Upon receipt of an Authentication frame with Authentication transaction sequence number equal to 1, the STA shall authenticate with the indicated STA using the following procedure.

a) The STA shall delete any RSNA temporal keys held for communication with the indicated STA.
b) The STA shall execute the authentication mechanism described in section 8.2.3.1.

c) If the authentication was successful, the state variable for the indicated STA shall be set to state 2.
d) The STA shall issue an MLME-AUTHENTICATE.indication to inform the SME of the authentication.

In an IBSS, authentication is optional if the STA is not RSNA capable.

An RSNA capable device in an IBSS shall carry out the following procedure whenever it receives a frame whose BSSID is that of the IBSS to which the STA is joined , and which is from a STA for which the state variable is set to State 1.  This procedure must be carried out even if Beacon frames received from the IBSS do not contain an RSN IE.  Even if the sender of the beacon is not RSN capable, other STAs in the BSS may be RSN capable.
a) The received frame shall then be processed as normal.  Note that in an RSNA capable STA the only protocol stack attached to LLC for this address will be 802.1X, so frames of other types will eventually be discarded.

b) The STA shall execute the authentication mechanism described in section 8.2.3.1.  If the authentication fails the rest of this procedure will be skipped.

c) If the authentication was successful, the state variable for the indicated STA shall be set to state 2.
d) The STA shall issue an MLME-AUTHENTICATE.indication to inform the SME of the success of the authentication.

e) If the SME decides to initiate an RSNA, it shall issue an MLME-SCAN.request indicating an active scan for the STA the frame was received from.

f) If the results of the scan include an RSN IE, then the SME may continue with the establishment of the RSNA.

g) If the results of the scan do not include an RSN IE, the SME may decide to continue communication without establishing an RSNA, by attaching non-802.1X protocol stacks to the LLC entity for this address.  The SME may enable WEP by calling MLME.SETPROTECTION.request with ProtectType set to “Rx_Tx”.

11.3.3 Deauthentication – Originating STA

Upon receipt of an MLME-DEAUTHENTICATE.request, the STA shall deauthenticate with the indicated STA using the following procedure.

a) The STA shall delete any RSNA temporal keys held for communication with the indicated STA.
b) If the state variable for the indicated STA is in state 2 or state 3, the STA shall send a Deauthentication frame to the indicated STA.  

c) The state variable for the indicated STA shall be set to State 1.

d) The STA shall issue an MLME-DEAUTHENTICATE.confirm to inform the SME of the completion of the deauthentication.

11.3.4 Deauthentication – Destination STA

Upon receipt of a Deauthentication frame, the STA shall deauthenticate with the indicated STA using the following procedure.

a) The STA shall delete any RSNA temporal keys held for communication with the indicated STA.
b) The state variable for the indicated STA shall be set to State 1.

c) The STA shall issue an MLME-DEAUTHENTICATE.indication to inform the SME of the deauthentication.

11.4 Association, reassociation and disassociation

This subclause defines how a STA associates and reassociates with an AP, and how it disassociates from it.

The states used in this description are those defined in clause 5.5.

11.4.1 STA association procedures

Upon receipt of an MLME-ASSOCIATE.request, a STA shall associate with an AP via the following procedure:

a) If the STA is already associated, and the association is an RSNA, then the STA shall delete all Temporal Keys for that association.

b) The STA shall transmit an association request frame to an AP with which that STA is authenticated. If the MLME-ASSOCIATE.request  contained an RSN IE with only one pairwaise key cipher suite and only one authenticated key suite, this RSN IE shall be included in the association request frame.

c) If an Association Response frame is received with a status value of “successful,” the STA is now associated with the AP.  The state variable shall be set to state 3, and the MLME shall issue an MLME-ASSOCIATE.confirm indicating the successful completion of the operation.

d) If an Association Response frame is received with a status value other than “successful” or the AssociateFailureTimeout expires, the STA is not associated with the AP and the MLME shall issue an MLME-ASSOCIATE.confirm indicating the failure of the operation.

e) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTECTION.request with ProtectType set to “Rx_Tx”, or it shall do nothing if it does not wish to secure communication.

11.4.2 AP association procedures

Whenever an Association Request frame is received from a STA, the AP shall associate with the STA using the following procedure.

a) If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and terminate the association procedure.

b) If the STA is already associated, and the association is an RSNA, then the AP shall delete all Temporal Keys for that association.

c) In an RSNA, the AP shall check the values received in the RSN IE, to see if the values received match the APs security policy.  If not, the association shall not be accepted.

d) The AP shall transmit an association response with a status code as defined in 7.3.1.9. If the status value is “successful,” the Association ID assigned to the STA shall be included in the response. 

e) When the association response with a status value of “successful” is acknowledged by the STA, the STA is considered to be associated with this AP.  The state variable for the STA shall be set to 3.
f) The MLME shall issue an MLME-ASSOCIATE.indication to inform the SME of the association.

g) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTECTION.request with ProtectType set to “Rx_Tx”, or it shall do nothing if it does not wish to secure communication.

h) The SME will inform the distribution system (DS) of the new association.

11.4.3 STA Reassociation procedures

Upon receipt of an MLME-REASSOCIATE.request, a STA shall reassociate with an AP via the following procedure:

a) The STA shall transmit a Reassociation Request frame to the new AP.  If the STA is operating in an RSNA, the STA shall include the RSN IE with only one pairwaise key cipher suite and only one authenticated key management suite.

b) If a Reassociation Response frame is received with a status value of “successful,” the STA is now associated with the new AP and the MLME shall issue an MLME-REASSOCIATE.confirm indicating the successful completion of the operation.

c) If a Reassociation Response frame is received with a status value other than “successful” or the ReassociateFailureTimeout expires, the STA is not associated with the AP and the MLME shall issue an MLME-REASSOCIATE.confirm indicating the failure of the operation.

d) If the state variable for the indicated new AP is in state 1, the STA shall inform the SME of the failure of the reassociation by issuing an MLME-ASSOCIATE.confirm.

e) If the STA is already associated, the state variable for the old AP shall be set to 2.  If the association ws an RSNA, then the STA shall delete all Temporal Keys for that association.  
f) The STA shall transmit a reassociation request frame to the new AP. If the MLME-REASSOCIATE.request  contained an RSN IE with only one pairwaise key cipher suite and only one authenticated key suite, this RSN IE shall be included in the reassociation request frame.

g) If an Association Response frame is received with a status value of “successful,” the STA is now associated with the new AP.  The state variable for the new AP shall be set to state 3, and the MLME shall issue an MLME-ASSOCIATE.confirm indicating the successful completion of the operation.

h) If an Association Response frame is received with a status value other than “successful” or the AssociateFailureTimeout expires, the STA is not associated with the AP and the MLME shall issue an MLME-ASSOCIATE.confirm indicating the failure of the operation.

i) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTECTION.request with ProtectType set to “Rx_Tx”, or it shall do nothing if it does not wish to secure communication.

11.4.4 AP Reassociation procedures

Whenever an Association Request frame is received from a STA, the AP uses the following procedure to support reassociation.

a) If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and terminate the reassociation procedure.

b) If the STA is already associated, and the association is an RSNA, then the AP shall delete all Temporal Keys for that association.

c) In an RSNA, the AP shall check the values received in the RSN IE, to see if the values received match the APs security policy.  If not, the association shall not be accepted.

d) The AP shall transmit a reassociation response with a status code as defined in 7.3.1.9. If the status value is “successful,” the Association ID assigned to the STA shall be included in the response. 

e) When the reassociation response with a status value of “successful” is acknowledged by the STA, the STA is considered to be associated with this AP.  The state variable for the STA shall be set to 3.

f) The MLME shall issue an MLME-REASSOCIATE.indication to inform the SME of the association.

g) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTECTION.request with ProtectType set to “Rx_Tx”, or it shall do nothing if it does not wish to secure communication.

h) The SME will inform the distribution system (DS) of the new association.

11.4.5 STA Disassociation Procedures

Upon receipt of an MLME-DISASSOCIATE.request, an associated STA shall disassociate from an AP using the following procedure. 
a) The STA shall transmit a Disassociation frame  to the AP with which that STA is associated.

b) In an RSNA, the STA shall discard all Temporal Keys for this association.
c) The state variable for the AP shall be set to 2.
d) The MLME shall issue an MLME-DISASSOCIATE.confirm indicating the successful completion of the operation.

11.4.6 AP Disassociation Procedures

Upon receipt of a Disassociation frame from an associated STA, the AP shall disassociate the STA via the following procedure. 
a) In an RSNA, the AP shall discard all Temporal Keys for this association.
b) The state variable for the STA shall be set to 2.
c) The MLME shall issue an MLME-DISASSOCIATE.indication to inform the SME of the disassociation.
d) The SME will update the DS.
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