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Abstract

This submission proposes changes to Clause 8.4, to resolve comments on letter ballot 57.

Change the text of Clause 8.4 to read:

8.4  RSNA security association management

8.4.1  Security association life cycle

IEEE 802.11 uses the notion of a security association to describe secure operation. Secure communications are possible only within the context of a security association, as this is the context providing the state—cryptographic keys, counters, sequence spaces, etc.—needed for correct operation of the IEEE 802.11 cipher suites.
A security association (SA) is a set of policy and key(s) used to protect information. The information in the SA must be synchronized, and it must have an ID. The ID is a compact representation of the key and other bits of SA information to fit into a table index or a packet.  An RSN STA has 3 SAs: 
· PMK SA  The result of a successful IEEE 802.lX exchange, pre-shared PMK information, or PMK cached via some other mechanism.
· PTK SA  The result of a successful 4-way exchange
· GTK SA  The result of a successful 2-way group exchange
The PMK SA is either statically defined via a pre-shared secret or the result of a successful IEEE 802.1X authentication. When the PMK SA is the result of a successful IEEE 802.1X authentication, it is the same as the EAP SA.  This SA is bi-directional.  That is both parties use the information in the SA for both sending and receiving.  The PMK SA is used to create the PTK SA.  PMK SAs are cached for their lifetimes.  The PMK SA consists of the following elements:
PMKID = Truncate-128(SHA1(PMK || SSID || STA-MAC-Addr || "PMK Name" || BSSID))
The PMKID identifies the PMK SA. The PMK SA consists of:
· SSID
· BSSID
· STA-MAC-Addr
· Pairwise Master Key
· Unicast Cypher suite list
· Broadcast/multicast Cypher suite list
· Lifetime
· PTK flag        This indicates that there is a PTK SA from this PMK SA
Informative Note:  The STA typically does not have a lifetime for this SA.  In this case zero is used to represent no timeout.
The PTK SA is the product of the 4-way handshake. This SA is also bi-directional.  The PTK SA is used to create the key hierarchy. PTK SAs are cached for the life of the PMK SA. Since the PTK SA is tied to the PMK SA, it only has the additional information from the 4-way exchange. The PTK SA consists of the following elements: 
PTKID = Truncate-128(SHA1(PTK || "PTK Name" || ANonce || SNonce))
· ANonce and SNonce

· Cypher suite selector

· PTK
The GTK SA is the product of the Group Key Handshake. This SA is unidirectional. In a BSS, there is one GTK SA: for transmitting from the AP and receiving at the STAs. In an IBSS, each STA has its own GTK SA for transmission, and for each peer STA another GTK SA for receiveing multicast/broadcast messages from that STA. A GTK SA consists of the following elements:

GTKID = Truncate-128(SHA1(GTK || BSSID || "GTK Name" || GNonce))
· Direction vector
· GNonce
· Cypher suite selector

· GTK
The life cycle of a security association is naturally intertwined with the other IEEE 802.11 mechanisms. A STA can operate in either an ESS or in an IBSS, and a security association has a distinct life cycle for each.

In an ESS there are two cases: initial contact between the STA and the ESS, and roaming by the STA within the ESS. A STA and AP establish an initial security association via the following steps:

1. The STA selects an authorized ESS by selecting among APs that advertise an appropriate SSID.

Informative note: 
Advertising the SSID provides an important performance optimization. Without advertisements, the STA on average must present half its credentials before locating a correct one at initial contact. Also, the IEEE 802.1X AS may have more than one set of credentials that will authenticate it to the mobile STA, each associated with a different SSID, and the mobile STA may therefore select one that it suboptimal for its needs. Finally, it is infeasible to hide the SSID, since an AP is required to respond with an SSID in a Probe Response if it receives a Probe Request containing a non-null SSID.
2. The STA may then use IEEE 802.11 Open System Authentication followed by association to the chosen AP. Negotiation of security parameters takes place during association.

Informative Note: An attack altering the security parameters will be detected by the key derivation procedure.

Informative Note: IEEE 802.11 Open System Authentication provides no security, but is included to maintain backward compatibility of the IEEE 802.11 state machine.

3. The AP’s Authenticator or the STA’s Supplicant initiates IEEE 802.1X authentication. The EAP method used by IEEE 802.1X authentication will be mutual, as the STA needs assurance that the AP is not a rogue AP.

Informative note:  Prior to the completion of IEEE 802.1X authentication and the installation of keys, the IEEE 802.1X controlled port in the AP will block all non-IEEE 802.1X data frames.  Upon completion of a MLME-DELETEKEYS.request, the IEEE 802.1X controlled port returns to the unauthenticated state and blocks all non-IEEE 802.1X data frames.

Informative Note: Any secure network cannot support promiscuous association as in unsecured operation of IEEE 802.11. A trust relationship must exist between the STA and the target SSID prior to association and secure operation, in order for the association to be trustworthy. The reason is that an attacker can deploy a rogue access point just as easily as a legitimate network provider, so some sort of prior enrollment procedure is necessary to establish credentials between the ESS and the STA.

4. The last step is key exchange. The authentication process creates cryptographic keys shared between the IEEE 802.1X AS and the STA. The AS distributes these keys to the AP, and the AP and STA use two key confirmation handshakes, called the 4-way handshake and group key handshake, to complete security association establishment. The key confirmation handshakes indicate when the link has been secured by the keys, so is ready to allow normal data traffic.

A STA roaming within an ESS establishes a new security association by one of two schemes:

1. (Re-)Associating followed by IEEE 802.1X authentication. In this case the STA repeats the same actions as for an initial contact association, but it also uses the MLME-DELETEKEYS.request to remove the cryptographic key from the IEEE 802.11 MAC when it roams from the old AP. The STA also deletes the cryptographic keys when it disassociates/deauthenticates from all BSSIDs in the ESS.

2. A STA (AP) which supports PMK Caching can retain PMKs for APs (STAs) in the ESS to which it has (which have) previously associated and performed a full IEEE 802.1X authentication. If a STA which supports PMK Caching wishes to roam to a new AP to whom it was previously associated and to which it performed a full IEEE 802.1X authentication and for which it has cached the resulting PMK, it can assert the “cached PMK” bit in the RSN IE of its (re-)associate request. An AP whose authenticator similarly supports PMK Caching and which similarly has retained the STA’s PMK can proceed directly to the 4-way handshake. If the authenticator does not support PMK caching or if it does not have a cached PMK for the STA it must perform another full IEEE 802.1X authentication. Similarly, if the STA fails to assert the “cached PMK” bit the STA and AP must perform a full IEEE 802.1X authentication.

3. A STA already associated with the ESS can instead request its IEEE 802.1X Supplicant to pre-authenticate with a new AP before associating to that new AP. In this case the IEEE 802.1X Supplicant will send an authentication request to an AP with which it is not associated. The normal operation of the DS via the old AP provides the communication between the STA and the new AP. The STA’s IEEE 802.11 Management Entity delays Reassociation with the new AP until IEEE 802.1X authentication completes via the DS. If IEEE 802.1X authentication completes, then cryptographic keys shared between the new AP and the STA will be cached, creating an environment where Reassociation without a subsequent full IEEE 802.1X authentication becomes possible.

4. 
The MLME-DELETEKEYS.request terminates a security association on the local STA. This primitive destroys the cryptographic keys established for the security association, so that they cannot be used to protect further IEEE 802.11 traffic. A STA’s IEEE 802.11 Management Entity uses this primitive in one of two situations: when it disassociates or deauthenticates from an AP in an ESS, and when it reassociates to a new AP.

The life cycle of a security association is different in an IBSS. When explicit authentication is not used, a STA’s Supplicant sets the IEEE 802.1X authSuccess and portValid variables to TRUE to request that its IEEE 802.1X implementation initiate the 4-way handshake of Clause 8.5 with a Pre-Shared Key (PSK) with each IBSS peer STAs it encounters. A STA should use this variable when it encounters another STA belonging to the IBSS with which it has no security association.

Informative Note: A STA can receive IEEE 802.1X messages from a previously unknown MAC address. Membership in the IBSS is determined by the peer STA’s ability to use the correct PSK.

Informative Note: Any STA targeted from the IBSS may decline to form a security association with the joining STA. An attempt to form a security association may also fail because, e.g., the peer uses a different pre-shared key from that which the STA expects.

In an IBSS each STA defines its own group key, called a Group Transient Key, or GTK, to secure its broadcast/multicast transmissions. After establishing a security association, each STA shall use the Group Key Handshake to distribute its transmit GTK to its new peer STA. Whenever the STA generates a new GTK, it also uses the Group Key Handshake to distribute the new GTK with each established peer.
A security association terminates in an IBSS in the same way it does in an ESS, by the IEEE 802.11 Management Entity invoking the MLME-DELETEKEYS.request primitive.

A STA shall remove all association state and send a deauthenticate message if it receives an MLME-DELETEKEYS.request.

8.4.2 RSNA selection

A STA (including an AP) prepared to establish RSNAs shall advertise its capabilities by including the RSN IE in Beacon and Probe Response messages. The RSN IE shall specify all the authentication and cipher suites enabled by it’s the STA’s policy. A STA shall not advertise any authentication or cipher suite it will not agree to use.

Informative Note: This specification mandates a non-null SSID as a security hint, to inform the mobile STA as to the security context it should expect to use in this BSS.

The STA’s IEEE 802.11 Management Entity shall utilize the MLME-SCAN.request to identify neighboring STAs that assert Robust Security and advertise an SSID identifying an authorized ESS or IBSS. A STA may decline to communicate with STAs that fail to advertise an RSN IE in their Beacons and Probe Responses, or do not advertise an authorized SSID. A STA may also decline to communicate with other STAs that do not advertise authorized authentication and cipher suites in their RSN IEs.

A STA shall advertise the same RSN IE in both its Beacons and Probe Responses.

Informative Note: Whether or not a STA may attempt to communicate with another STA that includes an RSN IE but which does not advertise an authorized SSID is a matter of policy.

Informative Note: Whether a STA with Robust Security enabled may attempt to communicate with a STA that does not include the RSN IE is a matter of policy.

Informative Note: It a matter of policy which of the following are enabled:

· RSNA

· 
· 
· WEP without key management.

Informative Note: As a practical matter, if maximal interoperability is a goal, an AP will support TKIP as well as CCMP.


· 
· 
· 
Informative Note: As a practical matter, the multicast cipher suite should be the weakest unicast cipher suite enabled on the AP, because a STA should always select the strongest unicast cipher suite it  supports.  So no STA would ever select the weakest unicast cipher suite the AP supports unless that were the STA’s strongest.  For instance, if all but one STA supported CCMP and the one remaining STA supported only TKIP then TKIP would need to be the multicast cipher suite since not all STAs can receive MPDUs protected by CCMP.
.

If a STA does not already have a security association with the message source of a protected data message, the receiving STA’s Supplicant may initiate a scurity association with to the transmitting STA.
Informative Note: Typically this sort of message will be broadcast/multicast. It is also possible to receive a CCMP or TKIP protected unicast message after a STA has reset in a way that is undetectable to the message source.
If a STA in an IBSS receives the first message of a 4-way handshake using the IBSS BSSID as A3, the STA’s Supplicant may respond.
8.4.3 RSNA policy selection in an ESS

RSNA policy selection in an ESS utilizes the normal IEEE 802.11 association procedure. RSNA policy selection is performed by the associating STA. The STA does this by including an RSN IE in its (Re)Association Requests. The lack of an RSN IE in a (Re)associate Request is grounds for rejecting the Request.
In an RSN an AP shall not associate with pre-RSNA STAs, i.e., with STAs that fail to include the RSN IE in the Associate or Re-associate Request frame.

Informative Note: This can be enforced by configuring the AP to use only RSNA cipher and authentication suites, i.e., by disabling WEP and pre-RSN IEEE 802.1X key management.

The STA initiating an association shall insert an RSN IE into its (Re)Association Request whenever the targeted AP indicates RSNA support. The initiating STA’s RSN IE shall include one authentication and pairwise cipher suite from among those advertised by the targeted AP in its Beacons and Probe Responses. It shall also specify the group key cipher suite specified by the targeted AP. If at least one RSN IE field from the AP’s RSN IE fails to overlap with any value the STA supports, the STA shall decline to associate with that AP. It is invalid in an RSN to specify “Use Group Key” as the Pairwise cipher.

If an RSNA-capable AP receives a (Re)Association Request including an RSN IE, and if it chooses to accept the association, the AP shall, to secure this association, use the authentication and pairwise key cipher suites the RSN IE in the (Re)Association Request specifies, unless the AP includes an optional second RSN IE in Message three of the 4-Way Handshake that overrides the pairwise cipher suite.

In order to accommodate local security policy, a STA may choose not to associate with an AP that does not support any pairwise key cipher suite. 

8.4.3.1  TSN policy selection

In a TSN,
 an RSN STA shall act as if it is operating in an RSN, by including the RSN IE in its (Re)association requests.
An RSNA-capable AP configured to operate in a TSN shall include the RSN IE, and may associate with both RSNA and pre-RSNA STAs. This means that an RSNA-capable AP shall respond to an associating STA that includes the RSN IE just as in an RSN.

If an AP operating within a TSN receives a (Re)association request without an RSN IE, it shall allow communications only if a WEP key has been configured or provisioned by IEEE 802.1X to secure communication. If a WEP key is not installed, and if IEEE 802.1X authentication and key management is not enabled, the AP shall reject the association request; if a WEP key is configured or if the AP is configured to provide IEEE 802.1X authenticated key management, the AP may accept the request.
An AP cannot support multiple group key cipher suites simultaneously. In particular, a TSN must use the cipher suite supported by the least capable STA it admits as the group key cipher suite.

8.4.4  RSNA policy selection in an IBSS

The IEEE 802.1X entities of two directly communicating STAs negotiate pairwise key cipher suites using the 4-way handshake. Thus, each pair of STAs within an IBSS may use the EAPOL-Key 4-way handshake to negotiate a pairwise key cipher suite. As specified in Clause 8.5.2, Messages 2 and 3 of the 4-way handshake convey an RSN IE. The Message 2 RSN IE includes a list of allowed pairwise key cipher suites, and the RSN IE in Message 3 reports the selected pairwise key cipher suite; the Message 3 RSN IE shall specify a pairwise key cipher suite from those suggested in Message 2, or else the 4-way handshake shall fail. Beacons and Probe Responses within an IBSS shall specify an empty list of pairwise key cipher suites.

Informative Note. Pairwise cipher key suite specifiers are not included in beacons as this information may vary from STA to STA within an IBSS.  They are not included in Probe Response messages for consistency with beacons.
The IEEE 802.1X entity shall check that the group key cipher suite and Authentication and Key Management protocol match those in the Beacons and Probe Responses for the IBSS. IEEE 802.1X can extract this information from IEEE 802.11.

Informative Note: The RSN Information Elements in message 2 and 3 are not the same as in the Beacon and Probe Responses. The multicast cipher and AKMP are the same but the pairwise ciphers are different, because the pairwise cipher suite selector is not included in Beacons and Probe Responses.

Informative Note: When an IBSS network uses pre-shared keys, STAs can negotiate a unicast cipher. However, any STA in the IBSS can derive the pairwise keys of any other that uses the same pre-shared key by capturing the first two messages of the 4-way handshake.

8.4.4.1  TSN policy selection in an IBSS

Non-RSNA STAs generate Beacons and Probe Responses without an RSN IE, and will ignore the RSN IE, while RSNA STAs will include the RSN IE in Beacons and Probe Responses. This allows an RSNA STA to identify the non-RSNA STAs from which it has received Beacons and Probe Responses. If an RSNA STA instead identifies another IBSS member on the basis of a received broadcast/multicast message, it cannot make this judgment directly.

When an RSNA STA in a TSN IBSS cannot identify a newly identified peer as RSNA, it may treat the new STA as non-RSNA and attempt to communicate with it using WEP and a default WEP key.

8.4.5 RSN management of the IEEE 802.1X Controlled Port

When the policy selection process chooses IEEE 802.1X authentication, this specification assumes that a STA’s Supplicant or an AP’s Authenticator ordinarily blocks all non-IEEE 802.1X MSDUs after association completes but prior to the completion of IEEE 802.1X authentication and key management. The security of an RSNA depends on this assumption being true.

 More explicitly, the STA indicates the IEEE 802.11 link is available by invoking the MLME-ASSOCIATE.confirm or MLME-REASSOCIATE.confirm primitive. In the language of IEEE 802.1X, this signals the Supplicant that the MAC has transitioned from the disabled to enabled state. At this point, this specification assumes that the Supplicant transitions the controlled port is in the Unauthorized state, and that the Supplicant then begins to block all non-802.1X data MSDUs sent or received via the port.

Similarly, the AP inidicates the IEEE 802.11 link is available by invoking the MLME-ASSOCIATE.indication or MLME-REASSOCIATE.indication primitive. This specification assumes the Authenticator then places the Port corresponding to the STA’s association into the Unauthorized state, and begins to block all non-802.1X data MSDUs sent or received via the Port.

Informative Note. APs may allow specific  MSDUs to flow through the Authenticators’ Uncontrolled Ports. This is useful to permit STAs to enroll in WLANs with as yet unknown SSIDs, e.g., for hot spot or guest operation. 

This specification assumes each Port remains blocked until its state variables portValid and keyDone both become TRUE. This assumption means that IEEE 802.1X discards data MSDUs sent across the IEEE 802.11 channel prior to cryptographic keys being installed into the MAC. This protects the STA’s host and the IEEE 802.11 WLAN from forged MSDUs  written to the channel while it is still being initialized.

This specification assumes that IEEE 802.1X does not block the port when authentication is triggered through either of the following:

1. Pre-authentication. During pre-authentication, a STA is not associated to the AP to which it is attempting to pre-authenticate. Therefore, blocking data MSDUs is not required during pre-authentication by the AP to which it is attempting to pre-authenticate. 

2. Reauthentication. During IEEE 802.1X reauthentication via the currently associated AP, an existing RSNA can protect all MSDUs exchanged between the STA and the AP. Blocking MSDUs is not required during reauthentication over an RSNA.







1. 

2. 
3. 
4. 
5. 


8.4.6 RSNA authentication in an ESS

When IEEE 802.1X authentication is an authentication option, an RSNA-capable STA may use IEEE 802.11 Open System Authentication prior to Association or Reassociation.

Informative Note. When a PMK is cached, authentication is not needed. Proof of possession of the PMK is proof of authorization.

IEEE 802.1X authentication is initiated by any one of the following mechanisms:

1. If a STA negotiates to use IEEE 802.1X authentication during (re)association, the STA’s management entity can respond to the  MLME-ASSOCIATE.confirm (resp. indication) by requesting the STA’s Supplicant (resp. AP’s Authenticator) to initiate IEEE 802.1X authentication. Thus, in this case, authentication is driven by the STA’s decision to associate and the AP’s decision to accept the association.

2. If a STA’s MLME-SCAN.indication finds another AP within the current ESS, a STA may signal its Supplicant to use IEEE 802.1X to pre-authenticate with that AP.

Informative Note: The IEEE 802.1X Supplicant of a roaming STA may initiate pre-authentication by sending an EAPOL-Start message to a new AP via its old AP and the DS.

3. If a STA receives an IEEE 802.1X message, it delivers this to its Supplicant or Authenticator, which may initiate a new IEEE 802.1X authentication.

Informative Note: When a STA (re)associates with an AP without a (recent enough) pre-authentication, the AP has no cryptographic keys configured for the STA. In this case, the AP’s Authenticator will force a full IEEE 802.1X authentication. In the case where the STA has recently pre-authenticated with the AP, the AP will retain the STA’s IEEE 802.1X identity and cryptographic keys from the pre-authentication. In this case, the AP’s Authenticator may proceed directly to key management in response to the STA’s Supplicant’s EAP-Response/Identity.

Informative Note: Pre-authentication completes when the AP’s IEEE 802.1X Authenticator sends the first message of the 4-way handshake to the STA’s IEEE 802.1X Supplicant.

Informative note: The Supplicant of a STA should silently discard IEEE 802.1X messages not received from the AP.

If the STA believes the AP has cached its PMK, the STA may utilize PMK caching (Clause 8.4.6.2) during its (re-)association. If IEEE 802.11 pre-authentication fails the PMK is not added to the PMK cache on one or both sides, therefore (re-)association utilizing PMK caching will fail.

A STA (including an AP) shall pass IEEE 802.1X data frames only through it's IEEE 802.1X uncontrolled port to the IEEE 802.1X Authenticator, or additionally through the DS if Pre-Authentication is in use (see Clause 8.4.6.1). Being data frames, they shall be sent in the clear if no pairwise keys have been established by key management. If keys are established, they shall protect  the IEEE 802.1X data frames. 

If a STA is associated with an AP, it shall disassociate if IEEE 802.1X authentication with that AP’s Authenticator fails. If IEEE 802.1X authentication fails, a non-AP STA may associate again with the same AP and reinitiate the process, or it may attempt to associate with another AP.

Informative Note: IEEE 802.1X uses the MLME-DEAUTHENTICATE.request primitive to inform the 802.11 MAC when authentication failed.

Informative Note: There is no requirement to disassociate with the associated AP if pre-authentication with a different AP fails.

8.4.6.1  Pre-authentication and key management

A STA shall not use pre-authentication except when pairwise keys are employed. Pre-authentication shall not be used unless both the old and new APs have advertised the Pre-authentication capability in the RSN IE.

When pre-authentication is used, then

1. Authentication is independent of roaming.

2. the STA’s Supplicant may authenticate with multiple APs at a time.

Informative Note. Pre-authentication can be useful as a performance enhancement, as Reassociation will not include the protocol overhead of a full reauthentication when it is used.

Pre-authentication relies on IEEE 802.1X. A STA can initiate pre-authentication whenever it has an association established with an AP. To effect pre-authentication, the STA sends an IEEE 802.1X EAPOL-Start message with the destination address being the BSSID of a targeted AP and the receive address being the BSSID of  the AP with which it is associated. Thus, the STA sets the To DS subfield in the Frame Control Field. It is the responsibility of the associated AP to forward the data frame to the targeted AP via the DS.

An AP’s Authenticator that receives an EAPOL-Start message via the DS may initiate 802.1X authentication to the STA via the DS. The DS will forward this message to the AP with which the STA is associated. The pre-authentication exchange ends when the Authenticator sends the first message of the 4-way handshake.

A STA may initiate pre-authentication with any AP within its present ESS with pre-authentication enabled, whether or not the targeted AP is within radio range.

If neither caching nor pre-authentication is used, the STA must make a roaming decision prior to reassociation. Data transfer will halt during the IEEE 802.11 authentication and association, the IEEE 802.1X authentication, and IEEE 802.1X key management.

When pre-authentication is used, the STA’s IEEE 802.1X Supplicant must cache the PMK established with the new AP through pre-authentication for some period, in order to associate with the new AP.

Similarly, the AP’s IEEE 802.1X Authenticator must cache the PMK key for some period in case the pre-authenticated STA associates with the AP. If during authentication the AP’s Authenticator finds it has cached the PMK for the associated STA, it may initiate the 4-way handshake.

Both the Supplicant and the Authenticator may delete a cached PMK if the pre-authenticated STA does not associate with the selected AP after some time interval.

Even if a STA has pre-authenticated, it is still possible that it may have to undergo a full IEEE 802.1X authentication, as the AP’s Authenticator may have purged its PMK due to, e.g., unavailability of resources, delay in the STA associating, etc.

Pre-authentication introduces new opportunities for denial-of-service attack. To limit the efficacy of these attacks, STAs (including APs) should rate-limit IEEE 802.1X messages. An Authenticator should only accept an IEEE 802.1X EAPOL-Start frame if the source MAC address is not currently ASSOCIATED and IEEE 802.1X Authenticated to the AP. STAs shall ignore IEEE 802.1X messages from APs with which it is neither associated nor pre-authenticated.

8.4.6.2 Cached PMKs and Key Management
PMK caching is optional for RSN.

A STA can retain PMKs it establishes as a result of an IEEE 802.1X authentication to an AP. Similarly APs can retain PMKs for STAs which peform IEEE 802.1X authentications to it. For the lifetime of this PMK, as determined by the lifetime specified by the Authentication Server or the dot11RSNPMKLifetime, the PMK can be used with the 4-way handshake to establish new PTKs. 

If the STA has determined it has a valid PMK with an AP to which it is about to (re-)associate it sets the “cached PMK” bit of the RSN Capabilities field in the RSN IE in the (re-)association request. If it does not have a valid PMK it clears that bit in its (re-)association request. Upon receipt of a (re-)association request with the “cached PMK” bit set an AP checks whether its Authenticator has retained a PMK for that STA and that the PMK is still valid. If so it asserts possession of that PMK by begining the 4-way handshake after association has completed. If the 4-way handshake fails, the STA may retry to associate and complete a full IEEE 802.1X authentication after association completes. If the Authenticator for the AP has a cached PMK but the STA did not assert possession of a “cached PMK” in its (re-)association request that cached PMK must be deleted.

If one side asserts the “cached PMK” bit but the other side does not—that is, the other side has, for whatever reason, deleted the PMK—the PMK that has been retained shall be deleted from the PMK cache. This ensures that there is no ambiguity in which PMK to use when both sides assert possession of a PMK.

If both sides assert possession of a cached PMK and the 4-way handshake fails both sides must delete the cached PMK and revert to a full IEEE 802.1X authentication.

8.4.7  RSNA authentication in an IBSS

When authentication is used in an IBSS, it is driven by the STA wishing to establish communications. The Management Entity of this STA chooses a set of STAs with which it may want to authenticate, and then may cause the MAC to send an IEEE 802.11 Open System Authentication message to each targeted STA. Targeted STAs that wish to respond will return an IEEE 802.11 Open System Authentication message to the initiating STA. The STA Management Entity will then request its local IEEE 802.1X Supplicant to authenticate to the Authenticator of each responding STA. The STA’s Supplicant begins the authentication process by sending an EAPOL-Start message to the Authenticator.

When it receives an MLME-Authentication.indicate due to an Open System Authentication Request, the IEEE 802.11 Management Entity on a targeted STA shall respond with an Open System Authentication Response and then request its Authenticator to begin IEEE 802.1X authentication, i.e., to send an EAP-Request/Identity message to the Supplicant.

The IEEE 802.1X messages are sent as IEEE 802.11 data messages. The data messages are sent unencrypted since no keys are available. 

The EAPOL-Key message is used to exchange information between the Supplicant and the Authenticator to negotiate a fresh pairwise temporal key. The 4-Way Handshake produces a single PTK from the PMK. The Group Key Handshake uses the PTK to transfer the Group key. 

8.4.8  RSNA key management in an ESS

When the IEEE 802.1X authentication per se completes, the STA’s IEEE 802.1X Supplicant and the IEEE 802.1X AS will share a secret, called a Pairwise Master Key (PMK). The PMK acts as a Master Session Key. The final step of security association set up occurs when the AS transfers the PMK to the AP with which the STA is associated, followed by a key confirmation handshake between the STA and the AP. The key confirmation handshake sets the 802.1aa portValid state variable to TRUE.

The key confirmation handshake is effected by the 4-Way Handshake. The purposes of the 4-Way Handshake are

1. to confirm the existence of the PMK at the peer;

2. to insure that the security association keys are fresh, and

3. to synchronize the installation of session keys into the MAC.

The first message of the 4-Way Handshake is also utilized to signal the successful completion of a pre-authentication exchange.

Informative Note: The first message of the 4-way handshake can be forged.  However, the forgery attempt will be detected in the failure of the 4-way handshake.


Informative Note. Neither the AP nor the STA can use the PMK for any purpose but the one specified herein without compromising the key. If the AP uses it for another purpose, then the STA can masquerade as the AP; similarly if the STA reuses the PMK in another context, then the AP can masquerade as the STA.

IEEE 802.1X signals the completion of key management by utilizing the MLME-SETKEYS.request to configure the agreed-upon temporal pairwise key into the 802.11 MAC.

A second key exchange is also defined, to distribute a temporal group key. This is called the Group Key Handshake. When the 4-Way Handshake completes, the AP’s Authenticator can use the group key handshake to transfer the temporal group key for the Group Key cipher suite to the STA’s Supplicant, to allow the STA to receive “secure” broadcast/multicast traffic. The group key handshake uses the EAPOL-Key messages for this exchange. When it completes, the STA can use the MLME-SETKEYS.request primitive to configure the temporal group key into the IEEE 802.11 MAC.

The AP may queue a Group key update message it cannot immediately send. If the AP later deletes this message prior to its transmission, or is unable to transmit the message, the AP should disassociate the STA.

8.4.9  RSNA key management in an IBSS

To establish a security association between two STAs in an IBSS, each STA shall support an IEEE 802.1X Authenticator and Supplicant, and each Authenticator initiates the 4-way handshake with the other STA’s Supplicant.

The 4-Way Handshake is used to negotiate the pairwise key cipher suites. This is accomplished by including an RSN IE in the exchange initiated by the Authenticator. The Pairwise cipher suite selected is the pairwise cipher suite the STA with the lower MAC address selects in the 4-Way Handshake that it acts as Supplicant. Message 2 of this exchange contains a list of pairwise key cipher suites, and Message 3 contains a single unicast cipher. If this exchange negotiates a pairwise key cipher suite, IEEE 802.1X installs the temporal key portion of the Pairwise Transient Key into the IEEE 802.11 MAC. Each Authenticator also uses the PTK negotiated by the exchange it initiates to distribute its own GGTK. Each Authenticator generates its own Group keys, and uses the Group Key handshake to transfer the GTK to other STAs with whom it has completed a 4-way handshake.

A STA’s IEEE 802.1X implementation shall check that the multicast cipher and AKMP matches that in Beacons and Probe Response received for the IBSS.

8.4.10  RSNA security association termination

When a STA disassociates or deauthenticates, it shall delete the state for the security association.  The state includes the PTK, GTK, and all keys derived from the PTK and GTK.  The PMK shall also be deleted if PMK caching is not in use. Similarly, if a non-AP STA receives the MLME-ASSOCIATE.request or MLME-REASSOCIATE.request primitive when PTKs or GTKs are configured, it shall delete them, If an AP receives a (Re)Association Request message from a STA that is already associated, it shall delete any PTKs associated with that STA.

8.4.10.1 Illegal data transfer

In an RSNA, a STA and an AP transfer only protected data MPDUs. Unprotected unicast IEEE 802.1X messages represented as MPDUs are permitted if no PTK is available. If the STA and AP key state lose synchronization the following rules apply:
1. If an AP receives a unicast protected MPDU when it does not have keys to decapsulate, it shall send a Disassociate message to the STA and discard the data MPDU. The Disassociate message is intended to foce the STA to discard its PTK.
2. If a non-AP STA receives a unicast protected MPDU when it has not established the PTK to decapsulate the MPDU, it shall discard the data MPDU and may send a Disassociate message to the AP, to force destruction of the AP’s PTK. If the STA wants communications to continue, it should reassociate with the AP. Sending the Disassociate message may cause a key installation race condition between the STA and the AP, and it is recommended that it should not be sent.

Informative Note: Since the IEEE 802.11 Null Data MPDU does not derive from an MA-UNITDATA.request, it is not protected.

A STA shall discard a protected broadcast/multicast data MPDU it receives when it does not yet have the GTK.

Add the following sentence to the end of the paragraph of clause 8.5.1 beginning with “The symbol AA…”:

All MAC address comparisons represent MAC addresses as an octet strings and use lexicographical ordering.
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