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Draft Amendment to STANDARD FOR
Telecommunications and Information Exchange Between Systems -
LAN/MAN Specific Requirements - 

Part 11: Wireless Medium Access Control (MAC) and physical layer (PHY) specifications:

Specification for Interworking

This amendment is based on the current edition of IEEE Std 802.11, 1999 (reaff 2003).

NOTE—The editing instructions contained in this amendment define how to merge the material contained herein into the existing base standard and its amendments to form the comprehensive standard.

The editing instructions are shown in bold italic. Four editing instructions are used: change, delete, insert, and replace. Change is used to make small corrections in existing text or tables. The editing instruction specifies the location of the change and describes what is being changed by using strikethrough (to remove old material) and underscore (to add new material). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions may require renumbering. If so, renumbering instructions are given in the editing instruction. Replace is used to make large changes in existing text, subclauses, tables, or figures by removing existing material and replacing it with new material. Editorial notes will not be carried over into future editions because the changes will be incorporated into the base standard.

4. Overview

4.1 Scope

4.2 Purpose

4.3 Recommended Practice Overview

5. References

[1] BRAN25d090 Reference Architecture (Also in DTS/BRAN-0020003-2 V0.c)
[2] MWIF Network Reference Architecture Technical Report MTR-004 Release 2.0

[3] MWIF Open RAN Architecture in 3rd Generation Mobile Systems Technical Report MTR-007 Release v1.0.0

[4] MMAC HiSWANa Network Specification Ver.2.0

[5] 3GPP TS 23.234 v 1.3.0
6. Abbreviations and Acronyms
Editors Note: The abbreviation TBS (“To Be Supplied”) is used during development of the draft to mark sections that must be completed before the draft is submitted for ballot.

7. Introduction

This document currently addresses two aspects of interworking:
· Other interworking architectures developed by other standardization bodies.

· Documents interworking issues which are a result of interworking done by other bodies, which has a direct impact on the IEEE 802.11 system.

7.1 To be done

Complete document

7.2 Interworking Guidelines

7.3 Reference Architecture Analysis

[SMc] This background text may eventually go at the back of a recommended practice or even as a separate document. It is not directly relevant to the interworking standard itself.

The following section provides an analysis of WLAN interworking reference architecture developed within other projects such as 3GPP, 3GPP2, MMAC [4] and WiFi Alliance.

[SMc] Are there others that people would like to see?
Overview and Requirements

7.4 3GPP

[SMc] Would someone please check ths section for me ?
7.4.1 System Introduction

[SMc] Require a short introduction and diagram of the current 3GPP SA2 reference architecture model here.

7.4.2 Requirements on the WLAN

This section identifies some of the implicit requirements that 3GPP is placing on the WLAN black box.  Some of them are stable requirements; others are more points for consideration as it is currently unclear what the decision and consequent requirement will be.

The objective of this is to bring these together in one place, pointing out that there is a need for further work to clarify what is and is not a reasonable requirement and to decide whether this work is for 3GPP SA2 or the WLAN standardization bodies.

It is hoped that this section will then allow all groups concerned to come to an agreed solution on the way forward for a generic interworking interface.

7.4.2.1 Network Association

3GPP defined interworking scenarios where multiple PLMNs share one Interworking WLAN. In this case, the WLAN needs to advertise all the roaming partners’ information to the UE, so that it could choose the proper PLMN to attach to. 3GPP TS 23.234 [1] suggests NAI format be used in the advertisement, and EAP be used for delivering it.

For IEEE802.11 WLANs, 3GPP specifies the way for using SSID for interworking capability advertisement in [1]. This also includes the behavior of the WLAN for initiating the EAP message exchange after the advertisement delivery, and the way for WLAN to route the EAP traffic. In this sense, 3GPP is not viewing the WLAN as a black box. IEEE802.11 should verify that these mechanisms are supported by the existing standards. 

7.4.2.2 Requirements implied by Wr Interface

Wr interface is specified to be based on Diameter in [1], but it also suggests having a RADIUS to Diameter conversion in order to support legacy WLANs. However, the place and the responsibility of the conversion are not specified. It is also acknowledged in [1] that the conversion may limit the usage of features existent in Diameter but not existent in RADIUS. 

[SMc] Not sure if this next paragraph is relevant within this document.

Note that amongst other WLAN technologies, different solutions exist:

· The specification of 802.11 (in particular 802.11i) makes very specific references to the use of RADIUS.

· HiSWANa also uses RADIUS to carry its authentication signaling.
· Hiperlan2 already uses Diameter so there isn’t a problem for that standard.
Some Diameter specific messages (e.g. Diameter_Abort_Session_Request) are specified as being carried across this interface.  The WLAN has to support these messages, even if it is RADIUS based, in which case are there corresponding RADIUS messages?

Some of these messages are network initiated (e.g. for re-authentication) which RADIUS doesn’t support, so a RADIUS based WLAN may have to have an alternative mechanism for dealing with these messages (e.g. periodically initiate re-authentication to satisfy the AAA server’s request for re-authentication).  Again this may be a problem for RADIUS based WLANs.

3GPP authentication signaling specifies the use of EAP to perform the authentication exchange.
This may be a problem for HiSWANa, which currently defines its own authentication signaling by reusing the CHAP fields in a RADIUS message.  It doesn’t support EAP exchanges.  This is not purely a RADIUS issue because RADIUS is capable of carrying EAP (though there may be some restrictions on this).  The problem is that HiSWANa doesn’t use ordinary RADIUS or EAP.

The 3GPP AAA server and the WLAN UE can optionally perform re-authentication.  The WLAN has to have the ability to facilitate this re-authentication, if/when the server or UE performs it.  
The WLAN may not always be able to/required by 3GPP network to send authentication signaling directly to the home network.  For example, there may be roaming agreements between 3GPP networks such that not all of them have roaming agreements with the particular WLAN, but that 3GPP users can still use that WLAN via a visited network.  The WLAN must have some way of knowing where to send authentication signaling for these home networks.  This requirement also applies to traffic being sent over the Wb interface.  This may be an issue for WLAN operators.

7.4.2.3 Requirements implied by Wb Interface

Again it is unclear whether there is a requirement to support Diameter over this interface, in which case a RADIUS interworking function will be required or whether both Diameter and RADIUS will be supported by 3GPP.

The WLAN must be able to collect charging information and send it across this interface to the home AAA server.  There is a suggestion, however, that the Packet Data Gateway (PDGW) should collect charging information.  This would require all user plane traffic to go across the Wn interface, which would force closer coupling of the WLAN to the 3GPP network than loose coupling.  This limits charging opportunities for the WLAN operator.  Is this a fixed requirement, as it would have a large impact on WLAN interworking?

In addition, what level of granularity of charging information should the WLAN collect and send over the Wb interface? 

7.4.2.4 Requirements implied by Wn Interface

Some user traffic may be routed through the home/visited network to reach its destination.  This is enabled by the use of the WAG/PDGW.  It is optional for Interworking scenario 2 and mandatory for scenario 3 and above.  In either case it requires tunneling which has an impact on the WLAN.

Tunneling can be network based or client based (end2end).  Both have an impact on the WLAN:

· If it is network based then the WLAN has to implement it.  Its means of forwarding the packets on to the UE then depends on whether the UE has a WLAN assigned address or a home network assigned address (which may require layer 2 addressing).

· If it is client based then the WLAN has to use filtering and make sure that the tunneling is happening correctly.  Again, where the address is assigned may complicate the issue, particularly if the WLAN is behind a NAT.
Closely related to this issue is the issue of who assigns the UE its IP address - the WLAN, the home network or the visited network (see 6).

7.4.2.5 IP Configuration

The UE requires an IP address.  This address could be assigned to it by the WLAN (e.g. via DHCP) or by its home (or visited) network.  Both of these will have an impact on the WLAN and tunneling aspects.  For example, if it is assigned by the home network, there could be a problem in the WLAN with ingress filtering.  It is currently unclear which entity will assign IP addresses.

The use of EAP-TLV has been suggested as a means of separating authentication and authorization issues.  This also provides a mechanism for setting up tunnels; e.g. the UE can indicate its tunnel preferences to the home network.  Whether TLV is used or not the WLAN has to be able to understand the tunnel configuration and set-up information (whether the tunnels are network based or not and whether they are compulsory or not).  It is currently not clear what will be mandatory.

7.4.2.6 Conclusion

The current 3GPP specification places some implicit requirements on the WLAN.The aim of this document is to highlight these and point out that there is a need for further work to clarify what is and is not a reasonable requirement and for continued liaison between SA2 and the WLAN standardization bodies.

3GPP2

[SMc] Anyone willing to fill this part in ?

7.4.3 System Introduction

Summary of 3GPP2 reference architecture.

For example, see:
S00-20030217-003__WLAN-3GPP2-stage1-v0.1.zip
7.4.4 Requirements on the WLAN
MMAC
[SMc] Not sure how relevant this MMAC section is.
The following section compares the MMAC HiSWANa Network Specification Ver.2.0 [4] with the WIG reference architecture [1].

7.4.5 System Introduction

The HiSWANa Network Specification describes the services and network architecture provided by the HiSWANa system.  The network architecture introduces the concepts of the Wireless Access Network, which consists of the APs and an Access Network.  The Access Network connects to an IP network, which contain IP-based Service Nodes.  The IP-based Service Nodes are placed on the edge of the IP network and provide the interface to the Wireless Access Network.  This is shown in the figure below.
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Figure 1. System architecture of the IP connection service [4]

The scope of the current version of the specification is to define the functions required within the IP-based service node and the AP and to specify the interface between them.  The specification identifies three groups of functional entities that need to be supported:

· Association control – manages user authentication and authorizes the user

· Accounting – manages billing information and starts and stops resource monitoring. It is an optional entity.

· Mobility control – manages the location of the MT and sorts out the re-routing.  This is out of scope of the current specification but MIP is mentioned as a possible option.

7.4.6 Comparison

In the following section, the functions within the MMAC architecture and the assumptions associated with them are compared with their WIG reference architecture counterparts.  

In both architectures, the control plane between the AP and the CN Control Part/IP-based Service Node uses IP transport and IP based protocols to transfer information between functions. 

Another similarity is that the mobility management in the HiSWANa architecture is assumed to be a user plane (service specific) function, as in the WIG architecture.  Roaming is also considered in the context of dual mode terminals connecting to IP networks via different technologies, rather than specific interactions between visited and home networks for AAA purposes.

The IP-based service node is not specified in further detail, but a number of functions can be inferred from the specification of the interface and the information exchanged across it.  For example, the IP-based Service Node is responsible for the actual authentication and authorization of the user, implying that the IP-based Service Node either has the information required to carry this out, or that it knows how to communicate with another AAA entity that does.  Also, RADIUS is specified for use between the AP and the IP-based Service Node.  Therefore, it is reasonable to assume that part of the IP-based Service Node includes AAAL or AAAH functionality.  If this is the case, then the AP must also support some Attendant functionality in order to communicate with the AAAL/AAAH.

The AP must also contains a resource monitor type function that tracks the resource usage of the user in order to send accounting records to the AAAL function within the IP-based Service Node.

7.4.7 Conclusion

The MMAC architecture specifies a subset of the functions identified within the WIG reference architecture. The AP within the HiSWANa architecture contains functions equivalent to the WIG architecture Resource Monitor and Attendant, with some authorization aspects also included.  The IP-based Service Node contains the AAAL functionality, so the interface between these two HiSWANa functions corresponds to a combination of the La and Ls interfaces, with some aspects of the Lp interface.  The equivalent interfaces are summarized in the table below.

	WIG Reference Architecture Interface
	MMAC Architecture Interface

	Lp
	(partly equivalent)              AP to IP-based Service Node

	La
	AP to IP-based Service Node

	Ls
	AP to IP-based Service Node

	Ll
	Not defined

	Lm
	Not defined

	Lr
	Not defined

	Lh
	Not defined


The AP to IP-based Service Node interface is specified as using the RADIUS protocol.  Protocol options for the La and Ls interfaces include RADIUS and Diameter, indicating that the information carried across this interface is similar in both architectures.

The WIG architecture and MMAC architecture are compatible for the subset of functions defined within the HiSWANa system.

7.5 WiFi Alliance

7.5.1 System Introduction

Summary of interworking models based on WPA (Wireless Protected Access) and UAM (Universal Access Method) schemes.

7.5.2 Requirements on the WLAN
Architectures Summary
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[SMc] Insert text in here from WIG Baseline Document section 4 together with some parts of WIG Baseline Document Annex A.
8.  Interworking Functions (across external interfaces)

[SMc] To be populated with contents from WIG baseline document, but possibly adapted to reflect the current understanding within 802.11.
For example see:
http://www.ieee802.org/11/Documents/DocumentHolder/3-004.zip
11-03-004r0-WNG-WIG Baseline Document.doc

8.1 Authentication
[SMc] Insert text from WIG Baseline Document section 5 and Annex A
8.2 Authorization
[SMc] Insert text from WIG Baseline Document section 6 and Annex A
8.3 Accounting
[SMc] Insert text from WIG Baseline Document section 7

8.4 Policy Control & QoS

9.  Suggested Protocols and Message Content
[SMc] Insert text from WIG Baseline Document sections 4 – 7
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