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Abstract

Motions drafted to address Letter Ballot 52 Comments on clauses 8.4.3.1, 8.4.4, 8.4.5, 8.4.8 and 8.4.9 of 802.11i draft 3.0.

Comment 1019

In Clause 8.4.4, page 80, line 19, change:

“Informative Note: The RSN information elements in message 2 and 3 are not the same as in the MAC messages, the multicast cipher and AKMP are the same but the unicast ciphers may be different.”

To:

“Informative Note: The RSN information elements in message 2 and 3 are not the same as in the Beacon and Probe Responses.  The multicast cipher and AKMP are the same but the unicast ciphers may be different.”

Comment 1531

In Clause 8.4.3.1, page 79, line 39, change:

“If an AP operating within a TSN receives a (Re)association request without an RSN IE, it shall allow communications only if a WEP key has been configured to secure communication.”

To:

“If an AP operating within a TSN receives a (Re)association request without an RSN IE, it shall allow communications only if a WEP key has been configured or provisioned via 802.1X to secure communication.”

Comment 1584

In Clause 8.4.5, change:

“Informative Note. Filtering class 3 MPDUs is not required during pre-authentication.”

To:

“Informative Note. During pre-authentication, the STA is not associated to the AP through which it is attempting to pre-authenticate.  Therefore, filtering class 3 MPDUs is not required during pre-authentication.”

Comment 1910

In Clause 8.4.5, change:

“8.4.5 MPDU filtering”

To:

8.4.5 RSN Management of the IEEE 802.1X Controlled Port

Comment 698

In Clause 8.4.8, after the following paragraph: 

“The first message of the 4-way handshake is also utilized to signal the successful completion of a pre-authentication exchange.”

add the following text :

“Informative Note: The first message of the 4-way handshake can be forged.  However, the forgery attempt will be detected in the failure of the 4-way handshake.”

Comment 1031

In Clause 8.4.8, replace:

The 4-way handshake is implemented using EAPOL-Key messages, described in 8.5.

With:

The 4-way handshake is implemented using EAPOL-Key messages, described in Clause 8.5.

Comment 1719

In Clause 8.4.8, replace:

8.4.8  RSN key management in an ESS (Informative)
With:

8.4.8  RSN key management in an ESS

Comment 1844

In Clause 8.4.8, page 84, line 31, replace:

“master session key”

With:

“Master Session Key (MSK)”

Add the following acronym to Clause 4:

MSK
Master Session Key

Comment 1942

In Clause 8.4.8, page 84, line 34, replace:

“The key confirmation handshake effectively replaces the function played by the IEEE 802.1X Success message in a secure wired network.”

With:

“The key confirmation handshake sets the 802.1aa portValid state variable to TRUE.”

In Clause 8.4.8, page 84, line 34, replace:

“The key confirmation handshake is effected by an IEEE 802.1X protocol called the 4-way handshake. The purposes of the 4-way handshake are”

With:

“The key confirmation handshake is effected by the 4-way handshake. The purposes of the 4-way handshake are”

Comment 1943

In Clause 8.4.8, page 85, line 5, remove:

“These problems are possible because the IEEE 802.1X architecture as currently formulated does not explicitly bind the PMK to this particular session between the AP and the STA.”

Comments 1410, 1589 (partial)

In Clause 8.4.9, page 85, line 21, replace:

“The 4-way handshake is used to negotiate the pairwise key cipher suites. This is accomplished by include an RSN IE in the exchange initiated by the Authenticator whose STA has the lower MAC address.”

With:

“The 4-way handshake is used to negotiate the pairwise key cipher suites. This is accomplished by including an RSN IE in the exchange initiated by the Authenticator.  The pairwise cipher suite negotiated by the STA with the lower MAC address is selected.”

In Clause 8.4.4, replace:

“Thus, each pair of STAs within an IBSS may use IEEE 802.1X to negotiate its own pairwise key cipher suite.”
With:

“Thus, each pair of STAs within an IBSS may use IEEE 802.1X to negotiate a pairwise key cipher suite.”
Comment 76

In Clause 8.4.5, page 81, line 20, replace:

1.
received IEEE 802.1X messages.

With:

1.
received unicast IEEE 802.1X messages.
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