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Abstract

This document includes motions to be made to address letter ballot comments in Section 8.4.10 of the TG1 draft. These motions reflect comment resolution on LB52, prepared by the Clause 5,10,11 subgroup. Members include Clint Chaplin, Onno Letanche, Tim Moore and Dorothy Stanley.

This section was previously removed from the draft, see document 02/388 and 02/287.

Thus the editor shoud just delete Clause 8.4.10.
If later, the section is re-instated, the following changes should be made.

Suggested Changes to address comments 700, 701, 1757, 702 

Motion: Instruct the editor to make the following change in clause 8.4.10 

Replace

When a STA disassociates or deauthenticates, it shall delete any pairwise or group keys configured
With:

When a STA disassociates or deauthenticates, it shall delete the state for the security association, except for the PMK. The state includes the PTK, GTK, and all keys derived from the PTK and GTK.

Suggested Changes to address comment 705, 706, 707,1036

Change:

The following cases occur:

1. The AP needs to accept authenticate messages without being able to validate them, to handle STAs moving out of range.

2. The AP needs to accept associate messages without being able to validate them, to handle the first time associate.

A STA needs to accept Deauthentication messages without being able to validate them, to handle an AP restarting or otherwise losing the STA’s association. APs also time out association state when no traffic is received from the STA.
To:

The AP must accept IEEE 802.11authentication messages without being able to validate them, to handle STAs moving out of range.

Suggested Changes to address comment 706, 135, 193, 1036, 1365, 1720, 839, 1365, 703, 1032, 1033, 1034, 1035
Change:

There are a number of abnormal situations that can cause a STA or AP to lose state. For example, a STA may be in State 3 when its associated AP is in State 1. The STA will protect data messages it sends to the AP. Then the AP cannot decapsulate messages it receives from the STA. The AP needs to send a Deauthentication message to the STA to force it into State 1.

Under normal circumstances STAs do not send Disassociate or Deauthentication messages, because the roam out of range or their user powers them off. Instead, APs commonly use a timeout to remove association state. A common case occurs when a STA, wanting to form a new association, is in State 1 and the AP is in State 3, timing out a prior association. This action needs to clear the AP’s association state for this STA.

To:
There are a number of abnormal situations that can cause a STA or AP to lose state synchronization. For example, a STA may be in State 3 when its associated AP is in State 1. The STA will protect data messages it sends to the AP. Then the AP cannot decapsulate messages it receives from the STA. The AP needs to send a Deauthentication message to the STA to force it into State 1, deleting the STA’s PTK and PMK
Under normal circumstances STAs do not send Disassociate or Deauthentication messages, because they roam out of range or their user powers them off. Instead, APs commonly use a timeout to remove association state. A common case occurs when a STA, wanting to form a new association, is in State 1 and the AP is in State 3, timing out a prior association. Action is needed to clear the AP’s association state for this STA.

Suggested Changes to address comment 1037,1038, 1040

In the text immediately following the first Table, Change from

This changes the handling of received Deauthentication and Disassociate messages when keys are available.
To

Deauthentication and Disassociation messages are handled differently based on whether or not keys are available. 

Change “non” to Non” in the second Table heading

Remove the word “indications” in the first line of the second paragraph following the second table.
Suggested Changes to8.4.10.2, to address comments 709, 710, 1041, 1042
Change From

In an RSNA a STA and an AP transfer only protected data packets, with the only unprotected data packets allowed being unicast IEEE 802.1X message; these are permitted only when no Pairwise key is shared between the STA and the AP. If the STA and AP key state gets out of synchronization the following rules apply:

To:

In an RSNA, a STA and an AP transfer only protected data packets. Unencrypted unicast 802.1X messages are permitted only if no Pairwise key is available. If the STA and AP key state lose synchronization the following rules apply:
Change from

On receiving a Disassociate or Deauthentication message, a STA shall delete the Pairwise key and, if it wants to continue communications, Reassociate to an AP of the same ESS.
TO

On receiving a Disassociate or Deauthentication message, a STA shall delete the Pairwise key and, if it wants to continue communications, Reassociate to an AP.
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