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Abstract

This document requests that the IETF AAA Working group provide mechanisms allowing the explicit specification of key distribution at the backend.
Motion: Move to request Stuart Kerry, Chair of 802.11 to send the following letter to Harald Alvestrand, Chairman IETF, IESG. 

From: Stuart Kerry, Chariman IEEE 802.11

To: Harald Alvestrand, Chairman IETF, IESG

Title: Input to IETF AAA Working Group on Keying Distribution Methods 

Purpose: For Information

Dear Harald,

The purpose of this letter is to provide the IETF AAA Working Group with additional input on backend key distribution specification requirements.

EAP Keying and distribution methods
802.11 WLAN deployments today rely on several EAP methods and the backend infrastructure to distribute a session key to the NAS.  While the EAP authentication methods are well defined and provide session keys, the distribution from the authentication server to the NAS is not.

As IEEE 802.11i addresses layer 2 mobility, it desires a document that specifies:
· Explicit mechanisms for defining different key material 

· Generation of context specific keying material

· Secure distribution of context specific keying material to the NAS

More specific IEEE 802.11i requirements are the following:
· The distributed key may not be shared between different NAS devices; the keys must be Pairwise unique between the Peer and the NAS

· The authentication server must indicate the identity of the Peer to the NAS and the identity of the NAS to the Peer
· The keys distributed to the NAS devices must be uniquely named so that they can be associated to a particular authentication session
Please contact Stuart Kerry, 802.11 Chair and David Halasz, Chair of 802.11i dhala@cisco.com with any questions, and to discuss IETF follow-up.

Stuart Kerry
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