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Abstract

This document includes motions to be made to address letter ballot 52 comments, requiring support for Direct Link (DL) Protocol security. The rationale is as follows:

History: We have a dozen LB52 Comments on need for DLP security
Several Approaches have been considered in the past.Current default solution is to use IBSS. However, there are concerns on ease of use, provisioning.

•Today: Trust the AP to distribute group keys

-To STAs with which it has completed successful 4-way exchange

–Mechanism defined for this – 2-way Group Key Handshake 

–Group Keys used for Broadcast/Multicast traffic

•Proposal: Trust the AP to deliver “mini-group” DL keys to the 2 DL STAs.

–Extend the Group Key Handshake to Deliver the DL Keys

–AP sends Group Key message 1 to each STA after DL Message 2b

•Dependencies/Caveats

–Timeout of DL dependent on aDLPIdleTimeout – Tge needs to define

–Add RSNIE to 1b,2b messages – Tge needs to do this.
Changes needed:

•Use 1 bit of reserved field in Key type field to indicate DL 
•Include DL peer MAC address in EAPOL-KEYID field (currently unused)

•MLME extension

–Set_Keys request – add boolean indicating DLP, add peer MAC address

–New MLME_Dlestablished.indication, include 2 DLP peer MAC addresses
May Motions:
MAY 13 2003 Motions to Include DL Security

Clause 8.5.2.

Change

	3 bits Key Descriptor Version 
	1 bit Key Type 
	2 bits Key Index 
	1 bit Install 
	1 bit

Key Ack 
	1 bit

Key MIC 
	1 bit Secure 
	1 bit Error 
	1 bit Request
	 4 bits Reserved 


To

	3 bits Key Descriptor Version 
	1 bit Key Type 
	2 bits Key Index 
	1 bit Install 
	1 bit

Key Ack 
	1 bit

Key MIC 
	1 bit Secure 
	1 bit Error 
	1 bit Request
	1 bit DL


	3 bits Reserved 


Change from:

Reserved (bits 12-15). The sender shall set them to 0, and the receiver shall ignore the value of these bits

To:

DL(bit 12) This bit is set if the group key is to be used to secure direct link communication.

Reserved (bits 13-15). The sender shall set them to 0, and the receiver shall ignore the value of these bits 

Change from:

EAPOL Key ID. This field is eight (8) octets in length. It is reserved and set to 0.

To

EAPOL Key ID. This field is eight (8) octets in length. When the group key message delivers a DL key, the first 6 octets include the DL peer MAC address. In all other cases, this field is reserved and set to 0.

Add the following new section:

Clause 8.5.2.1 Group Key Handshake Extensions for STA to STA Link Security (Informative)

Direct links enable a STA to send data frames directly to another STA, while associated with an AP. The AP must establish an RSNA with each STA. After the STAs establish the STA to STA connection, the AP sends the group key message 1to each STA, providing the key to use for securing the conection. Security

Clause 10

In MLME-SETKEYS.request

Change from

	Address
	MAC Address
	Any valid individual MAC address
	This parameter is valid only when the key type is Pairwise, or when the key type is Group and is from an IBSS STA


To:

	Address
	MAC Address
	Any valid individual MAC address
	This parameter is valid only when the key type is Pairwise, when the key type is Group and is from an IBSS STA, and when the key type id Group, and the DL bit is set.

	DL Key Type
	Boolean
	TRUE, FALSE
	Value =True for DL


10.3.11.2  MLME-DLestablished.indication

10.3.11.2.1  Function

This primitive notifies the SME that a DLP link is established.

10.3.11.2.2  Semantics of the service primitive

This primitive has two parameters, the MAC addresses of the two DL STAs.

The primitive parameters are as follows:

MLME-DLestablished.indication (

Count

)

	Name
	Type
	Valid Range
	Description

	Address1
	MAC Address
	Any valid individual MAC address
	MAC address of DL peer

	Address2
	MAC Address
	Any valid individual MAC address
	MAC address of DL peer


10.3.11.2.3  When Generated

This primitive is generated by the MAC whena DL link has been established.

10.3.11.2.4  Effect of Receipt

The SME is notified that the DL link is established, is made aware of the two STA MAC addresses involved, and can then send group key messages to each STA.
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