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Abstract

This sumission proposes new text of Clause 8.1 from 802.11i D3.2. It also proposes renaming “Robust Security Network Association” to “Robust Network Security Association.”

 Suggested Changes

Motion 1: Instruct the editor to replace all instances of “RSNA” with “RSN SA”, and all instance of “Robust Security Network Association” with “Robust Network Security Association”:

Motion 2: Instruct the editor to replace the text of Clause 8.1 with the following (this will address comments 108, 123, 183, 228, 229, 230, 231, 394, 395, 396, 397, 398, 399, 400, 401, 402, 403, 404, 405, 406, 407, 408, 409, 410, 411, 412, 823, 936, 937, 939, 940, 941, 942, 943, 944, 945, 946, 1066, 1067, 1079, 1119, 1120, 1121, 1122, 1123, 1124, 1125, 1126, 1127, 1128, 1129, 1213, 1214, 1215, 1292, 1293, 1295, 1325, 1349, 1372, 1373, 1478, 1510, 1511, 1511, 1512, 1553, 1554, 1555, 1556, 1634, 1635, 1636, 1637, 1638, 1639, 1694, 1695, 1696, 1697, 1736, 1830, 1831, 1832, 1881, 1883, 1884, 1885, 1886, 1920, 1921, 1922, 1923, 1963, 1980, 1981, 1982,  2004, 2005, 2062, 2063, 2073) :

8.1 Framework

This standard defines two classes of security algorithms for IEEE 802.11 networks: algorithms for creating and using a Robust Security Network Association, called RSNA algorithms, and pre-RSNA algorithms. STAs implementing Robust Security Network Association algorithms are called RSNA-capable. STAs are otherwise referred to as pre-RSNA.

Informative Note. This document does not prohibit STAs from simultaneously operating pre-RSNA and RSNA algorithms, but does not define how to accomplish simultaneous operation. Clause 8.4 discusses some aspects of mixing RSNA and pre-RSNA STAs.

8.1.1 Security methods

This specification defines two types of security algorithms, pre-RSNA and RSNA.

Pre-RSNA security is comprised of the following algorithms:

· WEP—described in Clause 8.2.2.1—and 

· IEEE 802.11 entity authentication—described in Clause 8.2.3.1.

RSNA security is comprised of the following algorithms:

· TKIP—described in Clause 8.3.2;

· CCMP—described in Clause 8.3.3;

· RSNA establishment and termination procedures, including use of IEEE 802.1X authentication—described in Clause 8.4; and

· Key management procedures—described in Clause 8.5.

8.1.2  Identifying pre-RSNA STAs

Pre-RSNA STAs implement WEP and IEEE 802.11 authentication but not all mandatory RSNA algorithms. Such STAs do not include the RSN IE in their Beacons, Probe Responses, Association Requests, and Reassociation Requests. Pre-RSNA devices ignore the RSN IE in received messages.

8.1.3  Identifying RSNA-capable STAs

When RSN is enabled, non-AP STAs shall include the RSN IE in their Beacons, Probe Responses, Association and Reassociation Requests, and in the second and third messages of the 4-Way Handhsake. They shall also implement CCMP to protect data over IEEE 802.11 data links.

8.1.4  RSNA establishment

A STA establishes an RSNA in one of two ways.

1. When not using a pre-shared key in a BSS, an RSNA-capable STA establishes an RSNA as follows:

a. It identifies the AP as RSNA-capable from the AP’s Beacons or Probe Responses.

b. It uses Open System Authentication.

c. It negotiates cipher suites during association, as described in Clauses 8.4.2 and 8.4.3.

d. It uses IEEE 802.1X to authenticate, as described in Clauses 8.4.6 and 8.4.7.

e. It establishes Temporal Keys by executing a key exchange algorithm, using the protocol defined by Clause 8.5.

f. It uses the agreed upon Temporal Keys and cipher suites to protect the link. Clauses 8.3.2 and 8.3.3 describe the RSNA data protection mechanisms.

2. If an RSNA is based on a pre-shared key in an BSS, the STA instead executes the following sequence of procedures:

a. It identifies the peer as RSNA-capable from the peer’s Beacons or Probe Responses.

b. It uses Open System Authentication.

c. It negotiates cipher suites during association, as described in Clauses 8.4.2 and 8.4.3.

d. It runs the Clause 8.5 key exchange, to establish Temporal Keys. It uses the global pre-shared key as the pairwise master key seeding the exchange.

e. It protects the data link using the negotiated cipher suires with the established Temporal Key.

3. If an RSNA is based on a pre-shared key in an IBSS, the STA instead executes the following sequence of procedures:

a. It identifies the peer as RSNA-capable from the peer’s Beacons or Probe Responses.

b. It uses Open System Authentication.

c. It runs the Clause 8.5 key exchange, to establish Temporal Keys and to negotiate cipher suites. It uses the global pre-shared key as the pairwise master key seeding the exchange.

d. It protects the data link using the negotiated cipher suires with the established Temporal Key.

4. An RSNA-capable STA in an IBSS which is not using a pre-shared key establishes an RSNA as follows:

a. It identifies the peer as RSNA-capable from the peer’s Beacons or Probe Responses.

b. It performs open authentication with the desired STA.

c. Each station uses 802.1X to authenticate with the AS associated with the other STA, as described in clauses 8.4.6 and 8.4.7.  There are hence two authentications happening at the same time.

d. Each station executes the key exchange algorithm defined in clause 8.5, to establish temporal keys.  There are hence two such key exchange algorithms happening at the same time, one of which will also negotiate the encryption suite to be used between the STAs.

e. When the key exchange that negotiates the encryption suite terminates, the unicast keys will be set in both STAs.  

f. Each STA will then initiate a group key transfer handshake as described in clause 8.5.4.  There will hence be two such handshakes happening at the same time, and two group keys installed – one for each direction. 

8.1.5  RSN assumptions and constraints (Informative)

An RSNA assumes:

1. Each STA can generate cryptographic quality random numbers. This assumption is fundamental, as cryptographic methods require a source of randomness. Annex F.9 suggests both hardware and software methods to collect randomness suitable for this purpose.

2. When IEEE 802.1X authentication is used, the specific EAP method used perfoms mutual authentication. This assumption is intrinsic to IEEE 802.11 LANs and cannot be removed without exposing both the AP and the STA to man-in-the-middle attack. EAP-MD5 is an example of an EAP method that does not meet this constraint.

In particular, the mutual authentication requirement implies an unspecified prior enrollment process (such as a long-lived authentication key, or establishment of trust through a third party such as a Certification Authority), as the STA must be able to identify the ESS or IBSS as a trustworthy entity, and vice versa. The promiscuous roaming model, in which a STA associates with any AP instead of only authorized APs, does not and cannot provide security in a WLAN.

3. The mutual authentication method must be strong, meaning impersonation attacks are too expensive when based on the information exposed by the authentication. This assumption is intrinsic to RSN.

4. The STA’s Supplicant and AS generate a common, fresh symmetric key when using IEEE 802.1X for authentication—i.e., a never-before-used key, unrelated to any common key generated previously.

5. The AP and AS have a trustworthy channel between them that can be used to exchange cryptographic keys without exposure to any intermediate parties whatsoever.
6. An IEEE 802.1X AS never exposes the common symmetric key to any party except the AP with which the STA is currently communicating. This is a very strong constraint. It implies that the AS itself is never compromised. It also implies that the IEEE 802.1X server is embedded in the AP, or the AP is physically secure and the AS and the AP lies entirely within the same administrative domain. This assumption follows from the fact that if the AP and the AS are not co-located or do not share pairwise key encryption keys directly, then it is impossible to assure the mobile STA that its key distributed by the AS to the AP has not been compromised prior to use.

7. Similarly, a STA never shares a key that it shares with a peer with any other third party. Doing so destroys the utility of the key for detecting MPDU replay and forgery.

8. The STA and AS generate a different fresh common key for each <STA, AP> pair, and a different key for each session between the pair. This assumption is fundamental, as reuse of any symmetric key would enable compromise all the data every protected by that key.
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