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Abstract

This submission proposes several changes to the TGi draft in order to bring it into line with changes recently made in WPA.

TKIP TSC Initialisation

There was a perceived problem that if TSCs started at zero, it was difficult to say what the replay counters should be initialised to, as they needed to be set to one less than the next expected TSC value.  It was decided to initialise TSCs to one instead.
Required Changes
In section 8.3.2.4.4 change the third bullet point as indicated:
The TSC shall be implemented as a 48-bit monotonically incrementing counter, initialized to one when the corresponding TKIP temporal key is initialized or refreshed.

Change the fifth bullet point as indicated:
The receiver initializes the replay counter to zero whenever it resets the temporal key for a peer.

In section 8.5.3.3 change the description of Key RSC as follows:
Key RSC = starting sequence number Authenticator’s STA will use in packets protected by PTK (normally 1)

Request Bit

Michael MIC failure messages have the Request bit set, but are not actually requesting a rekey (though the recipient is free to do one if it wishes).

Required Changes
In section 8.5.2 change the description of the request bit as follows:
· Request (bit 11): The Supplicant sets this bit to request that the Authenticator initiate either a 4-way or group key handshake, and in a Michael MIC Failure report. The Supplicant shall not set this bit in on-going 4-way handshakes, i.e., the Ack bit (bit 8) shall not be set in any message with the Request bit set. The Authenticator shall never set this bit.

In a Michael MIC Failure report, setting the bit is not a request to initiate a new handshake.  However the recipient may initiate a new handshake on receiving such a message.
If the EAPOL-Key message with request bit set has a Key Type of Pairwise key, the authenticator shall initiate a 4-way handshake. If the EAPOL-Key message with request bit set has a key type of Group key, the authenticator shall change the Group key, initiate a 4-way handshake with the Supplicant and then execute the Group key handshake to all Supplicants.

Michael Countermeasures Cleanups
These fall into two broad categories:
(1) Removal of remaining references that indicate a STA should view a received disassociation frame with cause “Michael MIC failure” as if it was itself a MIC failure.  As the disassociation frame is not MICed this opened an easy DOS attack.

(2) Clarification that the countermeasures only apply to TKIP (not AES), and that they apply to all TKIP communications, not just with the current AP.
Required Changes

In section 8.3.2.4.2, change the third paragraph point, and insert a new bullet point as follows:
· The rate of MIC failures must be kept below two per minute. This implies that STAs and APs detecting two MIC failure events within 60 seconds must disable all receptions using TKIP for a period of 60 seconds.  The slowdown makes it difficult for an attacker to make a large number of forgery attempts in a short time.

· As an additional security feature, the PTK and, in the case of the authenticator, the GTK will be changed.  This is not required to defend against the known MIC attacks, but is good practice when an attack of any kind is detected.

In section 8.3.2.4.2 delete the following bullet point from the list of supplicant Michael MIC failure events:
Receipt of a disassociation message with reason code Michael failure

In section 8.3.2.4.2, page 40, change “aMICFailTime MIB variable” to “aMICFailTime attribute“.
In section 8.3.2.4.2, page 40, change the paragraph starting on line 14 as follows:
If a subsequent Michael failure occurs within 60 seconds of the preceding failure, then a device shall disassociate itself (if a Supplicant) or disassociate all the associated STAs (if an Authenticator).  Furthermore, the device will not receive or transmit any class 3 TKIP encrypted data frames to or from any peer…

In section 8.3.4.2, page 40, change bullet number 3 as follows:
3. If less than 60 seconds have passed since a previous Michael failure, transition every STA using TKIP (for either unicast or broadcast/multicast frames) in the BSS to State 2 in the 802.11 state diagram. This effectively disassociates and deletes the PTK for all the STAs. The Authenticator must also revoke the GTK. The Authenticator shall disallow associations using TKIP for at least 60 seconds. At the end of the 60 seconds, the Michael failure counter and timer may be reset and new associations accepted.

In section 8.3.2.4.2, page 41, replace the following informative note:

Informative Note: Since an AP may support ciphers other than TKIP,  Beacons and Probe Responses may continue during the 60 second black out time, to allow STAs to associate using ciphers other than TKIP.
with the following two informative notes:
Informative Note: It is an implementation decision whether an AP will continue to transmit Beacons and Probe Responses during the lock out period, and also whether those frames will indicate support for TKIP or not. 

Informative Note: The requirement to disassociate all stations using TKIP will include those using AES as a pairwise cipher if they are also using TKIP as the group cipher. 

In section 8.3.2.4.2, page 43, make the following modifications to bullets number 3 & 4:
3. If this is the first Michael failure within the past minute, initialize the countermeasures timer.  Discard the offending frame. 
4. If less than 60 seconds have passed since a previous Michael failure, delete the PTK and GTK. Disassociate from the AP and wait for 60 seconds before (re)establishing a TKIP association with any AP.

In section 8.3.2.4.2, page 43, replace the following paragraph and associated informative note:
· If a Supplicant receives a Michael failure event due to a disassociation message from the AP with the reason code of “Michael MIC failure,” the STA shall disassociate and reset the Michael failure event counter and timers. A disassociation from an AP is an indication that the AP is under active attack and is preventing new associations for up to 60 seconds.  

Informative Note:  The STA may roam to a new AP to avoid a 60 second wait. However, the STA must not attempt (re)association to the same AP for at least 60 seconds after the second Michael failure within a single minute.

with
· If a non-AP STA receives a Disassociation frame with Reason Code “Michael MIC Failure” it can not be certain that the frame has not been forged, as it does not contain a MIC.  The STA may attempt association with this, or another AP.  If the frame was genuine, then it is probable that attempts to associate with the same AP requesting the use of TKIP will fail because the AP will be conducting countermeasures.

No Key Causes Disassociation
The draft requires a STA to disassociate if it receives an encrypted unicast frame that it does not have a key to decrypt.  Unfortunately this opens a race condition between the supplicant and the AP when the supplicant has to install the key at the end of the four way handshake faster than the AP can respond with the first message of the group key handshake.  The fix is to allow the STA to drop such a frame rather than disassociating.
Required Change

In section 8.4.10.2, change the second bullet point as follows:
If a non-AP STA receives a unicast protected packet when it does not have keys to decapsulate the packet, it shall discard the data packet and may send a Disassociate message to the AP.  In the latter case, if the STA wants communications to continue, it should follow the Disassociate message with an immediate associate request to the AP.  Sending the Disassociate message may cause a key installation race condition between the STA and the AP, and it is recommended that it should not be sent.
TKIP TSC Order
In draft 3.0 the example code placed TSC0 and TSC1 in the frame in the opposite order to which the normative text specified.  Many implementations were based on the reference code, and WPA has decided to go with the majority and change the requirement in line with the implementations.
In order not to have different encapsulations for WPA and TGi, the following changes should be made.

Required Changes
In section 8.3.2.2, change the line at the bottom of page 35 as follows:
RC4Key[0] = TSC1 and RC4Key[2] = TSC0.

Make the following change to the paragraph that follows the line changed in the last change:
The effect of this construction is the TSC is encoded in each TKIP MPDU as a little-Endian integer with TSC0 and TSC1 swapped.
Passphrase Clarification
The definition of which characters are acceptable in a passphrase does not include space.
Required Changes

In section F.7.1, replace:
· PassPhrase is an ASCII string which has a minimum of 8 and a maximum of 63 characters not including the null terminator. The limit of 63 characters comes from the fact that 256 bits is represented by 64 characters in hex.

PassPhrase should consist of characters from the following three groups

	Group
	Examples

	Letters (upper and lower case)
	A, B, C, … (and a, b, c,…)

	Numerals
	0, 1, 2, 3, 4, 5, 6, 7, 8, 9

	Symbols (all characters not defined as letters or numerals)
	`~!@#$%^&*()_+=-{}|[]\”:;’<>?,./


With:
· A passphrase is a sequence of between 8 and 63 ASCII encoded characters.  The limit of 63 comes from the desire to distinguish between a passphrase, and a PSK displayed as 64 hexadecimal characters.
· Each character in the passphrase must have an encoding in the range 32-126 (decimal) inclusive.

In section F.7.2, add the following as the first executable statements of function F().
for (i = 0; i < strlen(password); i++) {


assert((password[i] >= 32) && (password[i] <= 126));

}
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